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Dear Sir: 

This Brief is filed pursuant to a Notice of Appeal mailed 
on 21 June 2004 in the matter of the above- identified 
application. 

(1) Real Party In Interest 

Joseph R. Goetz is the real party in interest of this 
application. 

(2) Related Appeals And Interferences 

Appellant is aware of no related application that will 
directly affect or be directly affected by or have a bearing on 
the Board's decision in the present appeal. 

(3) Status Of Claims 

Claims 1-20 are on appeal. APPENDIX I provides a clean copy 
of the claims on appeal. 

Claims 1, 3-4, and 8-9 stand rejected under 35 U.S.C. 103(a) 
as being unpatentable over Iijima et al . , U.S. Pat. No. 
5,708,307 (hereinafter Iijima) in view of Takagi et al . , U.S. 
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Pat. No. 6,285,948 (hereinafter Takagi) . 

Claim 2 stands rejected under 35 U.S.C. §103 (a) as being 
unpatentable over Iijima in view of Takagi as applied to claim 
1, and further in view of Tuttle (U.S. Pat. No. 6,112,152). 

Claim 5 stands rejected under 35 U.S.C. §103 (a) as being 
unpatentable over Iijima in view of Takagi as applied to claim 
4, and further in view of Tallman et al . (U.S. Pat. No. 
6, 175,308) . 

Claim 6 stands rejected under 35 U.S.C. §103 (a) as being 
unpatentable over Iijima in view of Takagi as applied to claim 
4, and further in view of Bethards (U.S. Pat. No. 5,040,212). 

Claim 7 stands rejected under 35 U.S.C. §103 (a) as being 
unpatentable over Iijima in view of Takagi as applied to claim 
4, and further in view of Strohbeck (U.S. Pat. No. 6,580,972). 

Claim 10 stands rejected under 35 U.S.C. §103 (a) as being 
unpatentable over Iijima in view of Takagi as applied to claim 
1, and further in view of Weber (U.S. Pat. No. 3,784,839). 

Claim 11 stands rejected under 35 U.S.C. §103 (a) as being 
unpatentable over Iijima in view of Takagi and Weber as applied 
to claim 10, and further in view of Flanagan (U.S. Pat. No. 
3,864,651) . 

Claim 12 stands rejected under 35 U.S.C. §103 (a) as being 
unpatentable over Iijima in view of Takagi, Weber, and Flanagan 
as applied to claim 11, and further in view of Hansen (U.S. Pat. 
No. 4,412,267) . 

Claim 13 stands rejected under 35 U.S.C. §103 (a) as being 
unpatentable over Iijima in view of Takagi, Weber, and Flanagan 
as applied to claim 11, and further in view of Dodd et al . (U.S. 
Pat. No. 5,313, 189) . 

Claim 14 stands rejected under 35 U.S.C. §103 (a) as being 
unpatentable over Iijima in view of Takagi as applied to claim 
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1, and further in view of Bryant et al . (U.S. Pat. No. 
5,155,494) . 

Claim 15 stands rejected under 35 U.S.C. §103 (a) as being 
unpatentable over Iijima in view of Takagi . 

Claim 16 stands rejected under 35 U.S.C. §103 (a) as being 
unpatentable over Iijima in view of Takagi and further in view 
of Tallman. 

Claim 17 stands rejected under 35 U.S.C. §103 (a) as being 
unpatentable over Iijima in view of Takagi and further in view 
of Strohbeck. 

Claim 18 stands rejected under 35 U.S.C. §103 (a) as being 
unpatentable over Iijima in view of Takagi. 

Claim 19 stands rejected under 35 U.S.C. §103 (a) as being 
unpatentable over Iijima in view of Takagi and further in view 
of Bryant. 

Claim 20 stands rejected under 35 U.S.C. §103 (a) as being 
unpatentable over Iijima in view of Takagi, Weber, Flanagan, 
Hansen, Dodd, and Bryant. 

APPENDIX II provides copies of the Iijima, Takagi, Tuttle, 
Tallman, Bethards, Strohbeck, Weber, Flanagan, Hansen, Dodd, and 
Bryant references. 

(4) Status Of Amendments 

No amendments have been filed subsequent to final 
rejection. 
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(5) Summary Of Invention 

Referring to FIG. 2, and Appellant's specification at page 5, 
line 22, through page 14, line 21, FIG. 2 shows a block diagram 
of an automatic vehicle theft prevention system 52 
interconnected in series between an ignition key switch 32 and a 
starter motor 34 of an ignition system of a motor vehicle. 

The vehicle theft prevention system 52 includes an 
interrogator circuit 54, in radio communication with a 
transponder circuit 56. A controller 58, in communication with 
the interrogator circuit 54, is configured to selectively 
actuate an enable relay 62, and the enable relay 62, in turn, 
actuates a latching relay 64. In addition, an override switch 
60 is coupled to an input of the latching relay 64. 

The interrogator circuit 54 includes a signal generator 66 
that generates an excitation signal 68 and an antenna 70 coupled 
to the signal generator 66 for radiating the excitation signal 
68. The system 52 relies on proximity sensing. Thus, the 
antenna 70 is configured for placement inside passenger 
compartment 24 of motor vehicle 2 0 preferably close to the 
driver side seat. The override switch 60 and an override 
indicator 92 are also located inside the passenger compartment 
of the motor vehicle. 

The transponder circuit 56 is a mobile RFID data carrier that 
includes a memory element 78 containing an identification code 
76 and a transceiver. The transponder circuit 56 is externally 
powered and derives its power from the excitation signal 68, 
radiated from the interrogator circuit 54 . The transponder 
circuit 56 is separate from the vehicle's ignition key so that a 
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thief having access to the vehicle's key, but not having access 
to transponder circuit 56, cannot start the vehicle's engine. 

The controller 58 includes an input for receiving a 
predetermined authorized identification code 96 from an external 
programming device 98. A memory element 100 of the controller 
58 is in communication with the input for storing the 
predetermined authorized identification code 96. The input may 
be a data port 102 configured for a wired interconnection 104 
with programming device 98, or alternatively, the programming 
device 98 may be a wireless transmitter, and the input is the 
antenna 70 configured for radio frequency communication with the 
programming device 98 over a wireless communication link 106. 
The predetermined authorized identification code 96 corresponds 
to the identification code 76. As such, the controller 58 is 
programmed to recognize the identification code 76 for the 
transponder circuit 56 and actuate system 52 in response to the 
identification code. 

The system 52 may be actuated by more than one transponder 
circuit. For example, the system 52 includes a second RFID data 
carrier transponder circuit 108, separate from the vehicle's key 
48. The second RFID data carrier 108, has a memory element 110 
for storing a second identification code 112. A second 
predetermined authorized identification code 114, corresponding 
to second identification code 112, is received at the input of 
controller 58 and stored in memory element 100. 

In operation, the system 52 is initially set to a disable 
mode so that the ignition system cannot be enabled and the 
vehicle engine cannot be started. The system 52 is maintained 
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in this disable mode whenever controller 58 fails to detect 
either of the identification codes 76 and 112. In order to 
operate the motor vehicle, the driver moves in proximity to the 
antenna 70 of the interrogator circuit 54 carrying one of 
transponder circuits 56 and 108. 

The transponder circuit 56 detects and modulates the 
excitation signal 68 radiated by the antenna 70 to produce a 
return signal 74 for receipt at the antenna 70. The return 
signal 74 contains one of the identification codes 76 and 112 
identifying the transponder circuit 56 or 108. The controller 
58 then attempts to match the received identification code 
within the return signal 74 with one of the predetermined 
authorized identification codes 96 and 114. When the controller 
58 detects a match, controller 58 actuates the enable relay 62 
to a momentary closed state. In response to the momentary 
actuation of the enable relay 62, the latching relay 64 is also 
actuated to a latched, or closed, state. 

A circuit path is thus formed from ignition switch output to 
the input of starter motor 34. This circuit path allows system 
52 to be in the enable mode so that when the vehicle ignition 
key is inserted into the ignition switch 32 and turned, the 
vehicle engine may be started. Whenever the ignition switch is 
turned off using the vehicle key, the latching relay 64 opens 
and the automatic vehicle theft prevention system 52 is placed 
back into the disable mode. 

When the driver wishes to override the system 52, it is 
incumbent upon the driver to activate the override switch 60 
which causes latching relay 64 to remain latched, following 
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actuation of latching relay 64 until the system 52 is no longer 
bypassed by driver deactivation of the override switch 60. In 
addition, activation of override switch 60 energizes indicator 
92 to provide visual or audible indication to the driver that 
override switch 60 is activated. 



(6) Issues 

The following issues are presented for review: 



1. Whether claims 1, 3-4, and 8-9 are unpatentable under 35 
U.S.C. §103 (a) over Iijima (U.S. Pat. No. 5,708,307) in 
view of Takagi (U.S. Pat. No. 6,285,948). 

2. Whether claim 2 is unpatentable under 35 U.S.C. §103 (a) 
over Iijima in view of Takagi and further in view of Tuttle 
(U.S. Pat. No. 6,112,152). 



3. Whether claim 5 is unpatentable under 35 U.S.C. §103 (a) 
over Iijima in view of Takagi and further in view of 
Tallman et al . (U.S. Pat. No. 6, 175,308) . 

4. Whether claim 6 is unpatentable under 35 U.S.C. §103 (a) 
over Iijima in view of Takagi and further in view of 
Bethards (U.S. Pat. No. 5,040,212). 



5. Whether claim 7 is unpatentable under 35 U.S.C. §103 (a) 
over Iijima in view of Takagi and further in view of 
Strohbeck (U.S. Pat. No. 6,580,972). 

6. Whether claim 10 is unpatentable under 35 U.S.C. §103 (a) 
over Iijima in view of Takagi and further in view of Weber 
(U.S. Pat. No. 3,784,839) . 



7. Whether claim 11 is unpatentable under 35 U.S.C. §103 (a) 
over Iijima in view of Takagi and further in view of 
Flanagan (U.S. Pat. No. 3,864,651). 

8. Whether claim 12 is unpatentable under 35 U.S.C. §103 (a) 
over Iijima in view of Takagi, Weber, and Flanagan and 
further in view of Hansen (U.S. Pat. No. 4,412,267). 
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9. Whether claim 13 is unpatentable under 35 U.S.C. §103 (a) 
over Iijima in view of Takagi, Weber, and Flanagan and 
further in view of Dodd et al. (U.S. Pat. No. 5,313,189). 

10. Whether claim 14 is unpatentable under 35 U.S.C. §103 (a) 
over Iijima in view of Takagi and further in view of Bryant 
et al. (U.S. Pat. No. 5,155,494). 

11. Whether claim 15 is unpatentable under 35 U.S.C. §103 (a) 
over Iijima in view of Takagi. 

12. Whether claim 16 is unpatentable under 35 U.S.C. §103 (a) 
over Iijima in view of Takagi and further in view of 
Tallman. 



13. Whether claim 17 is unpatentable under 35 U.S.C. §103 (a) 
over Iijima in view of Takagi and further in view of 
Strohbeck. 

14. Whether claim 18 is unpatentable under 35 U.S.C. §103 (a) 
over Iijima in view of Takagi. 

15. Whether claim 19 is unpatentable under 35 U.S.C. §103 (a) 
over Iijima in view of Takagi and further in view of Bryant. 

16. Whether claim 20 is unpatentable under 35 U.S.C. §103 (a) 
over Iijima in view of Takagi, Weber, Flanagan, Hansen, 
Dodd, and Bryant. 

(7) Grouping Of Claims 

It is Appellant's position that claim 1, 15, and 18 are 
separately patentable from all other claims on appeal. 



It is Appellant's position that claim 6 is separately 
patentable from all other claims on appeal. 



It is Appellant's position that claims 2-5, 7-14, 16-17, 
and 19-20 stand or fall together and are separately patentable 
from claims 1, 6, 15, and 18. 
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( 8 ) Argument 

Group l f Claim 1 

A First Office Action dated 6 November 2003 rejected claim 1 
under 35 U.S.C. 103(a) as being unpatentable over Iijima (U.S. 
Pat. No. 5,708,307) in view of Takagi (U.S. Pat. No. 6,285,948). 
Claim 15 was rejected under 35 U.S.C. §103 (a) as being 
unpatentable over Iijima in view of Takagi. Claim 18 was 
rejected under 35 U.S.C. §103 (a) as being unpatentable over 
Iijima in view of Takagi. In response to the 6 November 2003 
Office Action, Appellant filed a Response on 5 January 2004. A 
Second Non-final Office Action dated 30 March 2004 maintains the 
rejection. 

Iijima teaches of an ant i- theft car protection system that 
includes a transmitter-receiver for receiving a code of a 
specialized key, the key having a transponder built therein. 
The transponder includes an EEPROM for storing an ID number of 
the key. When the Iijima receives a code of the key, an 
immobilizer unit compares the code as received with a code as 
registered. When the codes coincide, the immobilizer unit 
transmits an engine start permission signal to an engine control 
unit so that the engine is enabled to start. 

Takagi teaches of an engine control apparatus, in which a 
control program is stored in a non- volatile rewritable memory. 
The control program may be rewritten by a rewriting tool 
following 1) a match between a key identification code from a 
vehicle key and a key reference code stored in the non-volatile 
rewritable memory, and 2) a match between a program 
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identification code from the rewriting tool and a program 
reference code stored in the non- volatile rewritable memory. 
Takagi further teaches that the vehicle key is an electronic- 
type key which is provided with a transponder that includes a 
key identification code exclusive to the key. However, Takagi 
explains that the transponder may alternatively be provided 
separately from the key. 

The 6 November 2003 First Office Action alleged that Iijima 
teaches the limitations recited in independent claim 1 of the 
above-identified application, except for the transponder circuit 
being separate from the ignition key for detecting the 
excitation signal and radiating the return signal. However, the 
First Office Action further alleged that Takagi teaches of a 
transponder circuit separate from the ignition key. The First 
Office Action concluded that it would have been obvious to 
separate the transponder circuit from the ignition key, as 
disclosed by Takagi, into the system of Iijima because "Takagi 
et al . teach separating the transponder from the key as an 
alternative to combining the two in order to achieve the same 
end result." 

The 5 January 2 004 Response filed by Appellant argued that it 
was improper to combine the teachings of Iijima and Takagi to 
render obvious Applicant's invention of independent claim 1 
because 1) Iijima would be rendered unworkable for its intended 
purpose, and 2) the Iijima system utilizing a specialized key, 
necessary to the invention of Iijima, suffers from the very 
problems Applicant's invention of claim 1 corrects. 

The 30 March 2004 Second Non-final Office Action found 
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Appellant's argument non-persuasive. In particular, the Second 
Non- final Office Action acknowledges that references cannot be 
arbitrarily combined, but that there must be some reason why one 
skilled in the art would be motivated to make the proposed 
combination of primary and secondary references. The Second 
Office Action argues that there is no requirement that a 
motivation to make the modification be expressly articulated. 
Rather, the test for combining references is what the 
combination of disclosures taken as a whole would suggest to one 
or ordinary skill in the art. The Second Office Action 
concludes that it would have been obvious to separate the 
transponder circuit from the ignition key because Takagi teach 
separating the transponder from the key as an alternative to 
combining the two in order to achieve the same end result. 

It is Appellant's position that invention is to be gauged not 
only by the extent or simplicity of the physical changes, but 
also by the perception of the necessity or desirability of 
making such changes to produce a new result. 

The Background of the Invention section of Applicant's 
specification details several problems associated with prior art 
transponder-based immobilizer systems, such as that taught by 
Iijima. Most specifically, when the transponder is embedded on 
the key, the vehicle owner cannot readily have a duplicate key 
made. Rather, the vehicle owner is required to obtain duplicate 
keys through the vehicle dealer or through an authorized 
provider, which is inconvenient for the vehicle owner and 
significantly more expensive than merely having a duplicate key 
made at a local hardware store. In addition, if the key with 
the embedded transponder is stolen, such as in a home robbery 
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where the thief finds the vehicle keys setting in the home or in 
a car jacking in which the thief takes the key from the driver, 
the thief can still start the car. Yet another problem arises 
with these prior art systems in that they are only provided in 
new vehicles, and cannot be readily adapted for use with older 
model vehicles, collectable vehicles, a fleet of vehicles, and 
such. 



As stated in In re Bisley , 94 USPQ 80, 86-87 (C.C.P.A. 1952): 



Moreover, the conception of a new and useful 
improvement must be considered along with the actual 
means of achieving it in determining the presence or 
absence of invention .... The discovery of a problem 
calling for an improvement is often a very essential 
element in an invention correcting such a problem; and 
though the problem, once realized, may be solved by use 
of old and known elements, this does not necessarily 
negative invention. 

Appellant's invention of claim 1 including a transponder 
circuit separate from the ignition key for detecting the 
excitation signal and radiating the return signal is not a mere 
arbitrary design choice. Rather, it is the cooperative 
relationship of the claimed elements that achieves a novel and 
unobvious benefit for Applicant's invention of cost savings when 
obtaining duplicate keys; enhanced anti -theft capability; and 
ready incorporation into older model vehicles, collectable 
vehicles, a fleet of vehicles, and such. 



Iijima fails to expressly articulate a motivation for making 
the modification suggested by the Examiner. In addition, Iijima 
fails to impliedly suggest any motivation for separating the 
transponder from the key in the Iijima system as proposed by the 
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Examiner. To do so would alter the construction and mode of 
operation of the Iijima anti-theft car protection system, which 
ensures start of the engine without repetition of key operation 
and inconvenience regarding the anti- theft protection system as 
long as the key as applied is a formal one (col. 1, line 66, 
through col. 2, line 4), so that it would not function in its 
intended manner. Iijima requires this specialized key (i.e., 
formal key) to prevent car theft by shape forgery of the 
mechanical key. Accordingly, separation of the transponder from 
the key is contrary to the express purpose of the Iijima system. 
Consequently, it appears that the obviousness of the proposed 
change is not derived from the cited prior art, but only from 
Appellant ' s disclosure . 

Well established patent practice dictates that there must 
be some suggestion or incentive in the prior art to combine the 
teachings of the prior art. Absent this suggestion or 
incentive, the combination is improper. The Iijima system 
utilizing a specialized key, necessary to the invention of 
Iijima, suffers from the very problems Appellant's invention of 
claim 1 corrects. Moreover, since Iijima would be rendered 
unworkable for its intended purpose, Iijima cannot suggest, 
either expressly or impliedly, the desirability of modifications 
which make the Iijima anti -theft car protection system more 
closely resemble Applicant's invention of claim 1, 
notwithstanding the teachings of the Takagi reference. 

For the reasons set forth above, the rejection of claim 1 
under 35 U.S.C. §103 (a) as being unpatentable over Iijima in 
view of Takagi was improper. Independent claims 15 and 18 
include the above discussed limitations of claim 1. As such, 



APPELLANT'S BRIEF 
Serial No. 09/834,499 
Page 14 



the rejections of claims 15 and 18 as being unpatentable over 
Iijima in view of Takagi are improper for the reasons set forth 
above in connection with claim 1. Accordingly, the Board is 
respectfully requested to reverse the rejection of claim 1, 15, 
and 18 under 35 U.S.C. §103 (a) as being unpatentable over Iijima 
in view of Takagi. 

Group 2, Claim 6 

The Second Non- final Office Action rejected claim 6 under 
35 U.S.C. §103 (a) over Iijima in view of Takagi and further in 
view of Bethards. Bethards teaches of methodology for 
programming a communication device (i.e., a subscriber unit) to 
recognize voice commands. In particular, a portable programming 
apparatus is employed to transmit data (in this case an 
identified codebook) for receipt at an antenna (62) of a 
subscriber unit (14), which stores the codebook. Thereafter, 
the subscriber unit may response to the voice commands. 

The Office Action alleges that it would have been obvious to 
include an antenna configured for radio frequency communication 
of codebook data disclosed by Bethards into the controller 
device of Iijima and Takagi "with the motivation for doing so 
would allow the preset code in the controller is used to 
communicate with the transponder to operate the vehicle system." 

It's Appellant's position that it is not obvious to modify a 
hypothetical combination of Iijima and Takagi to include radio 
frequency communication capability via an external programming 
device, to render obvious Appellant's invention of claim 6. As 
stated in In re Fritch , 23 USPQ 2d 178- , 1783-84 (Fed. Cir. 
1992) : 
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"Obviousness cannot be established by combining the 
teachings of the prior art to produce the claimed 
invention, absent some teaching or suggestion supporting 
the combination. Under section 103, teachings of 
references can be combined only if there is some 
suggestion or incentive to do so." (quoting ACS Hosp. 
Systems, Inc. v. Montefiore Hosp., 732 F.2d 1572, 1577, 

221 USPQ 929, 933 (Fed. Cir. 1984)) The mere fact that 

the prior art could be so modified would not have made 
the modification obvious unless the prior art suggested 
the desirability of the modification. 

Iijima and Takagi do not suggest the desirability of 
modifying the theoretical combination of Iijima and Takagi 
Yamashita mobile communication system to include radio frequency 
communication capability via an external programming device. 
Indeed, no motivation is provided for such a modification 
because Takagi already includes means for providing a providing 
a predetermined authorized access code via a wired connection. 

Takagi explicitly discloses an external programming device 
(i.e., a rewriting tool 14) that physically couples to the 
electronic control unit 2 via a connector 34 (see FIG. 1 and 
col. 3, lines 5-8). Takagi further explicitly discloses that 
the key ID is stored in the electronic control unit and is 
rewritable. Thus, the key ID can be changed to a new one, if 
the key is stolen (see col. 6, lines 10-14). To modify the 
hypothetical combination of Iijima and Takagi to include radio 
frequency communication capability via an external programming 
device, such as that taught by Bethards, would be redundant, 
therefore an unnecessary and costly modification. 

For the reasons set forth above, there is no suggestion or 
incentive to combine the teachings of Iijima, and Takagi, and 
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Bethards to render obvious Appellant's invention of claim 6. 
Accordingly, the Board is respectfully requested to reverse the 
rejection of claim 6 under 35 U.S.C. §103 (a) as being 
unpatentable over Iijima in view of Takagi and further in view 
of Bethards. 

Group 3, Claims 2-5 and 7-14, 16-17, and 19-20 

The Second Non- final Office Action rejected claims 3-4, and 
8-9 under 35 U.S.C. 103(a) as being unpatentable over Iijima in 
view of Takagi. In addition, claim 2 was rejected under 35 
U.S.C. §103 (a) as being unpatentable over Iijima in view of 
Takagi and further in view of Tuttle. Claim 5 was rejected 
under 35 U.S.C. §103 (a) as being unpatentable over Iijima in 
view of Takagi and further in view of Tallman. Claim 7 was 
rejected under 35 U.S.C. §103 (a) as being unpatentable over 
Iijima in view of Takagi and further in view of Strohbeck. 
Claim 10 was rejected under 35 U.S.C. §103 (a) as being 
unpatentable over Iijima in view of Takagi and further in view 
of Weber. Claim 11 was rejected under 35 U.S.C. §103 (a) as 
being unpatentable over Iijima in view of Takagi and Weber and 
further in view of Flanagan. Claim 12 was rejected under 35 
U.S.C. §103 (a) as being unpatentable over Iijima in view of 
Takagi, Weber, and Flanagan, and further in view of Hansen. 
Claim 13 was rejected under 35 U.S.C. §103 (a) as being 
unpatentable over Iijima in view of Takagi, Weber, and Flanagan, 
and further in view of Dodd. Claim 14 was rejected under 35 
U.S.C. §103 (a) as being unpatentable over Iijima in view of 
Takagi and further in view of Bryant. Claim 16 was rejected 
under 35 U.S.C. §103 (a) as being unpatentable over Iijima in 
view of Takagi and further in view of Tallman. Claim 17 was 
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rejected under 35 U.S.C. §103 (a) as being unpatentable over 
lijima in view of Takagi and further in view of Strohbeck. 
Claim 19 was rejected under 35 U.S.C. §103 (a) as being 
unpatentable over lijima in view of Takagi and further in view 
of Bryant. Claim 20 was rejected under 35 U.S.C. §103 (a) as 
being unpatentable over lijima in view of Takagi, Weber, 
Flanagan, Hansen, Dodd, and Bryant. 

In summary, claims 2-5 and 7-14, 16-17, and 19-20 were 
rejected as being unpatentable over a combination of lijima in 
view of Takagi, with some of the claims being rejected further 
in view of one or more of the following references: Tuttle, 
Tallman, Strohbeck, Weber, Flanagan, Hansen, Dodd, and Bryant. 

Claims 2-5 and 7-14 depend directly or indirectly from claim 
1. Accordingly, the rejections of claims 2-5 and 7-14 under 35 
U.S.C. §103 are improper for the reasons set forth above in 
connection with group 1, claim 1. Therefore, Appellant believes 
the rejections of claims 2-5 and 7-14 under 35 U.S.C. §103 to be 
overcome . 

In addition, due to the great number of disparate references 
cited in connection with this case, it is Appellant's position 
that the above-identified application was used as a blueprint, 
with the hypothetical combination of the lijima and Takagi 
device as the main structural diagram. The other prior art was 
looked at for the elements present in the claimed invention but 
missing from the hypothetical combination of the lijima and 
Takagi device. That is, the claims were used as a guide to 
selectively pick and choose elements from the various references 
so as to arrive at the claimed invention. However, rejections 
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based on hindsight are improper. As stated in Ex parte Clapp , 
227 USPQ 972, 973 (B.P.A.I. 1985): 

In the instant application, the examiner has done 
little more than cite references to show that one or more 
elements or subcombinations thereof, when each is viewed 
in a vacuum, is known. The claimed invention, however, 
is clearly directed to a combination of elements. That 
is to say, appellant does not claim that he has invented 
one or more new elements but has presented claims to a 
new combination of elements. To support the conclusion 
that the claimed combination is directed to obvious 
subject matter, either the references must expressly or 
impliedly suggest the claimed combination or the examiner 
must present a convincing line of reasoning as to why the 
artisan would have found the claimed invention obvious in 
light of the teachings of the references. 

The Second, Non- final Office Action does not discuss any 
specific evidence of motivation to combine, but only makes 
conclusory statements. However, "Broad conclusory statements 
regarding the teaching of multiple references, standing alone, 
are not 'evidence.'" Dembiczak , 175 F.3d at 999, 50 USPQ2d at 
1617. 

For example, regarding claim 11, the Second, Non-final Offic 
Action points to the Flanagan reference as a teaching of 
Appellant's claimed override switch. The Office Action 
concludes that it would have been obvious to include an override 
switch to continuously enable the ignition system, as taught by 
Flanagan, in the theoretical combination of Iijima, Takagi, and 
Weber. 

Flanagan discloses an override relay that may be used to 
bypass an electrical interlock. In an exemplary use, Flanagan 
teaches of an electrical interlock used to disable an ignition 
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system until the driver and all of his passengers have fastened 
their seatbelts. The override relay functions to bypass the 
electrical interlock in the event of a failure of the electrical 
interlock system. 

Appellant does not dispute that override switches and relays 
are known. However, Appellant's invention of claim 11 is 
directed to a new combination of elements that includes an 
override switch combined with the elements related to a vehicle 
theft protection system. None of the prior art of record 
expressly or impliedly suggests the inclusion of an override 
switch within a vehicle theft protection system, as recited in 
claim 11. Moreover, Flanagan merely offers the broad assertion 
that the magnetic relay can be employed in other environments to 
override an interlock or perform other functions to which its 
operation is suited. 

The Office Action offers the conclusion that it would be 
obvious to combine the Flanagan override relay with the 
theoretical combination of Iijima, Takagi , and Weber with w the 
motivation for doing so would allow the override switch enabling 
the ignition system running." There appears to be little line 
of reasoning in this statement for making the combination in an 
attempt to render obvious Appellant's invention of claim 11. 
Rather, it is only Appellant's disclosure that teaches that 
which Appellant claims. Consequently, Appellant believes that 
one skilled in the art would not have found the invention of 
claim 11 obvious without using the claim as a guide to 
selectively pick and choose elements and concepts from the prior 
art. 
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Regarding claim 12, which depends from claim 11, a similar 
argument can be made. Claim 12 was rejected in view of a 
combination of Iijima, Takagi, Weber, and Flanagan, and further 
in view of Hansen. Hansen teaches of a circuit control device 
combining the functions of a current sensor, a time delay 
circuit, an undervoltage sensor, and a lockout such that, once 
tripped, the device must be reset intentionally. The Office 
Action alleged that the first four references failed to 
explicitly disclose the claim 12 limitation of the override 
switch causes the latching relay to remain latch to continuously 
enable the ignition system only following actuation of the 
latching relay. 

The Office Action then asserts that the Hansen reference is 
in the same field of endeavor of a relay circuit device. It 
should be noted herein, that the Hansen reference is not in the 
same field of endeavor as a vehicle theft protection system 
which is the focus of the above -identified application. 
Nevertheless, the Office Action concludes that it would be 
obvious to combine the teaching of Hansen with a combination of 
Iijima, Takagi, Weber, and Flanagan. Since none of the prior 
art expressly or impliedly suggests the inclusion of an override 
switch within a vehicle theft protection system, it follows that 
the prior art cannot suggest a further limitation, recited in 
claim 12, related to the override capability of Appellant's 
vehicle theft protection system. 

However, the Office Action asserts that such a combination is 
obvious with "the motivation for doing so would allow the 
override switch to cause latching relay to be latched 
continuously enabling the ignition system running." Again, 
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there appears to be little line of reasoning in this broad 
conclusory statement for making the combination. Rather, it is 
only Appellant's disclosure that teaches, and provides 
motivation for, the combination of claim 12. Consequently, 
Appellant believes that one skilled in the art would not have 
found the invention of claim 12 obvious without using the claim 
as a guide to selectively pick and choose elements and concepts 
from the prior art . 

Claim 13 also depends from claim 11. Claim 13 was rejected 
in view of a combination of Iijima, Takagi , Weber, and Flanagan, 
and further in view of Dodd. Dodd teaches of a vehicle wheel 
safety barrier system that prevents a person from being caught 
under the wheel of a vehicle. The safety barrier system is 
provided with a sensing system to inform the driver of the 
presence of the person on the barrier during startup. The 
safety barrier system includes a manual override switch to allow 
the vehicle driver to turn the system off. While the system is 
off a warning light will remain on. 

Again, Appellant does not dispute that it is known to include 
indicators to indicate when a switch is activated. However, 
Appellant's invention of claim 13 is directed to a new 
combination of elements that includes an override switch and an 
override indicator combined with the elements related to a 
vehicle theft protection system. None of the prior art of 
record expressly or impliedly suggests the inclusion of an 
override switch within a vehicle theft protection system. 
Therefore, it follows that the prior art cannot suggest a 
further limitation, recited in claim 13, related to the override 
capability of Appellant's vehicle theft protection system. 
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Consequently, Appellant believes that one skilled in the art 
would not have found the invention of claim 13 obvious without 
using the claim as a guide to selectively pick and choose 
elements and concepts from the prior art. 

Yet the same situation arises with regard to claim 14. Claim 
14 was rejected in view of a combination of Iijima and Takagi 
and further in view of Bryant. Bryant teaches of a vehicle 
antenna system to transfer energy between a radio transceiver 
(i.e., a cellular telephone) located inside a vehicle and an 
external radiator mounted on the outside of the vehicle. The 
Bryant vehicle antenna system functions as a wireless repeater 
system to gain the benefit of a vehicle -mounted antenna without 
making or breaking wired connections each time the cellular 
telephone is moved. 

The Office Action asserts that Bryant is in the same field of 
endeavor of vehicle antenna systems. Again it should be noted 
that the Bryant reference is not, however, in the same field of 
endeavor as a vehicle theft protection system which is the focus 
of the above- identified application. Rather, Bryant is related 
to the field of cellular telephony. 

Furthermore, the alleged motivation for combining the 
teaching of Bryant with Iijima and Takagi is to "allow the 
communication of an on board controller with the transponder." 
Of course, one might argue that the motivation of any antenna 
system is to allow communication between two antenna elements. 
But, this line of reasoning is not clear as to how or why one 
would place an antenna of a vehicle theft prevention system 
inside a passenger compartment as claimed. Iijima teaches the 
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use of the vehicular antenna (col. 4, lines 22-33) in 
communication with the transponder in the key, and 
alternatively, an antenna unit arranged in the ignition key 
cylinder of the motor vehicle (col. 7, lines 31-32). Takagi 
teaches the use of an antenna 22 (col. 2, lines 39-41), but 
provides no teaching of its location. 

In contrast, Appellant teaches that the antenna may be 
embedded inside or beneath the driver side seat cushion within 
the passenger compartment so that the antenna and the 
transponder (which is separate from the key) are likely to be in 
close proximity, for example, within twenty inches, in order for 
the interrogator circuit to detect the return signal (page 8, 
line 25, through page 9, line2) . Accordingly, only Applicant 
teaches that which is being claimed. 

For the reasons set forth above, disparate references were 
improperly combined in an attempt to deprecate Appellant's 
invention of claim 14. Moreover, no convincing line of 
reasoning as to why the claimed invention is obvious in light of 
the teachings of the references has been presented in connection 
with claim 14. Thus, Appellant believes that one skilled in the 
art would not have found the invention of claim 14 obvious 
without using the claim as a guide to selectively pick and 
choose elements and concepts from the prior art. 

Claims 16-17 depend from claim 15. Consequently, the 
rejection of claims 16-17 is also improper for the reasons set 
forth above in connection with group 1, claim 1. In addition, 
claim 16 is allowable for the reasons set forth in connection 
with group 2, claim 6. Claims 19-20 depend from independent 
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claim 18. Consequently, the rejection of claims 19-20 is also 
improper for the reasons set forth above in connection with 
group 1, claim 1. In addition, claim 19 is allowable for the 
reasons set for in connection with group 3, claim 14, and claim 
20 is allowable for the reasons set forth in connection with 
group 3, claim 11, 12, and 13. 

Evidence presented herein indicates that hindsight has been 
used in making a host of obviousness rejections based on 
disparate references. In particular, the claims were used as a 
guide to selectively pick and choose elements from the various 
references so as to arrive at the claimed invention. However, 
rejections based on hindsight are improper. Accordingly, the 
Board is respectfully requested to reverse the rejections of 
claims 2-5, 7-14, 16-17, and 19-20 under 35 U.S.C. §103 (a) . 

Conclusion 

Claims 1-20 are included in this appeal. 

The rejection of claims 1, 3-4, 8-9, 15 and 18 under 35 
U.S.C. 103(a) as being unpatentable over Iijima in view of 
Takagi is believed improper. Likewise, the rejection of claim 2 
under 35 U.S.C. §103 (a) as being unpatentable over a combination 
of Iijima, and Tuttle is believed improper. The rejection of 
claim 5 under 35 U.S.C. §103 (a) as being unpatentable over a 
combination of Iijima, Takagi, and Tallman is believed improper. 
The rejection of 6 under 35 U.S.C. §103 (a) as being unpatentable 
over a combination of Iijima, Takagi, and Bethards is believed 
improper. The rejection of claim 7 under 35 U.S.C. §103 (a) as 
being unpatentable over a combination of Iijima, Takagi, and 
Strohbeck is believed improper. The rejection of claim 10 under 
35 U.S.C. §103 (a) as being unpatentable over a combination of 
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Iijima, Takagi, Weber is believed improper. The rejection of 
claim 11 under 35 U.S.C. §103 (a) as being unpatentable over a 
combination of Iijima, Takagi, Weber, and Flanagan is believed 
improper. The rejection of claim 12 under 35 U.S.C. §103 (a) as 
being unpatentable over a combination of Iijima, Takagi, Weber, 
Flanagan, and Hansen. The rejection of claim 13 under 35 U.S.C. 
§103 (a) as being unpatentable over a combination of Iijima, 
Takagi, Weber, Flanagan, and Dodd is believed improper. The 
rejection of claim 14 under 35 U.S.C. §103 (a) as being 
unpatentable over a combination of Iijima, Takagi, and Bryant. 
The rejection of claim 16 under 35 U.S.C. §103 (a) as being 
unpatentable over a combination of Iijima, Takagi, and Tallman 
is believed improper. The rejection of claim 17 under 35 U.S.C. 
§103 (a) as being unpatentable over a combination of Iijima, 
Takagi, and Strohbeck is believed improper. The rejection of 
claim 19 under 35 U.S.C. §103 (a) as being unpatentable over 
Iijima, Takagi, and Bryant, and the rejection of claim 20 under 
35 U.S.C. §103 (a) as being unpatentable over a combination of 
Iijima, Takagi, Weber, Flanagan, Hansen, Dodd, and Bryant is 
believed improper. In general, the references are silent as to 
any articulated or implied motivation for the modifications 
suggested in the Second, Non-final Office Action. In addition, 
the references are based on hindsight in which the claims are 
used as a guide to selectively pick and choose elements from the 
various references so as to arrive at the claimed invention. 
However, lack of a suggestion for combination and hindsight are 
improper standards for holding claims to be unpatentable. 



APPELLANT'S BRIEF 
Serial No. 09/834,499 
Page 2 6 

Appellant believes that the arguments above fully respond 
to every outstanding ground of rejection and that the contested 
claims should be found allowable. 



Dated: 16 August 2 004 



Jordan M. Meschkow 
Meschkow & Gresham, P.L.C. 
5727 North Seventh Street 
Suite 409 

Phoenix, AZ 85014 
(602) 274-6996 



Respectfully submitted, 




Jordan M. Meschkow 
^utorney for Applicant 
Reg. No. 31,043 
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(9) APPENDIX I - - Claims On Appeal 

1. An automatic vehicle theft prevention system for 
selectively enabling an ignition system of a vehicle, said 
ignition system being operable using an ignition key, and said 
system comprising: 

an interrogator circuit including a signal generator for 
generating an excitation signal and an antenna coupled to said 
signal generator for radiating said excitation signal and 
receiving a return signal; 

a transponder circuit separate from said ignition key for 
detecting said excitation signal and radiating said return 
signal, said transponder circuit modulating said excitation 
signal to produce said return signal containing an 
identification code for said transponder circuit; 

a controller in communication with said antenna for detecting 
said identification code in said return signal; and 

a relay actuated to an enable mode by said controller when 
said controller detects said identification code, said relay 
being actuated to enable said ignition system. 
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2 . A system as claimed in claim 1 wherein said transponder 
circuit is a mobile radio frequency identification (RFID) data 
carrier including a memory element for storing said 
identification code. 

3. A system as claimed in claim 1 wherein said excitation 
signal provides power to said transponder circuit. 

4. A system as claimed in claim 1 wherein said controller 
comprises : 

an input for receiving a predetermined authorized 
identification code; and 

a memory element in communication with said input for storing 
said predetermined authorized identification code, said 
controller actuating said relay to said enable mode in response 
to a match between said detected identification code and said 
predetermined authori zed . 

5. A system as claimed in claim 4 wherein said input is a 
data port configured for interconnection with an external 
programming device, said external programming device providing 
said predetermined authorized access code. 
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6. A system as claimed in claim 4 wherein said input is said 
antenna configured for radio frequency communication with an 
external programming device, said external programming device 
providing said predetermined authorized access code. 

7. A system as claimed in claim 4 wherein: 

said identification code is a first identification code; 

said predetermined authorized identification code is a first 
predetermined authorized identification code; 

said input of said controller is configured to receive a 
second predetermined authorized identification code; 

said memory element is configured to store said second 
predetermined authorized identification code; and 

said system further comprises a second RFID data carrier 
separate from said ignition key for detecting said excitation 
signal and radiating said return signal, said second RFID data 
carrier including a memory element for storing a second 
identification code for said second RFID data carrier, and said 
second RFID data carrier modulating said excitation signal to 
produce said return signal containing said second identification 
code, wherein when said controller detects a match between said 
detected second identification code and said second 
predetermined authorized identification code, said relay is 
actuated to said enable mode to enable said ignition system. 



APPELLANT'S BRIEF 
Serial No. 09/834,499 
Page 3 0 

8. A system as claimed in claim 1 wherein said relay is 
actuated to a disable mode whenever said controller fails to 
detect said identification code. 

9. A system as claimed in claim 1 wherein said ignition 
system includes an ignition switch and a starter mechanism, and 
said system further comprises: 

an input configured to be coupled to an output of said 
ignition switch, and said input being in communication with an 
input of said relay; and 

an output in communication with an enable mode output of said 
relay and configured to be coupled to an input of said starter 
mechanism. 

10. A system as claimed in claim 1 wherein said ignition 
system includes an ignition switch activated by said ignition 
key, and said system further includes a latching relay actuated 
in response to a momentary actuation of said relay when said 
controller detects said identification code, said latching relay 
being adapted to remain latched until said ignition switch is 
deactivated. 
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11. A system as claimed in claim 10 further comprising an 
override switch in communication with an input of said latching 
relay wherein activation of said override switch causes said 
latching relay to be latched to continuously enable said 
ignition system. 

12. A system as claimed in claim 11 wherein activation of 
said override switch causes said latching relay to remain 
latched to continuously enable said ignition system only 
following actuation of said latching relay by said relay. 

13. A system as claimed in claim 11 further comprising an 
indicator in communication with an output of said override 
switch and energized when said override switch is activated. 

14. A system as claimed in claim 1 wherein said antenna is 
configured for placement inside a passenger compartment of said 
vehicle . 
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15. An automatic vehicle theft prevention system for 
selectively enabling an ignition system of a vehicle, said 
ignition system being operable using an ignition key, and said 
system comprising: 

an interrogator circuit including a signal generator for 
generating an excitation signal and an antenna coupled to said 
signal generator for radiating said excitation signal and 
receiving a return signal; 

a mobile radio frequency identification (RFID) data carrier 
separate from said ignition key for detecting said excitation 
signal and radiating said return signal, said RFID data carrier 
including a memory element for storing an identification code 
for said RFID data carrier, and said RFID data carrier 
modulating said excitation signal to produce said return signal 
containing said identification code; 

a controller in communication with said antenna for detecting 
said identification code in said return signal, said controller 
including : 

an input for receiving a predetermined authorized 

identification code; and 
a memory element in communication with said input for 

storing said predetermined authorized identification 

code; and 
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a relay actuated to an enable mode by said controller when 
said controller detects a match between said detected 
identification code and said predetermined authorized 
identification code, said relay being actuated to said enable 
mode to enable said ignition system. 

16. A system as claimed in claim 15 wherein said input is one 
of a data port and said antenna, said data port being configured 
for interconnection with an external programming device, and 
said antenna being configured for radio frequency communication 
with said external programming device, said external programming 
device providing said predetermined authorized access code. 

17. A system as claimed in claim 15 wherein: 

said identification code is a first identification code; 

said predetermined authorized identification code is a first 
predetermined authorized identification code; 

said input of said controller is configured to receive a 
second predetermined authorized identification code; 

said memory element is configured to store said second 
predetermined authorized identification code; and 

said system further comprises a second RFID data carrier 
separate from said ignition key for detecting said excitation 
signal and radiating said return signal, said second RFID data 
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carrier including a memory element for storing a second 
identification code for said second RFID data carrier, and said 
second RFID data carrier modulating said excitation signal to 
produce said return signal containing said second identification 
code, wherein when said controller detects a match between said 
detected second identification code and said second 
predetermined authorized identification code, said relay is 
actuated to said enable mode to enable said ignition system. 

18. An automatic vehicle theft prevention system for 
selectively enabling an ignition system of a vehicle, said 
ignition system being operable using an ignition key, and said 
system comprising: 

an interrogator circuit including a signal generator for 
generating an excitation signal and an antenna coupled to said 
signal generator for radiating said excitation signal and 
receiving a return signal; 

a mobile radio frequency identification (RFID) data carrier 
separate from said ignition key for detecting said excitation 
signal and radiating said return signal, said mobile RFID data 
carrier including a memory element for storing an identification 
code for said mobile RFID data carrier, said mobile RFID data 
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carrier modulating said excitation signal to produce said return 
signal containing said identification code; 

a controller in communication with said antenna for detecting 
said identification code in said return signal; and 

a relay actuated by said controller to one of an enable mode 
and a disable mode, said relay being actuated to said enable 
mode to enable said ignition system in response to detection of 
said identification code, and said relay being actuated to said 
disable mode to disable said ignition system whenever said 
controller fails to detect said identification code. 

19. A system as claimed in claim 18 wherein said antenna is 
configured for placement inside a passenger compartment of said 
vehicle . 
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20. A system as claimed in claim 19 further comprising: 

a latching relay actuated in response to a momentary 
actuation of said relay when said controller detects said 
identification code, said latching relay being adapted to remain 
latched until said ignition switch is deactivated; 

an override switch in communication with an input of said 
latching relay wherein activation of said override switch causes 
said latching relay to remain latched to continuously enable 
said ignition system only following actuation of said latching 
relay by said relay; and 

an indicator in communication an output of said override 
switch and energized when said override switch is activated. 
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ANTI-THEFT CAR PROTECTION SYSTEM the above drawback, and ensures start of the engine without 

repetition of key operation and inconvenience with respect 

BACKGROUND OF THE INVENTION to the system itself as long as the key as applied is a formal 

The present invention relates generally to an anti-theft car $ one ' 

protection system and more particularly, to the anti-theft car SUMMARY OF THE INVENTION 
protection system which adopts collation of an ID number of 

an ignition key. According to one aspect of the present invention, there is 

Various types of anti-theft car protection systems have anti-theft car protection system for a motor 

been proposed in past years to prevent unfair unlocking of 10 vehicle having an engmc, an engine control unit and a key. 

a key of a motor vehicle, etc One is constructed such that comprising: 

an ID number of the key is transmitted when inserting ihe means for receiving a code of the key transmitted there- 
key into a key cylinder, and start of an engine is permitted from; 

only when the ID number coincides with a previously means for collating said code as received with a code as 

registered one, 15 registered, and transmitting an engine start permission 

A problem encountered in the above conventional anti- signal to the engine control unit when said code as 

theft car protection system is such that if the engine is received coincides with said code as registered; and 

stopped for some reason after start with coincidence of the means, cooperating with said code collating means* for 

ID number, key collation is carried out again, taking time for removing repetition of key operation upon start of the 

restart of the engine. 20 engine. 

In view of such problem, JP-A 64-56248 proposes a According to another aspect of Ihe present invention, 

system which, when the engine is stopped for some reason there is provided a method of protecting a motor vehicle 

after start, key collation is not carried out upon restart of the from a theft, the motor vehicle having an engine, a key, an 

engine. More concretely, the system is provided with a engine control unit and an immobilizer unit, the method 

holding circuit for continuously holding as engine control 25 comprising the steps of: 

unit for controlling start of the engine in a turn-on state, receiving a code of the key transmitted therefrom; 

which is in operation once the engine is started, permitting collating said code as received with a code as registered; 

start of the engine without key collation. . . A M . . « . 

jwiiui^^™ m^j transmitting an engine start permission signal to the 

In JP-A 64-56248, the holding circuit comprises a engine control unit when said code as received coin- 

traiisistcr,arelay,anda 30 cides with said code as registered; and 

for controlling the entirety of the system and a main relay. ^^.^ r „^ f . fl . - . . 

Moreover, the holding circuit includes a battery, a key removing repetition of key operation upon start of the 

switch to be turned on when the key Is operated to an engine. 

ignition turn-on position, and an engine control unit. BRIEF DESCRIPTION OF THE DRAWINGS 

In this holding circuit, with coincidence of the ID number 55 „ , . . . 

ofthekey,meCFUoiitr*itsaM FIG. 1 is a block diagram showing a first preferred 

transistor. In mat state, if the key is operated to an ignition cinbwhmcnt of an anti-theft car protection system according 

turn-on position, the key switch is turned on to pas s a current to me P™*** invention ; 

through a coil of me relay, which is also turned on. With the FIG. 2A is a view similar to FIG. 1, showing a transmitter- 
relay turned on, a current passes through a coil of the tnain 40 receiver arranged in a motor vehicle; 
relay, which is also turned on, so that the engine control unit FIG. 2B is a view similar to FIG. 2A, showing a tran- 
is turned on to start the engine. sponder built in a key; 

In that state, even if me CPU outputs a low-level signal, FIG. 3 is a view similar to FIG. 2B. showing connection 
the relay is maintained in a tum-on state due to the diode between input and output terminals of the transmitter- 
connected, and therefore, the main relay is also maintained receiver, an immobilizer control unit, and an engine control 
in a tum-on state. That is, once the transistor is turned on. the unit; 

engine control unit switches operation in accordance with FIG. 4 is a flowchart showing operation of the immobi- 

tuni-onfturn-off of the key switch regardless of a collation lizer control unit upon ignition tum-on; 

result of the key. x FIG. 5 is a view similar to FIG. 4, showing operation of 

In such a way, the system of JP-A 64-56248 is provided the engine control unit upon ignition turn-on; 

with the holding circuit by which fey collation can be FIG. 6 is a view similar to FIG; 5, showing operation of 

avoided upon restart of the engine. the ftnmn twHwy control unit upon ignition turn-off; 

The holding circuit of JP-A 64-56248 serves to hold the FIG. 7 is a view similar to FIG. 6, showing operation of 

relay in a turn-on state even if the CPU breaks down with the 55 the engine control unit upon ignition turn-off; 

^^^^f^ 0 ? ^ D J^T' H r C T\T* FIG. 8 is a view similar to FIG. 3, showing a second 

the key is operated to an ignition turn-off position, holding embodiment of the present invention; 

of the relay by the holding circuit is released. Therefore, if , M , _ . 

the CPU mah^ctfonTate ignition turn-off to output no mQ ' 9 * * perspective view fflustrating a key; 

signal to the holding circuit, start of the engine is not » ma 10 is a view similar to FIG. 7, showing operation of 

possible. That is, with the system of JP-A 64-56248, if the the engine control unit of FIG. 8; 

CPU malfunctions which carries out key collation, start of FIG. 11 is a view similar to FIG. 10, showing operation 

the engine is impossible even if the key is operated to an of the engine control unit subsequent to FIG. 1ft; 

ignition turn-off position, then, to an ignition turn-on posi- FIG. 12 is a view similar to FIG. 11, showing a third 

tion again. 55 preferred embodiment of the present invention; 

It is, therefore, an object of the present invention to FIG. 13 is a view similar to FIG. 8, showing a fourth 
provide an anti-theft car protection system which is free of preferred embodiment of me present invention; 
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FIG. 14 is a view similar to FIG. 9, illustrating the key; 

FIG. 15 is a view similar to FIG. 12, showing an operation 
permission processing program of the engine control unit; 

FIG. 16 is a view similar to FIG. 15, showing an engine 
stop processing program of the engine control unit; 

FIG. 17 is a view similar to FIG. 16, showing an ID 
collation processing program of the immobilizer unit; 

FIG. 18 is a view similar to FIG. 17, showing a connector 
disconnection interrupt routine of the engine control unit; 

FIG. 19 is a view similar to FIG. 18, showing a connector 
connection interrupt routine of the engine control unit; 

FIG. 20 is a view similar to FIG. 14, illustrating a motor 
vehicle to which a fifth preferred embodiment of the present 
invention is applied; 

FIG. 21 is a view similar to FIG. 13, showing a firm 
preferred embediment of the present invention; 

FIG. 22 is a view similar to FIG. 19, showing a remote 
loddng/unlocking control processing carried out between a 
portable equipment and a locking/unlocking and alarm con- 
trol unit; 

FIG. 23 is a view similar to FIG. 22, showing an alarm 
control processing of the lockmg/unlocldng and alarm con- 
trol unit; and 

FIG. 24 is a view similar to FIG. 23, showing an engine 
start processing. 

DETAILED DESCRIPTION OF THE 
INVENTION 

Referring to the drawings, preferred embodiments of an 
anti-theft car protection system will be described. 

FIGS. 1-7 show a first embodiment of the present inven- 
tion. Referring to FIG. 1* an anti-theft car protection system 
comprises a key 1 having a transponder U built therein for 
ensuring transrnissionAeoeiving with respect to a vehicular 
antenna 2. Referring to FIG. 2B, the transponder 11 com- 
prises a charge converter 101 for accumulating in a 
capacitor, not shown, radio waves derived from the vehicu- 
lar antenna 2 and received by a key antenna 12 in the form 
of an electric charge, an EEFROM 1*2 for storing the ID 
number of the key I, and a controller 113 for controlling 
readr-out of the ID number, transmissionfoceiving of radio 
waves with respect to a motor vehicle, etc. 

Referring again to FIG. 1, a traiismitter-rcccivcr 3 is 
provided for ensuring transmission/receiving with respect to 
the key L Referring to FIG. 2A, the transrimter-receiver 3 
comprises a transmission/receiving switch 31 for switching 
transmissionftcceiving of radio waves, a capacitor 33 for 
accumulating received radio waves in the form of an electric 
charge, a demodulator 34 for demodulating received waves, 
and a transmission controller 35 for controlling a timing of 
transmit of radio waves, etc. 

Referring again to FIG. 1, an immobilizer control unit 4 
is provided for detecting whether or not the ID number of the 
key 1 coincides with a previously registered code. The 
immobilizer control unit 4 carries out key collation when the 
key 1 is operated to an ignition turn-on position, and 
transmits, when the ID number coincides with the code, an 
engine start permission signal to an engine control unit 5. 
The engine control unit 5 starts an engine, not shown, when 
receiving (he engine start permission signal from the immo- 
bilizer control unit 4. 

FIG. 3 is a Mock diagram showing connection between 
input and output terminals of the transim^ter-receiver 3, the 
immobilizer control unit 4, and the engine control unit 5 as 
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shown in FIG. 1. Referring to FIG. 3, the transmitter- 
receiver 3 and the immobilizer control unit 4 are intercon- 
nected by a power source terminal B, a ground terminal 
GND, a terminal TX of transmit data to the key 1, and a 

5 terminal RX of receive data from the key 1. The iinrnobilizcr 
control unit 4 and the engine control unit 5 are intercon- 
nected by a terminal TX of a start signal from the immobi- 
lizer control unit 4 and a terminal RXof an engine start state 
signal from the engine control unit 5. The immobilizer 

10 control unit 4 is provided with a terminal BAT of a source 
voltage from a battery, not shown, a terminal ACC of an 
ACC switch to be turned on when the key 1 is operated to 
an accessory position, a terminal IGN of an IGN switch to 
be turned on when the key 1 is operated to an ignition 

is turn-on position, and a terminal ST of a ST switch to be 
turned on when the key 1 is operated to a start position. 

Referring to FIGS. 1-7, operation of the first ernbodiment 
wHl be described. 
FIG. 4 Is a flowchart showing operation of the immobi- 

20 lizer control unit 4 when the key 1 is operated to an ignition 
turn-on position. 

Referring to FIG. 4, at a step SI, the vehicular antenna 2 
transmits radio waves of, eg. 120 kHz to the key 1. The 
radio waves are received by the key antenna 12, and input 
to the charge converter 111 of the transponder 11 for 
rectification, which are then accumulated in the capacitor in 
the form on an electric charge. The charge converter 111 
converts an accumulated charge into a voltage which is 
supplied to power source terminals B of the EEPRM 1#2 and 
the controller 163. The controller 103 transmits an ID 
number read out of the EEFROM 102 to the charge con- 
verter 101 which in turn transmits the ID number to the 
vehicular antenna 2. 

35 At a step S2, the ID number transmitted from the key 1 is 
received. That is, the ID number is read which is received by 
the vehicular antenna 2, and unmodulated by the demodu- 
lator 84 of the transmitter-receiver 3. 

At a step 3, it is determined whether or not the ID ntimber 

40 transmitted from the key 1 corresponds to a previously 
registered one. If determination is affirmative, control pro- 
ceeds to a step S4 where a code indicative of an engine start 
permission signal is transmitted to the engine control unit 5. 
The code indicative of an engine start permission signal is 

45 transmitted from the engine control nnft S to the tmmnhfflypr 
control unit 4 as will be described later. 

On the other hand, at the step S3, if extermination is 
negative, control proceeds to a step S5 where a code 
indicative of an engine start prohibition signal is transmitted 

50 to the engine control unit 5. The code indicative of an engine 
start prohibition signal is also transmitted from the engine 
control unit 5 to the immobilizer control unit 4. 

FIG. 5 is a flowchart showing operation of the engine 
control unit 5 when the key 1 is operated to an ignition 

55 turn-on position. Referring to FIG. 5, at a step SU, it is 
determined whether or not a collation result OK flag is set 
The collation result OK flag is a flag mdicative that the code 
transmitted from the imirK>bilizer control unit 4 coincides 
with the code indicative of an engine start permission signal, 

60 and set when the former code coincides with the latter code, 
A value of the collation result OK flag is stored in an 
EEFROM, not shown, of the engine control unit 5. 

At the step Sll, if detenxdnation is negative, control 
proceeds to a step S12 where the code transmitted from the 

65 mimobilizer control unit 4 is received. At a subsequent step 
S13, it is determined whether or not the received code 
corresponds to the code indicative of an engine start per- 
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mission signal. If determination is affirmative, control pro- S34, it is determined whether or not me received code 

ceeds to a step S14 where engine start control is carried out, coincides with the code transmitted at the step S32. ff 

then, it comes to an end. determination is affirmative, control proceeds to a step S35 

On the other hand, at the step S13, if detenninarion is where the collation result OK flag stored in the EEPROM of 

negative, control pxweeds to a step S15 where engine stop * the engine control unit 5 is reset, and it comes to an end. 

control is carried out, then, it comes to an end. At the step S34, if determination is negative, control 

At the step Sil, if determination is affirmative, control proceeds to a step S36 where 1 is added to the variable N. 

proceeds to the step S14.Thatis, when the collation result At a subsequent step S37, it is drtcrrnined whether or not the 

OK flag is already set, an engine is started regardless of a variable N is greater than a predetermined threshold, value L. 

code collation result 10 If determination is negative, control returns to the step S52. 

„ , _ . « .... , . whereas if detennination is affirmative, control comes to an 

The above operation of the immobilizer control unit 4 and 7 ± ^^^^ wuiiuauYc, vvuuvx W i«*> w «> 

the engine control unit 5 upon ignition turn-on will be ° ..... , „ M 

described in brief. The immcfcuizer control unit 4 collates The above operation of the urmioWizer control unit 4 and 

the ID number transmitted from the key 1 with the previ- iK ^ en S mc 00111101 11X111 5 U P° Q 1 « nitlon turn-off will be 

ousfy registered number. If the former number coincides described in brief. The engine control unit 5 transmits the 

with the latter number, the irnmobilizer control unit 4 ncw CO(ie indicative of an engine start permission signal to 

transmits the code indicative of an engine start permission irrmiobilizer control unit 4. When receiving the new 

signal to the engine control unit 5. The engine control unit code ' ^ hnnwodbzer control unit 4 returns it to the engine 

5 determines whether or not the «)dc indicative of an eiigine „ control unit 5. The engine control unit 5 determines whether 

start permission signal is received ff detennination is c* not me returned code ccm^^ 

affirmative, the collation result #K flag to be stared in the to mc immobilizer control unit 4. If detennination is 

EEPROM is set On the other hand, when the collation result affirmative, ttecoflation ^result OK flag is reset \vhicb is 

OK signal is already set upon ignition turn-on, the engine stared in the EEPROM of the engine control unit 5. On the 

control uiiitSpenrn^ engine start wimoutoetectmg the code „ other hand, if oeterrnination is ncgatiyc, control of coinci- 

rrom the immobilizer control unit 4. dence detennination is repeatedly carried out L times. With 

start is permitted regardless of a key collation result In case to an end. 
that the immobilizer control unit 4 or the engine control unit 

5 malfunctions after the key collation result is affirrnative, 30 In such a way, the engine control unit 5 transmits every 

the engine is started in accordance with a result of conven- igmdpn trirn^ff me new V indicative of an ermine start 

tional mechanical key collation such as comparison of a key permission signal to the immobilizer control unit 4, resultmg 

shape, etc. regardless of a result of electrical key collation a farthcr in ^ rovemeilt <* m anti4heft performance. 

ensured by the immobilizer control unit 4 . Further, when the engine control unit 5 transmits the code to 

— , - r . „ ^ ^ v ^ c . . . m the immobilizer control unit 4, the immobilizer control unit 

r G ' J*, * t^^^t^ 4 returns the code to the engine control unit 5 to check 

kzer control unit 4 when the key 1 is operated to an ignraon ^ ^ ^ ^ ^ tI1 ^^ ccmc ^ m1fihscodit 

tura-olt position, is not traiismitted cc«re<^y, it is determmed that uie immo- 

Referring to FIG. 6, at a step S21, the code is received bilizer control unit 4 or die engine control unit 5 malrunc- 

which is indicative of an engine start permission signal Uons. Thus, malfunction of the irnrnobilizer control unit 4 or 

transmitted from the engine control unit 5. The received 40 the engine control unit 5 can be detected quickly and easily, 

c^is usediipon subscq^ Moreover, when the code is not transmitted correctly, the 

tranadtting an engine start permission signal to the engine collation result OK flag stored in the EEPROM of the engine 

<x ^\ tt f * * c co tJT r !.i * mC ^^!* trans- coflmd ^ 5 u ]n 2tained in a set state, so that upon 

mitted to the «^ control unitS. M asubseo^e^it step S22, subscquent tun^on, the engine can be startedin 

the code received at thestep SH * returned to the engine 45 J^Lcc ^ a rcsult of mec Walkey collation without 

control unit 5, and control comes to and end. carrying out electrical key collation in the famnnhffi w 

The reason why the code received once is returned to the control unit 5. 

enguiecciitrolur^Sinsuch^ Thus, even if impossible normal communication or 

tiansimssior^receiving of me code whether or not cornmu- s0 _ ca|led systcm ^ occurs m any of the key 1, 

mcation between the iminoWhzer control umt 4 and the vehicular antenna % transrmtter-recerver 3, immobilizer 

engine control unit 5 is carried out correctly. control unit 4> and engine control unit 5 aiter key collation 

FIG. 7 is a flowchart showing operation of the engine is OK, the engine can be started, It is noted that 'Impossible 

control unit 5 when the key 1 is operated to an ignition normal commuirfcation" corresponds to impossible normal 

turn-off position. 35 transmission of the ID number of the key 1, the code 

Referring to FIG. 7, at a step S31, a variable N Is indicative of an engine start permission signal and the 

initialized to 0. The variable N serves to measure the number collation result OK flag, impossible normal execution of 

of tunes of execution of control at a step S33 as will be read and write of a memory such as EEPROM, etc 

described later. At a subsequent step S32, a new code On the other hand, when the code is transmitted correctly, 

indicative of an engine start permission signal is transmitted ^ the collation result OK flag is reset, then, key collation is 

to the immobilizer control unit 4. The reason why the new carried out again upon ignition turn-on, fulfilling the func- 

code indicative of an engine start permission signal is tion of the anti-theft car protection system, 

transrriitted every ignition turn-off is to increase an anti-theft At the steps S33,S34 as shown in FIG. 7, it is determined 

perfonnarjce by changeability of the code indicative of an that malfunction of the immnhniW control unit 4 or the 

engine start permission signal. 55 engine control unit 5 occurs when the code which the engine 

At the step S33, the code is received which is transmitted control unit 5 transmits to the immobilizer control unit 4 

from the immobilizer control unit 4. At a subsequent step does not coincide with the code which the latter unit 4 
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returns to the former unit 5. However, control as shown in transmit a collation result of the ID number in response to an 

FIG. 7 is not limitative as means far detecting whether or not ID collation request of the engine control unit 205. 

the immobilizer control unit 4 or the engine control unit 5 The engine control unit 205 comprises a microcomputer, 

malfunctions, not shown, and peripheral parts such as an interface 251, a 

Moreover, the condition of resetting the collation result 5 switch 252, etc^ and serves to carry out start, stop and speed 

OK flag is not limited to when determination at Che step S88 adjusting of an engine, not shown, and ensure communica- 

as shown in FIG. 7 is affirmative. By way of example, the tion ^ me immobilizcr unit 2t3 through the interface 251 

collation result OK flag may be reset when an external to 10 number collation and receive a result thereof, 

diagnostic device provides an initializing signal after ^Vf^ m ^coincidence signal from the 

replacement or repair of a failed portion. 10 ™n*>Wlker unit 203, the engine control unit 205 stops not 

FIGS. 8-11 show a second einbodiment of the present * ^V^l °^ ^ 

• o-f-~i„„ t~ mn b .£7^7211 ^ , supplying fuel to the engine, but operation of an ignition 

invention. Referring [to FIG 8, anti-theft car protection DOt shown, foTcarrying oJUgniuon controlof the 

systemjcomm^^ engine, thus stopSg me^L OrdLrily, the engine 

immobilizer unit ana an engine control unit 205. ^ coiitrol miit 2t5 closes me switt 252 to permit activation of 

Referring also to FIG. 9, the transponder 2*1 is embedded a starter drive circuit 206 for starting the engine, whereas 

ina head portion 204a of a key 20-^and is provided with a when it is determined that normal start operation of the 

nonvolatile memory 211 such as EEFROM in which an ID engine is not carried out as will described later, the engine 

number of the key 204 is previously stored, a control circuit control unit 205 opens the switch 252 to prevent activation 

212 for controlling co mm u nic a t i o n with the antenna unit of the starter drive circuit 206, thus prohibiting start of the 

202, and an interface 214 for ensuring commnnication with engine. 

ftc antenna unit 2t2 through an antenna 213 He interface Connected to the engine control unit 2»5 are a switch 253 

214 includes a capadte^ screes to receive and rectify which a doscd key 2M is set to an engine start 

^^f^T a j* tdctenmncd fr^** which is position ST, anda speed (fctccto 254 f« detectings^ 

accuniuktedtalfaecapadtcf soastosaveasapowerupon „ speed V of the motor vehiefc. 

10 aUm ^ ^^-^ a P**™^ Commimicalion between the immobilizer unit 203 and 

™ ^Sf2SSS^2S?51 m m "^TJ^ control unit 205 wlmlega^ir^&^k 

202, the control cfrcufl 212 reads the ID number out of the ^smiln. accordance with the ftdtortng rwcedujeT^ 
memory 2U by using a rxiwer of r«ilse.slgnalwa\^ which nm^i-i™ „ i«uuwuig ^utcuuic. 

Is transmuted to the antenna unit 292 of the motor vehicle ,„ ijiu couaaon request 

through the interface 214. 30 When detecting through the switch 253 that engine start 

The antenna unit 2*2 is arranged in an ignition key *^Jt£?Z ^JH^ 'T* ^ 

cylinder, not shown, of the n^orydride, «J Us^Zided TES^^TR*^^^"""** 

. Xk>* * tw^^w, «uu » i«unuw to start the engine, and transmits an ID collation reauest 

^ 222 f ™ «l ncrat ^ 3 * poise signal of a signalt0 mc XcWizer unit 203. 

jredetcnnitted frequency to be transmitted to the transpon- 3 « . , . m ^ . , 

dcr 201 an amplifier 223 for arnplifying a signal received 2) ID ccdnadcnceMoncoincidcnce signal 

from the transponder 201, a demodulator 224 for dernodu- When receiving an ID collation request signal from the 

latin g the received signal to the ID number, a switch 225 for engLnc n**™ 1 ^ 205, mc immobilizer unit 203 reads me 

comiecting the oscillator 222 to the ameima 221 upon signal m nDmber trom transponder 201 of the key 204 through 

trarismission, and the amplifier 223 to the antenna 221 upon 40 antcnna ^ ^ whkh is collated with that one as 

signal receiving, a control circuit 226 for controlling com- ^«v^oiisly J registered. In connection with a collation result, 

municadoo with the transponder 201 in accordance with a unmobmzcr ^ transmits an ID coincidence signal 

command out of the iminobilizer unit 203, and an interface or ID noncoincidence signal to the engine control unit 205. 

227 for ensuring cemmunicatton with the fcnnnbflizer unit When receiving an ID noncoincidence signal from the 

203. When receiving a power transnrission command out of ^ immobilizer unit 203, the engine control unit 205 stops 
the ?mmnKniy~- unit 223 through the interlace 227, the imm ed iat ely the fuel supply system and the ignition con- 
control circuit 226 changes the switch 225 to a contact T so troller as described above, stopping the engine. 

as to transmit to the transponder 201 through the antenna * e omer hand, when receiving an ID coincidence 
221 a pulse signal of a predetermined frequency generated signal, the engine control unit 205 confirms whether or not 
by the oscillator 222 during a predetermined period of time. 50 the immobilizer unit 203 itself is formal in accordance with 
This transmission lime is determined to be sufficient for ^ c following procedure without immediately carrying out 
accumulating a transmission power in the interface 214 of engine operation permission processing: 
the transponder 20L As soon as transmission is completed, 3) Rolling code transmission request 
me switch 225 is changed to a contact R so as to receive The engine control unit 205, which received an ID coin- 
signal waves transmitted by the transponder 201, which are 55 cidence signal from the immobilizer unit 203, requests 
amplified by the amplifier 223, and demodulated to the ID transmission of a rolling code from the fmmn^ijy^T unit 
number through the demodulator 224. 203. This roiling code is set by the engine control unit 205 
The inimobilizer unit 203 comprises a microcomputer, not cpon previous engine stop, and is transmitted to the immo- 
showm and peripheral parts such as a nonvolatile memory bffizer unit 203 for store in the memory 231. 
231 interfaces 232, 233, etc, and serves to ensure commu- 60 4) Transmission of rolHng code 
nication with the antenna unit 202 through the interface 233 The immobilizer unit 203, which received a rolling code 
in response to an ID collation request out of the engine transmission request from the engine control unit 205, 
control unit 205, and read the ID number of the key 204 transmits to the engine control unit 205 the rolling code 
through the antenna unit 202, which is collated with that one received from the engine control unit 205 upon previous 
as previously registered in the memory 28L Moreover, the 65 engine stop and stored in the memory 231. 
iinmoWlizer unit 208 ensures communication with the The engine control unit 205, which received the rolling 
engine control unit 205 through the interface 282 so as to code from me immobilizer u^ 
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with that one transmitted to the immobilizer unit 203 upon On the other hand, at the step S102, if it is determined that 

previous engine stop. If the two coincide, the engine control the cruising speed V is smaller than the predetermined speed 

unit 2tS determines that the immobilizer unit 209 itself is M, control proceeds to a step SIM where the ID collation 

format, and proceeds to engine operation pennusfon pro- request signal is transmitted to the immobilizer unit 2M. At 

S^l^^ltr^r^^ 5 « subs^u'enTstep SM5, it is determined whether or not the 

engine control unit 295 determines that the immobilizer unit rollino r**i* nr /m-*^*. r^™;**;^ v • ~« 

203< J rmeengmecontrol nit 205 is replaced through a theft, ZZ^l^^*^ I ? 0n J 
and proceeds immediately to me^bove entine stop ^S^^?^E &e P»nisaon signal 

processing, and engine start prohibition rrocessinT h i™*^** S109 ' WhereaS tf not 

TWcce, a rollii^ code signal which the imLbilizer in Proceeds to a step 

unit 203 transmits to the engine control unit 205 constitutes . Y^ en me unmobilizcr ^ 203 transmits the ID nonco- 
substantLally an engine operation permission signal, and is incidence signal in connection with an ID collation request, 
referred hereafter to as operation permissioa signal. ^ is determined that engine start operation was carried out by 

It is noted that the operation permission signal is a signal the key 204 with the ID mimber not registered, so that at the 
for permitting continuous operation of the engine which is in 8te P S106, a counter is incremented which counts a number 
operation, and not a signal for pexiiutting start of the engine 15 of times N of noncoincidence of the ID number, and control 
which is at a standstill. proceeds to a step S107. At the step Sl#7, it is determined 

It is also noted that the ID noncoincidence signal is a whemer or not the count number N of the counter is equal 
signal for stopping the engine which is in operation, and not *° 01 greater than a piedetermined number No, ie. the 
a signal for prohibiting start of the engine which is at a number of times N of noncoincidence of the ID number 
standstill A method of stopping engine operation is not 20 comcs to ^ prcdeterfluned number No. ff N^No, control 
limited to a method of stopping operation of the fuel supply proceeds to the step SU1, whereas if not, control proceeds 
system, and a method of stopping operation of ignition to a ste P S1 *** 

controller. At the step S108, due to receiving of the ID noncoind- 

Jt is also noted that engine start permission means mat ^ dew* signal, the fuel supply system and the ignition con- 
start of the engine which is at a standstill is permitted; and troller are stopped to stop the engine which is in operation, 
that engine start prohibition means that start of the engine On the other hand; when receiving me operation Demris- 
which is at a standstill is prohibited. These engine start sion signal from me immobilizer unit 203, it is determined 
penmssion and prohibition are invalid for the engine which that the key 204 used for engine start operation is a regis- 
is already in operation. M teredkey, andu^meimrnobiU^ 

The starter drive circuit 206 is a circuit for arfnaring^ at the step S109, the count numbers N, L are reset to 0. At 
when the key 204 is set to the engine start position ST, a a subsequent step Sill, engine operation is permitted, 
starter motor 264 so as to start the engine. The switch 252 When the cruising speed V is greater than the predetcr- 
is ordinarily closed to permit engine start, so mat when mined speed M, and the number of times L of engine start 
closing an ignition start switch 262, a current passes from a 35 operation comes to the predetermined number Lo, or when 
battery BAT to a relay coil 263c through a fuse 261, turning the number of times N of noncoincidence of the ID number 
on a relay 263. Thus, a relay contact 263a is do sed to supply comes to the predetermin ed number No, it is determined that 
a power from the battery BAT to the starter motor 264 normal start operation oftheengine is not carried out, so that 
torougi the fuse 261, ignition start switch 262, and relay at the step Sill, engine start is prohibited. That is, as 
contact 263a, actuating the starter motor 264. As described 40 described above, the switch 252 is opened to prohibit 
above, when determining that normal start operation of the actuation of the starter motor 264. It is noted that at that time, 
engine is not carried out, the engine control unit 205 opens operation of the fuel simply system and me ignition con- 
the switch 252, so that the relay 263 is turned off to open me troller may be stopped smTuttaneousry. At a subsequent step 
relay contact 263a, r^eventing actuation of the starter motor S112, an ID collation request to the iminobihzer unit 203 is 
264. Therefore, the engine cannot be started. ^ stopped to stop ID number collation by the immobilizer unit 

FIGS. 10 and 11 are flowcharts showing operation of the 203. 
engine control unit 205. Referring to FIGS. 10 and 11, At a subsequent step S113, it is determined whether or not 
operation of the second embodiment will be described. prohibition of engine start and stop of ID mimber collation 

When the switch 253 is closed through engine start are continued during T hours. If T hours elapse, control 
cperaticrcbyu^key 2Htheengm^ 50 proceeds to a step S114, whereas if iK)t, control returns to the 

control as shown in FIGS. 10 and At a step S101, a counter step Sill When prohibition of engine start and stop of ID 
is incremented which counts a number of times that the number collation are continued during T hours, at the step 
switch 253 is dosed; ie. a riumber of times L of engine start SH4, not only the count numbers N, L are reset to 0, but the 
operation by the hey 204, then, control proceeds to a step switch 252 is dosed, and control comes to an end. Thus, 
S102 where it is determined whether or not the cruising 53 Inhibition of engine start and stop of ID collation are 
speed V of the motor veMde detected by the speed detector released after T hours, permitting engine start operation by 
254 is greater than a predetermined speed M (km/h). ff the the key 204 again. 

cruising speedy is greater than the predetermined speed M, In such a way, with the anti-theft car protection system 
control proceeds to a step S103, whereas if not, control which gives priority to engine start up to cornrietion of ID 
raweeds to a step S104. When the cruising speed V is «o number collation, when detecting the cruising speed over a 
speed M, it is determined at rroietermined speed, and having the nm^^ftimes of 
the step S103 whether or not the count number L of the engine start operation equal to a predetermined number, not 
equal to or greater than a predetermined nunto only ID number collation is stopped, but engine start is 
Lo, Le. the number of times L of engine start operation by prohibited during a predetermined period of time, resulting 
the key 204 comes to the Redetermined number Lo. ff « in prevention of wastefully consumed power of the battery 
L£Lo control proceeds to a step S1U, whereas if not, by repetition of engine start due tome use of a bey other than 
control comes to an end the formal key such as a sub key, and improvement of the 
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anti-theft performance due to stop of ID number collation predetermined number No, l.e. the number of times N of 

during a predetennined period of time. noncoincidence of comes to the predetermined number No. 

Moreover, with the anti-theft car protection system which If N^No, control proceeds to a step S129, whereas if not, 

gives priority to engine start up to completion of ID number control comes to an end. 

collation, when having the number of times of noncoinci- 5 "When the ID noncoincidence number N comes to the 

dence of the ID number equal to a predetermined number, predetermined number No, at the step S129, an ID collation 

not only ID number collation is stopped, but engine start is request to the irnmobilizer unit 203 is stopped to stop ID 

prohibited during a predetermined period of time, resulting collation by the immobilizer unit 203. At a subsequent step 

in the same effect as described above. S130, it is determined whether or not stop of ID collation is 

FIO. 12 shows a third embodiment of the present irrven- 10 continued during T hours. HT hours elapse, control proceeds 

tion. In the second embodiment, in order to avoid a waiting to a step S131, whereas if not, control returns to the step 

of engine start up to completion of ID number collation, S129. When stop of ID collation is continued during T hours, 

engine start has priority up to completion of ID number at the step S131, the count number N is reset to 0, and 

collation, and engine operation permission or stop is carried control comes to an end 

out in accordance with a collation result upon completion of 15 Id such a way, with the anti-theft car protection system 

ID number collation. On the other hand, in the third which prohibits engine start up to completion of ID number 

emrxxiiment, engine start is not pennitted up to completion collation, when having the number of times of noncoind- 

of ID number collation at the sacrifice of startability of the dence of ID number equal to a predetermined number, ID 

engine, and engine start permission or prohibition is carried Dumber collation is stopped during a predetennined period 

out m accordance with a coUatic>nrcsuUurx>n complete of 20 of time, resulting in prevention of wastefully consumed 

ID number collation. power of the battery by repetition of engine start due to the 

The structure of the third embodiment is substantially the use of a key other than the formal key such as a sub key, and 

same as that of the second embodiment as shown in FIGS. improvement of ttwanti^ftperfccinancedue to stopof ID 

8 and 9. number collation during a predetermined period of time. 

In the third ernbodiment, the engine control unit 205 25 FIGS. 13-19 show a fourth embodiment of the present 

opens the switch 252 ordinarily, and closes it when receiving invention. Referring to FIG. 13, the alit-theft car protection 

an engine operation permission signal from the immobilizer system comprises a transponder 301, an antenna unit 302, an 

unit 203. That is, the engine control unit 205 prohibits immobilizer unit 303, an engine control unit 305, and a 

actuation of the starter motor 264 until the immobilizer unit connector 306 

2W tautsmits an engine operation permission signal 30 p^^g ^ to na 14> ^ t^^^ ^ ^ cmbed . 

FIG. 12 is a flowchart showing operation of the engine ma head portion 304a of a key 304, awl is previa^ wim 

control unit 205. Referring to FIG. 12, operation of the third a nonvolatile memory 311 such as EEPROM in which an ID 

en^odimentwmbedescrit^ numberof the key 304 is previously stored, a coin^ drciiit 

When the switch 253 is closed through engine start & 312 for controlling communication with the antenna unit 

operation by the key 204, the rrricrocomputcr of the engine 302, and an interface 314 for ensuring communication with 

control unit 205 starts control as shown in HG. 12. At a step the antenna unit 302 through an antenna 313. The interface 

S12L, even if the key 204 is turned to the engine start 314 includes a capacitor, and serves to receive and rectify 

position ST, engine start is proliibited with the switch 252 pulse-signal waves of a predetermined frequency, which is 

opened. As described above, in the third embodiment, since m accumulated in the capacitor so as to serve as a power upon 

the engine control unit 205 does not close the switch 252 up id number transmission. When receiving pulse-signal 

to receiving of an engine operation permission signal, and waves of a predetenmned frequency from the antenna unit 

actuation of the starter motor 264 is prohibited, the engine 302, the control circuit 312 reads the ID number out of the 

is not started. It is noted that at mat time, the fuel supply memory 311 by using a power of pulse-signal waves, which 

system and the ignition controller may be stopped simulta- 45 is transirtitted to the antenna unit 302 of the motor vehicle 

aeously. through the interface 314. 

At a step S12* an ID collation request signal is trans- The antenna unit 302 is arranged in an ignition key 

S^?, A^^^i ^^^^^^ cylinder, not shown, of the motor vehicle, and is provided 

S123, it is determined whether or not the rolling code or with an oscillator 322 for generating a pulse signal of a 

Z^HT** 1 ^ ^ n ^ 0D ^ * fCfm * C 50 predetermined^^ 

immobilizer unit 203. When the engine operation penms- der 301, an amplifier 323 for armrtfying a signal received 

"Jfc^"*^ ^ * C i ^r° b ^ UDit ftointhe1i»nspoX 

control proceeds to a step S124, whereas if not, control lgdng me ^ to theIDnuinber,aswitcfa325for 

proceeds to * step S127. connecting the oscillator 322 to the antenna 321 upon signal 

\Vhen the engine operation permission signal is received 55 transmission, and the amplifier 323 to the antenna 321 upon 

from me immobilizer unit 203^^^ signal receiving, a control circuit 326 for controlling com- 

204 used for engine start operation is a registered key, and munication with the transponder 301 in accordance with a 

that the immobilizer unit 203 is formal, and the count cennmand out of the inimobilizer unit 303, and an interface 

number N of the counter for counting a number of times of 327 for ensuring conmiunication with the immobilizer unit 

noncoincidence of the ID number is reset to 0. At a subse- «> 303. When receiving a power transmission command out of 

quent step S125, the switch 252 is closed to allow actuation the irnmobilizer unit 323 through the interface 327, the 

of the starter motor 264, permitting engine start Then, control circuit 326 changes the switch 325 to a contact V so 

control comes to an end. as to transmit to the transponder 301 tbrough the antenna 

On me other hand, when receiving an ID noncoincidence 321 a pulse signal of a predetermined frequency generated 

signal, at the step S127. the count number N of the counter 65 by the oscillatcr 322 during a predeterrnined peric<i of time, 

is taranented, and at a subsequent step S128, it is deter- This transmission time is determined to be sufficient for 

mined whether or not the count number N comes to the accumulating a transmission power in the interface 314 of 
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the transponder 301. As soon as transmission is completed, 
the switch 325 is changed to a contact R so as to receive 
signal waves transmitted by the transponder 301, which are 
amplified by die amplifier 323, and demodulated to the ID 
number through the demodulator 324. 

The immobilizer unit 3*3 comprises a microcomputer 334 
and peripheral parts such as a nonvolatile memory 331, 
interfaces 332, 333, etc., and serves to ensure c«rnmu idea- 
tion with the antenna unit 302 through the interface 333 in 
response to an ID collation request out of the engine control 
unit 305, and read the ID number of the key 304 through the 
antenna unit 302, which Is collated with that one as previ- 
ously registered in the memory 331. Moreover, the immo- 
bilizer unit 303 ensures communication with the. engine 
control unit 305 through the interface 332 so as to transmit 
a collation result of the ID number in response to an ID 
collation request of the engine control unit 345. 

The engine control unit 305 is provided with a micro- 
computer 352, peripheral parts such as an interface 351 and 
a memory 353, an auxiliary power source capacitor 354, 
etc, and serves to cany out start, stop and speed adjusting 
of an engine, not shown, and ensure communication with the 
immobilizer unit 303 through the interface 351 to request ID 
number collation and receive a result thereof. When receiv- 
ing an ID noncoinddence signal from the immobilizer unit 
808, the engine control unit 805 stops not only operation of 
a fuel supply system, not shown, for supplying fuel to the 
engine, but operation of an ignition controller, not shown, 
for carrying out ignition control of the engine, thus stopping 
the engine. 

Connected to the engine control unit 305 are the connec- 
tor 306 for supplying a power out of a battery BAT, a switch 
371 which is closed when the key 304 is set to an engine start 
position ST, and a switch 372 which is closed when the key 
304 is set to an engine operation position ON or the engine 
start position ST. Upon disconnection of the connector 306, 
the auxiliary power source capacitor 354 supplies a power to 
the engine control unit 305 during a predetermined period of 
time so as to continue operation thereof. Arranged in the 
connector 306 is a jumper 361 for short^xreriting tmm'imh 
A and Bon the side of the engine control unit 305. When the 
connector 306 is connected to the engine control unit 305, 
the terminals A and B are short-drcuited by the jumper 361, 
whereas when the connector 306 is disconnected merefrom, 
the terminals A and B are opened. The tgmrfimla A, B are 
connected to the microcomputer 352. When the terminals A 
and B are opened, the microcomputer 352 undergoes an 
interrupt, executing an interrupt routine as will be described 
later. 

Communication between the immobilizer unit 303 and 
the engine control unit 305 with regard to ID collation is 
ensured in accordance with the following procedure: 

1) ID collation request 

When detecting through the switch 371 that engine start 
operation is made by the key 304, the engine control unit 305 
actuates a starter, not shown, fuel supply system, and igni- 
tion controller to start the engine, and transmits an ID 
collation request signal to the immobilizer unit 303. 

2) ID cconddencc/nonccdncidence signal 

When receiving an ID collation request signal from the 
engine control unit 305, the immobilizer unit 303 reads the 
ID number from the transponder 301 of the key 304 through 
the antenna unit 302, which is collated with that one as 
previously registered. In connection with a collation result, 
the immobilizer unit 303 transmits an ID coincidence signal 
or ID noncoinddence signal to the engine control unit 305. 
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When receiving an ID noncoinddence signal from the 
immobilizer unit 303, the engine control unit 305 stops 
immediately the fud supply system and the ignition con- 
troller as described above, stopping the engine. 

5 On the other hand, when receiving an ID coincidence 
signal, the engine control unit 305 confirms whether or not 
the immobilizer unit 303 itself is formal in accordance with 
the following procedure without imrnediatdy carrying out 
engine operation permission processing: 

10 3) Rolling code transmission request 

The engine control unit 305, which received an ID coin- 
ddence signal from the immobilizer unit 303, requests 
transmission of a rolling code from the immobilizer unit 
303. This rolling code is set by the engine control unit 305 
upon previous engine stop, and is transmitted to the immo- 
bilizer unit 303 for store in the memory 331. 
4) Transmission of rolling code 
The irnmobilizer unit 303, which received a rolling code 

20 transmission request from the engine control unit 305, 
transmits to the engine control unit 305 the rolling code 
received from the engine control unit 305 upon previous 
engine stop and stored in the memory 331. 
The engine control unit 305, which recdved the rolling 

zs code from the immobilizer unit 303, collates the rolling code 
with mat one transmitted to the immobilizer unit 303 upon 
previous engine stop, If the two coindde, the engine control 
unit 305 determines that the immobilizer unit 303 itself is 
formal, and proceeds to engine operation permission pro- 

30 ccssing. On the other hand, if the two do not coindde, the 
engine control unit 305 determines that the immobilizer unit 
303 or me engine control unit 305 is replaced through a theft, 
and proceeds immediately to the above engine stop 
processing, and engine start prohibition processing. 

35 Therefore, a rolling code signal which the immobilizer 
unit 303 transmits to the engine control unit 305 constitutes 
substantially an engine operation permission signal and is 
referred hereafter to as operation permission signal 
The memory 353 of the engine control unit 305 is a 

40 nonvolatile memory such as EEPROM, and serves to store 
a rolling code, Le. an engine operation permission signal, 
transmitted from the hnmcMizer unit 303. 

It is noted that the engine operation permission signal is 
a signal for permitting continuous operation of the engine 

45 which is in operation, and not a signal for permitting start of 
the engine which is at a standstill, 

B Is also noted that the ID noncoinddence signal is a 
signal for stopping the engine which is in operation, and not 

w a signal for rarohibJtmg start of the engine which is at a 
standstill. A method of stopping engine operation is not 
limited to a method of stopping operation of the fud supply 
system, and a method of stopping operation of ignition 
controller. 

33 It is also noted that engine start permission means that 
start of the engine which is at a standstill is permitted, and 
that engine start prohibition means that start of the engine 
which is at a standstill is prohibited. These engine start 
permission and prohibition are invalid for the engine which 
is already in operation. 

FK3. 15 is a flowchart showing an operation permission 
professing program of the engine control unit 305. Referring 
to FIG. 15, an operation rjenmssion processing of the engine 
control unit 305 will be described. 

65 When detecting through the switch 371 that an engine 
start operation is carried out by the key 304, the microcom- 
puter 352 of the engine control unit 305 starts execution of 
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the program- At a step S210, ID number collation of the key 
304 used for start operation is requested of the immobilizer 
unit 303. At a subsequent step S212, it is determined whether 
or not an ID coincidence signal is received from the immo- 
bilizer unit 303. If the ID coincidence signal is received, an 
operation permission processing after a step S214 is carried 
out On the other hand, if an ID noncoincidence signal is 
received from the immobilizer unit 303, or no response is 
received therefrom, control proceeds to a step S224 where 
operation of the fuel supply system and the ignition con- 
troller Is stopped to stop the engine. 

When the ID coincidence signal is received from the 
immobilizer unit 303 with respect to an ID collation request, 
at the step S214, transmission of a rolling code is requested 
of the *TnmnhfH7i»r unit 303 so as to confirm whether or not 
the immobilizer unit 303 and the engine control unit 305 are 
formal. The rolling code is a code transmitted to the immo- 
bilizer unit 303 upon previous engine stop, and stored in the 
memory 531. At a step S216, it is determined whether or not 
a rolling code is received from the immobilizer unit 303. If 
the rolling code is received, control proceeds to a step S218, 
whereas if not, control proceeds to a step S224 to stop the 
engine. When receiving the roiling code, at the step S218, 
the rolling code as received is collated with mat one stored 
in the memory 353 and fraasmitted to the immobilizer unit 
303 upon previous engine stop. If the two coincide, control 
proceeds to a step S220, whereas if not, control proceeds to 
the step S224 to stop the engine. At the step S220, due to the 
fact that the rolling code transmitted to the immnWHTw imft 
303 upon previous engine stop coincides with that one 
currently transmitted from the immobilizer unit 303, it is 
determined that the imniohQizer unit 303 and the engine 
control unit 305 are formal, storing as an operation permis- 
sion signal the rolling code in the memory 353. At a 
subsequent step S222, continuous operation of the engine is 
permitted. 

FIG. 16 is a flowchart showing an engine stop processing 
program of the engine control unit 305. Referring to FIG. 16, 
an engine stop processing of the engine control unit 305 will 
be described. 

When detecting through the 372 mat engine stop opera- 
tion is carried our by the key 304, the microcomputer 352 of 
the engine control unit 305 starts execution of the program. 
At a step S260, update of the rolling code is requested of the 
immobilizer unit 303, and a new rolling code is transmitted 
and stored in the memory 353. A code read at random out of 
a plurality of codes stored in the memory 353 serves as a 
rolling code. 

The immobilizer unit 303 which receives a rolling code 
update request stores the new rolling code sequentially 
transmitted, which is returned to the engine control unit 305 
so as to notify completion of a rolling code update process- 
ing 

At a step S262, the new rolling code returned from the 
immobilizer unit 303 is received, and collated with the 
rolling code transmitted previously for update. At a subse- 
quent step S264, it is determined whether or not the two 
coincide. If the two coincide, control proceeds to a step 
S266, whereas if cot, control proceeds to a step S268. When 
the rolling code transmitted for update coincides with the 
new one returned from the immobilizer unit 303, it is 
determined that update of the rolling code is completed in 
the immoWliVo- unit 303 and the engine control unit 305, 
and at the step S266, the new rolling code is stored as an 
operation permission signal in the memory 353. 

On the other hand, when the rolling code as txansrnitted 
does not coincide with the new one as returned, it is 
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determined that update of the rolling code is not completed, 
and at the step S268, a number of times N of noncoincidence 
is incremented. At a subsequent step S270, it is determined 
whether or not the noncoincidence number N is equal to or 
3 greater than a rxedetermined number L. If N^L, control 
proceeds to a step S272 where an alarm is given, then, 
control comes to an end. On the other hand, if N<L, control 
returns to the step S260 to repeat the above engine stop 
processing. 

to FIG. 17 is a flowchart showing an ID collation processing 
program of the immobilizer unit 303. Referring to FIG. 17, 
an ID collation processing will be described. 

When detecting through the switch 372 that the key 304 
is set to the engine start position ST or the engine operation 

15 position ON, the microcomputer 334 of the immobilizer unit 
. 303 starts execution of the program. 

At a step S230, it is determined whether or not an ID 
collation request is made out of the engine control unit 305. 
If an ID collation request is made, control proceeds to a step 

20 S232, whereas if not, control proceeds to a step S244. When 
an ID collation request is made, at the step S232, an ID 
number set in the transponder 301 of the key 304 is read 
through the antenna unit 302 as described above, and is 
collated with a registered number stored in the memory 33L 

25 At a subsequent step S234, it is determined whether or not 
the ID number of the key 304 which Is being applied 
coincides with the registered number. If the ID number 
coincides with the registered number, control proceeds to a 
step S236, whereas if not, control proceeds to a step S23& 

30 When the key 304 which is being applied corresponds to 
the registered key, at the step S236, an ID coincidence signal 
is transmitted to the engine control unit 305. At a subsequent 
step S240, it is determined whether or not a rolling code 
transmission request is made from the engine control unit 
305. If a rolling code transmission request is martf. control 
proceeds to a step S242, whereas if not, control proceeds to 
the step S244. When a rolling code transmission request is 
made, at the step S242, a rolling code received and stored 
upon previous engine stop is read out of the memory 331, 
and transmitted to the engine control unit 305. 

On the other hand, when a nonregistered key is being 
applied, at the step S33S, an ID noncoincidence signal is 
transmitted to the engine control unit 305, then, control 

^ proceeds to the step S244. 

At the step S244, it is determined whether or not a rolling 
code update request is made from the engine control unit 
305. If a rolling code update request is made, control 
proceeds to a step S246, whereas if not, control returns to the 

5Q step S230. When a rolling code update request is made, at 
the step S246, a new rolling code is received from the engine 
control unit 305, and stored in the memory 331. At a 
subsequent step S248, the new rolling code is returned to the 
engine control unit 305 so as to notify completion of a 

55 rolling code update processing. 

FIG. IS is a flowchart showing a connector disconnection 
interrupt routine of the engine control unit 305. 

When the connector 306 of the engine control unit 305 is 
disconnected, me terminals A and B are opened as described 
above. Thus, the microcomputer 352 of the engine control 
unit 305 undergoes an interrupt, and executes the interrupt 
routine. That is, at a step S280, a flag F is set which serves 
to store disconnection of the connector 380. 
FEG. 19 is a flowchart showing a connector connection 

63 interrupt routine of the engine control unit 305. 

When the connector 306 of the engine control unit 305 is 
connected to supply a power of the battery BAT to the engine 
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control unit 305, and the terminals A and B are short- is used, as is well known, for start of the engine, opening/ 
circuited by the jumper 361, the microcomputer 352 of the closing of the doors and trunk, etc. Built in the mechanical 

engine control unit 315 executes the interrupt routine, key 415 is a chip 415a having a proper code stored therein. 

At a step S2JW, it is determined whether or not the The proper code can be read by high-frequency waves in the 

connector disconnection flag F is set If the flag F is set, 3 electromagnedc-induction way. As is known in various 

control proceeds to a step S292, whereas if not, control documents, a detail of the cinp 415a is not described herein, 

comes to an end. When the flag F is set, the connector 306 A key cylinder 416 is arranged into which the mechanical 

has been disconnected for some reason, so that at the step key 415 is inserted to start the engine. An electromagnetic 

S292, the roIUigc^ is erased jf it is stored as an operation coflis built in the lay cylinder 416 in the way to enclose the 

permission signal in the memory 353. At a subsequent step to m«*amcal key 415 as inserted; and serves to read, through 

S294, the flag F is reset, then, control nmtsTL encT ^?c^ 

i SSL ^L^Z ^ € ^^ Dt °- *^j** e ? An imrnoHlizer unit 417 has as a fundamental function to 

fcvenuon. Referring to HO20, apo^le equmment 401 is cooaast a processing of restrained start of the engine and 

earned by an owner of the motor vehicle 402 with horn at all stop thereof when it is unfairly started by a key Xitch as 

times. The portable eqinprnent 401 has a rectangular thin 15 directly connected due to destruction of the key cylinder 

casing in which a circuit substrate is arranged having an 416. Specifically, the immnhiiiwr unit 417 is controlled 

electronic circuit for returning a proper code as previously globally by a CPU comprising a miaojrocessor, and can 

fixedly stored to the motor vehicle 402 in response to ensure serial c«nmunication with the lcckingAinlocking and 

receiving of a transmission request signal from the motor alarm control unit 404 and an engine control unit 418 which 

vehicle. In the fifth embodiment, radiocammu nicadon 20 will be described later. 

between the portable equfrment 401 and the motor vehicle ^ engine control unit 418 serves to carry out engine 

402 is ensured through radio waves. Hie other communica- control operation in accordance with signals out of an engine 

ton mediinns may be used such as ultrasonic waves, infra- sensor group 419 which is a general term of various sensors 

red rays, and laser beams. necessary to control of me engine, and to output, in response 

On the other hand, referring to FIG. 21, the motor vehicle 25 to an operation result, signals necessary to 

402 includes a locking/unlocking and alarm control u^^ tor group 420 which is a general term of various actuators 

for carrying out collation of a proper code through a necessary to control of the engine. The engine control unit 

transmission/recdving antenna 403, and conducting setting/ 418 is constructed fundamentally in the same way as in the 

resetting of the locking/unlocking and alerted state in conventional one except that serial cc*nrminication can be 

response to at least a collation result The locMng/unlocking made with the immobilizer unit 417. 

f^/^u^L^ 404 iS !f C01 T >d ^ e4 fQr ^""^ An engine start restraint processing carried out between 

inside a hood 405. A processing of radiocommunicahon the inurabOizer unit 417 and the engine control unit 418 will 

ensured between the portable equipment 401 and the be described in detail later in accordance with a flowchart in 

locking/unlocking and alarm control unit 404 will be pjG 24. 

d^r^indetail later in accc*da«* wife a fl 35 Qn me ^ ^ mc lcckingAlnlocking md ^ 

" * . t . f control unit 404 serves to carry out the above wireless 

Moreover, the motor vehide 402 includes a hood switch lockmgAmlocking control, and it inputs signals from the 

406 for detecting the open and closed state of the hood 405, switch group 406, 408, 410, 411, 414, and outputs signals to 

door switches 408 for detecting the open and closed state of ^ the actuator group 421 comprising a solenoid plunger. In 

doors 407, a trunk switch 410 for detecting the open and response to alarm output from the lockragfaidocking and 

closed state of a trunk 409, and key cylinder tamper switches alarm control unit 404, the headlamps 412 are turned on and 

411 for detecting removal of key cylinders built in the doors off , or the warning horn 413 is driven discontinuously. ft is 

Ww^v^^^^^atedto noted that the headlamps 412 may be turned on 

m uie firm embodiment, also built m tte door 7 is a lock continuously, or the warning horn 413 may be driven 

switch, not shown, for detecting whether or not a door lock continuously 

t^Z^^^J^^^ ^ZT'IT^ Referring to FIG. 22, a detailed description wfll be made 

door lock can ^ detected. TTiat is, as will be described later, ^ regard to a remote lc>ckingAii 1 lc^ process 

£ l^T? ^ "! w ^ i*g carried out between mVpoS^nent 40lSSie 

^inserting a mechanic^ key into the key cylinder of the lcckingAinlocking and alann^omrol iul t4M. 

^S g Jf ^ * UDf ^ mtr^lockiiuyuiilocku^ 

..... « . „ _ , ^ „ . of trie door operation switch 414 is read at all times, 

srrtft?™ ^T 5 ,™ 1^ VChidC 402 At a step S3«. his dctamiBcd whether or not the door 

^L ^-x ^f visoal atan action, whereas a warning 53 407 is operated. If the doer 497 is not operated, control 

" » C, " mC **. W T7 ataM aatolL returns totoe step S3M. On the other handTtfaAi vo gcte 

Do«op«bon swipes 14 mounted to the doors 7 serve to outoflhe vehide 402, and doseTme door to 

provide at, opemt^dosing command to the doors 7 in case mc comspoamg ^ tion ^ 414 . ^ 

tfwn^sloctfagAm^ dctcnnllicd n^^door 4»7 feinted, aM^atro pZ 

^^^^^^^1°^^^^° » cecds to a step S3«. At fte .u^Sri. a transmit 

descr^ to detan later to accords reqnest signal is immcdiatdy transmitted to the portable 

. equipment 4»1 by wireless through the transmission/ 

KG. 21 is a block diagram showing an example of a receiving antenna 4*3. At a subsequent step S3#4, it is 

hardware constructioii of the anti-theft car protection sys- determined whether or not a proper code ID1 is returned 

tem - 45 from the portable equipment 401. If the proper code ID1 is 

Referring to FIG. 21, a mechanical key 415 is carried by not returned, control at the step S3*4 is repeatedly carried 

the owner of the motor vehicle 402 wimhim at all times, and out 
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On the other hand in the portable equipment 401, at a step the following control is repeatedly carried out read of the 

S313* it is always determined whether or not a transmission state of the door switches 408 for detecting the open and 

request signal is received from the vehicle side equipment closed state of the doors 407 at a step S403, read of the state 

Xf no transmission request signal Is received, control at the of me hood switch 406 for detecting the open and closed 

step S313 is repeatedly carried out, whereas if a transmission 5 state of the hood 405 at a step S405, read of the state of the 

request signal is received, control proceeds to a step S314 trunk switch 410 for detecting the open and closed state of 

where me code ID1 is mime^ the trunk 409 at a step S407, read of me state of the lock 

vehicle side equipment by wireless. switch, not shown, for detecting the locked and unlocked 

Then in the vehicle side equipment, at the step S304, it state of the door lock at a step S409, read of the stateofthe 

is determined mat the proper code ID1 is received, and W bey cylinder tamper switches (key cylinder installaton 

control proceeds to a step S305 where the proper code ID1 switches) 411 for detecting the installed state of the key 

of the portable equipment 401 is collated with that of the cylinders built in the doors 407 at a step S4U. 

vehicle side equipment. In that state, when detecting any of opening of the door 

At a subsequent step S306, it is determined whether or not 407 at a step S404, opening of the hood 405 at a step S406, 

the proper code ID1 of the portable equipment 401 is 15 opening of the trunk 409 at a step S408, unlocking of the 

collated with that of the vehicle side equipment If the two door lock at a step S410, and removal of the key cylinder at 

do not coincide, control comes to an end, carrying out no a step S412, the alarm actions are started immediately at a 

control with regard to lockingAmlocking. Then, a vehicle step S413. 

side processing becomes in the state of waiting operation of As described above, with the alarm actions, the warning 

the door operation switch 414. 20 horn 413 is driven discontinuously to produce an alarm 

On me ether hand, at the step S30<^ if ft ^ sound of considerable volume to those who are around the 

the proper code ID1 of the portable equipment 401 is motor vehicle 402. At the same time, the headlamps 412 are 

collated with that of the vehicle side equipment, control repeatedly turned on and off to produce a visual alarm 

proceeds to a step S307 where the state of the door lock is indication to those who are around the motor vehicle 402. 

immediately read througb the lock switch, not shown. At a 25 Thus, the auditory and visual alarm actions enable those who 

subsequent step S308, it is determined whether the door lock are around the motor vehicle 402 to warn an occurrence of 

is set or released. If the door lock is released, control some anomaly thereof . Such alarm actions are continued by 

proceeds to a step S309 where a locking processing is a timer during a sufficient period of time to allow those who 

carried out to set the door lock by operation of me solenoid are around the motor vehicle 402 to sense an occurrence of 

plunger built in the door 7. Then, at a step S310, an alarm 30 some anomaly thereof. That is, without a subsequent alarm 

flag is set to put the motor vehicle in the alerted state. stop processing, the alarm actions are continuously carried 

In such a way, me door lock mounted to the door 407 can out during a considerable period of time regardless of a 

be set by simple operation of the door operation switch 414 participant in opening of the door 407, etc who may be a 

mounted to the door 407, which is made through a finger of legal driver or a thief. 

the driver who is an owner of the portable equipment 401, Thus, in the fifth embodiment, control of steps 

for example. On the other hand; without me portable equip- S414-S417 is newly added for the driver who lost the 

meat 401, the door operation switch 414 cannot be operated, portable equipment 401. Specifically, subsequently to start 

never carrying out a locking or unlocking processing. of the alarm actions at the step S413, at the step S414, a 

Similar control is carried out in case that the owner of the „ communication processing is carried out between the 

motor vehicle 402 releases the door lock of the door 407 lockingAmlocking and alarm control unit 404 and the immo- 

when returning to a parking position. That is, subsequent to bilizerunit 417 to receive a colladonresuUof a prefer code 

the step S306 for a proper code coincidence processing, it is as will be described later. 

determined at the step S308 that the door lock is set, so that At the step S415, it is determined whether or not a proper 

control proceeds to a step S3U where a unlocking process- 45 code read from the chip 415b of the mechanical key 415 

ing is carried out Then, at a step S312, an ahum flag is reset coincides with that of the motor vehicle 402. If the two 

to release the door lock, also resetting the alerted stateofthe coincide, Le. a key code is correct, an alarm stop processing 

motor vehicle 402. at me step S416, and an alarm flag reset processing at the 

Referring to FIG. 23, an alarm control processing of the step S417 are carried out immediately, obtaining stop of the 

lockingAinlocking and alarm control unit 404 will be x alarm actions, and immediate releasing of the alerted state of 

described in detail. the motor vehicle 402. On the other hand, at the step S415, 

According to this alaim control r* the proper code read from the key cylinder 416 does not 

the state of the ahum flag is read at all times, which is coincide with that of the motor vehicle 402, or me proper 

controlled at the steps S310 and S312 in the flowchart in code itself does not exist, the above alarm stop processing at 

FIG. 22. When the alarm flag is set, the motor vehicle 402 55 the step S416 and alarm flag reset processing at the step 

is controlled in the alerted state, whereas when the alarm flag S417 are skipped, resulting in continuation of the alarm 

is reset, the motor vehicle 402 is controlled in the unalerted actions during a predetermined period of time set by the 

state, timer. 

That is, at a step S402, it is determined that the alarm flag Referring to FIG. 24, a detailed desertion will be made 

is reset, control comes to an end, carrying out no alarm 60 with regard to operation of the immobilizer unit 417 related 

action even with anomaly of mounting, etc. of the hood, 405, to an alarm stop processing at the step S416 and an alarm 

door 407, trunk 409 T and key cylinder of the motor vehicle flag reset processing at the step S417 which feature the 

402. present invention. 

On the omexhand, after reading the alarm flag at the step In the inimobilizer unit 417, at a step S501, as soon as an 

S401, if it is determined at the step S402 that the alarm flag 65 ignition switch is turned on with the key cylinder 416, a 

is set, an alert processing is carried out thereafter for proper code ID2 is read from the key cylinder 41& That is, 

provision against a car theft Specifically, in the alerted state, as described above, the chip 415a having a proper code 
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stored therein is buOt in the nv^rfianlrai key 415 applied in processing and an alarm flag reset processing are executed 

the fifth embodiment When the mechanical key 415 is immediately to stop the alarm actions, releasing the alerted 

inserted into the key cylinder 416, and mat a key switch state of the motor vehicle 402. 

constituting the key cylinder is turned to an ignition position. In such a way, according to the firm embodiment, refer- 

the inimobilizer unit 417 is actuated to read me proper code 5 ring to EKJ. 22, a locking or unlocking processing (step 

TD2 from the mechanical key 415. S309 or S311) and an alarm flag set or reset processing (step 

At a subsequent step S502, the proper code ID2 or key or . S31 ?) m c ?J icd out thrwi^ ramocom- 

ai a suDscqi "™ »^ »=? * ™ J^Tlo*™. v m„u am munication between the portable equipment 4U and the 

code as read is collated with that of the motor vehicle 402. iodklQg f ulAock$ng m4 ^ coirtrol un^t 404. 

The most common technique of a car theft is a forgery of the xuuuiigruiiiw*m 5 am* anum ™ ^ 

jv" . . , A**i~r~L^~ ^ „ VoM *uL^Lp to Moreover, when the alarm flag is set, lc the motor 

me<*anic*ke> 415 by ^8^^^*^^ 10 vehicle 402 is in me alerted state referring to FIG. 23. in 

a destructionof foe key cylinder 416 through the door 407 se to 0 ^ n of me ^ 4*7, £od 4 o5, and trunk 

opened by breaking a window glass thereof &e engine 4oTuiilc>ckmVof mc door lock, and removal of the key 

being started by dreed) r coiinectmg contacts of the switch ^ discontinuous sounding of the warning horn 413 

built in the key cylinder 416. Id case of a car theft eiriplc^g ^ tum-on/tunwff of the headlamps 412 are continuously 

such technique due to noiK^tencc of the proper code 11)2, 15 canfcd ^ ^ & pKdet ^^ s ^ of ^ 

it is <«^™^Jt the stepS502 mat a^ultof a conation Such alann actions are ensured even when the owner of 

processing of the proper oxfe or key code ID2 is negative. ^uJxZiclc 402 who lost the portable equipment 401 

At a subsequent step S503, serial cornmunication is releases tte ooor lock with the formal mechanical key 415. 

carried out between the immobilizer unit 417 and the engine As a result, a car theft employmg a forgery o^ 

control unit 418. key 415 by copying only the shape thereof can surely be 

On the other hand, in the engine control unit 418, at a step prevented. 

S505, communication is carried out with the rnmiohttizer ^ ^ ottKX wbcn ^ of ^ motor vehicle 

unit 4 17 to receive a collati on result of the key code ID2. At 402 releases the door lock with the formal rnechanical key 

a subsequent step S506, this collation result is recognized as ^ 415 ^ hjsata it into me key cylinder 416 to turn the 

an engine start permission code, ignition switch to the ignition position, me immobilizer unit 

Then, at a step S507, in accordance with the collation 417 ^ rxopel code ID2 which is collated with that of 

result of me key code ID2, it is determined whether or not me motor vehicle 402 as shown in FIG. 24. Only when the 

engine start is permitted. That is, instead of detenmning mat ^ cq^a^ the engine control unit 418 is actuated 

engine start is permitted only when the proper code H>2read ^ normally, starting operation of the engine. Moreover, only 

from the medianical key 415 coincides with that of the when coincidence of the proper code ID2 Is confirmed in 

motor vehicle 402, it is determined that engine start is mA a va y y ^ locking/unlocking and alarm control unit 

unpermitted when the two do not coincide. 414 carries out an alarm stop processing as shown in FIG. 

At the step S507, if it is determined that engine start is 23 to stop immediately the alarm actions of tura-on/mrn-off 

permitted, control proceeds to a step S508 where a normal ^ of the headlamps 412 *Twt discontinuous sounding of the 

engine operation processing is carried out wherein a normal warning horn 413. 

engine control operation is carried out in accordance with As a result, when me owner of the motor vehicle 402 who 

various signals read from the engine sensor group 419 to lost the portable equipment 401 releases the door lock of the 

output signals to the engine actuator group 420 comprising door 467 with the formal mechanical key 415, then, inserts 

an injector, ensuring normal subsequent operation of the ^ it into the key cylinder 416 to start the engine, the alarm 

engine. On the other hand, at the step S507, if it is deter- actions can be stopped immediately, releasing the alerted 

niined that engine start is unpermitted, control proceeds to a state of the motor vemcie 402. That is, even when the door 

step S509 where an engine stop processing is carried out to 4*7 opened with the formal engine start key, the alarm 

stop signals to the engine actuator group 420 immediately, actions are carried out However, the alarm actions can be 

thus stopping the engine. 45 stopped as soon as engine start operation is carried out by 

In such a way, the immobilizer unit 417 is connected to inserting the m«4«n{nti key 415 into the key cylinder 416 

the engine control unit 418 through a communication line, for start the engine. Thus, as long as the driver is an owner 

and it permits normal operation of the engine control unit of themotorvehide402^andhasmefbnnale 

418 only when coincidence of me prcper codes is confirmed. inconveniences can be avoided such as sounding of the 

Rom mis point of view, it can be considered mat the warning horn 413 and turn-^nAurn-off of the headlamps 412 

immobilizer unit 417 serves to restrain engine start during along period of time. On the other hand, when engine 

On the other hand, in the immobilizer unit 417, upon start is tried by unfair means such as & shape forgery of the 

completion of the above engine start restraint processing, at formal murfumtwri key 415, and a destruction of the key 

a step S504, communication is carried out with the locking/ cylinder 416 through the door 407 opened by breaking a 

unlocking and alarm control unit 404 to transmit thereto the 53 window glass thereof, not only engine start is impossible, 

collation result of the key code JD2 obtained at the step but the alarm actions cannot be stopped, It will be thus 

S502. understood mat a car theft employing such unfair technique 

Returning to HO. 23, in the lockmgAinlocking and alarm can surely be prevented in avoiding inconveniences such as 

control unit 404, as described above, after execution of an sounding of the warning horn 413 and tura-on/turn-off of the 

alarm start processing at the step S413, communication is 60 headlamps 412 during a long period of time when a partici- 

cajjriedoutwimtheimmobili^ pant is an owner of the motor vehicle 402 who lost the 

receive the collation result of the key code ID2. portable equipment 401. 

Then, as described above, at the step S415, if it is Having described the present invention in connection with 
determined mat the key code ID2 is not correct, an alarm the pr e fe rre d embodiments, it is noted that the present 

stop processing at the step S416 and an alarm fag reset 65 invention is not limited thereto, and various modifications 

processing at the step S417 are skipped On the other hand, and changes can be made without departing the spirit of the 
if Uis cetcrmtaedthatkey cote correct, an alarm stop present invention. 
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By way of example, collation of the ID number is carded 
out by trans mitting/rcceiving radio waves between the key 
and the vehicular antenna. Alternatively, collation of the ID 
number may be carried out by detecting a quantity of light 
passing through the key, or a quantity of current by elec- 
tromagnetic coupling. 

Farther, the ID number of the key is read out through 
radiocoramunicatioiL Alternatively, wire communication is 
applicable to read-out of the ID number wherein a circuit of 
the key is connected to a read-out circuit of the ignition key 
cylinder through a contact when inserting the key into the 
ignition key cylinder. Moreover, optical and magnetic com- 
munication systems are applicable to read-out of the ID 
number. 

Furthermore, the present invention is applied to a motor 
vehicle having an engine as a power source, alternatively, it 
is applicable to a motor vehicle having a power source other 
than the engine such as an electric vehicle. In that case, it is 
recommended to provide a start prohibition command to a 
control unit of the starter motor when the registered key is 
not inserted into the ignition key cylinder, or mat start 
operation is carried out repeatedly by a key other than the 
formal key. 

Further, the key cylinder serves as a means for reading the 
proper code of the mechanical key. Alternatively, a code 
reader for special purpose may be used. Moreover, the 
immobilizer unit is not indispensable when considering only 
stop of the warning horn with respect to a normal action 
made by the owner of the motor vehicle. 

Still further, the proper code used in locking/unlocking 
control of the door is different from that one used in the 
immobilizer unit, alternatively, the two may be the same 
code. It is preferable, however, to use two different codes in 
view of prevention of a car theft 

Furmermore, lcckmg/unlocking control and alarm control 
are carried out by the locktagftuilocking and alarm control 
unit, alternatively; they may be ensured by two different 
units. 

What is claimed is: 

L An anti-theft protection system for a motor vehicle 
having an engine and a key with a transponder aanprising: 

mftans for receiving a rarfa of the fay trangmittrH fmm tha 

transponder; 
means for controlling the engine; and 
means for transmitting an engine start permission signal 
to said engine controlling means when said code as 
received coincides with code a as registered; 
said engine controlling means including: 
means for detecting an anomaly of one of said code 
receiving means, said engine controlling means and 
said signal trangirritting means; 
means for allowing start of the engine without receiv- 
ing said engine start permission signal if said 
anomaly is detected* 
Z An anti-theft protection system as claimed in claim L 
wherein 

said start allowing means are operative when said engine 
start permission signal is received and that a subsequent 
anomaly of said one is dete ct ed. 

3. An anti-theft protection system as Hnimrd in claim 2, 
wherein said start allowing means are operative when said 
engine start permission signal is received and that a new 
engine start permission signal fails to be received. 

4. An anti-theft protection system as claimed in claim 3, 
wherein said start allowing means comprise: 
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means for setting a flag if said engine start permission 
signal is received when the key is operated to an 
ignition turn-on position 

said start allowing means being operative when said 
5 engine start permission signal fails to be received while 
said flag is set 

5. An anti-theft protection system as claimed in claim 4, 
wherein said start allowing means comprise: 

means for resetting said flag if said anomaly fails to be 
10 detected when the key is operated to an ignition tum-off 
position, 

said start allowing means being operative only when said 
new engine start permission signal is received while 
J3 said flag is reset. 

6. An anti-theft protection system as claimed in claim 5, 
wherein said flag is stored in a nonvolatile memory. 

7. An anti-theft protection system as claimed in claim 1, 
wherein said signal transmitting means comprise: 

20 means for determining whether said code as received 
coincides with said code as registered when the key is 
operated to an ignition turn-on position. 

8. An anti-theft protection system as claimed in claim 1> 
wherein said anomaly detecting means detect said anomaly 

25 when a code transmitted from said engine controlling means 
to said signal transmitting means fails to coincide with a 
code returned from said signal transmitting means to con- 
trolling means. 

9. An anti-theft protection system as claimed in claim 8, 
30 wherein said engine controlling means transmit to said 

signal transmitting means a new code corresponding to said 
engine start permission signal when the key is operated to 
said ignition turn-off position, 
said signal transmitting means returning said new code to 
35 said engine controlling means, 

said anomaly detecting means determining whether said 
new code transroitted from said engine controlling 
means to said signal transmitting means coincides with 
a new code returned from said signal transmitting 
40 means to said engine controlling means, 

said anomaly detecting means detecting said anomaly 
when said new code transmitted from said engine 
controlling means to said signal transmitting means 
fails to coincide with said new code returned from said 
43 signal transinitting means to said engine controlling 
means. 

10. An anti-theft protection system as daimed in claim 1, 
wherein said engine controlling means comprise: 

^ means for determining whether a speed of the motor 
vehicle is greater than a predetermined speed; 
means for determining whether a start operation of the 
engine is made by a key over a predetermined number, 
and 

55 means for prohibiting start of the engine during a prede- 
termined period of time, said start prohibiting means 
being operative when said speed is greater man said 
predetermined speed and that said start operation is 
carried out over said predetermined number* 

60 lL An anti-theft protection system as claimed in daim 10, 
wherein said engine controlling means comprise: 
means for stopping a collation of said code as received 
with said code as registered during said predetermined 
period of time, said collation stopping means being 

65 operative when said speed is greater than said prede- 
termined speed and that said start operation is carried 
out over said predetennined number. 
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12. An anti-theft protection system as claimed in claim 11* 
wherein said engine controlling means comprise: 

means for determining whether a noncoincidence of said 

code as received with said code as registered occurs 

over a predetermined number, 
said collation stopping means being operative when said 

noncoincidence occurs over said predetermined 

number, 

said start prohibiting means being operative when said 
noncoincidence occurs over said predetermined num- 
ber. 

13. An anti-theft protection system as claimed in claim 12, 
wherein said engine controlling means comprise: 

means for resetting a count number of start operation of 
the engine and mat of noncoincidence of said code to 
zero, and reopening said collation of said code after a 
lapse of said predetermined period of time. 

14. An anti-theft protection system as claimed in claim 10, 
wherein said speed determining means include a speed 
detector. 

15. An anti-theft protection system as claimed in claim 10, 
wherein said start operation determining means include a 
switch. 

16. An anti-theft protection system as claimed in claim 1, 
wherein said engine controlling means comprise: 

means for storing and engine start permission signal in a 
nonvolatile way. 

17. An anti-theft protection system as claimed in claim 16, 
wherein said engine controlling means cc^nprise: 

means for detecting a stop operation of (he engine made 

by the key; and 
means for erasing said engine start permission signal as 

stored, said engine start permission signal erasing 

means being operative when said stop operation is 

detected. 

1& An anti-theft protection system as claimed in claim 17, 
further ^^ Mrcprisin g ? 

a connector arranged to connect a battery and said engine 
controlling means; and 

means for detecting whether said connector ensures a 
connection between said battery and said engine con- 
trolling means. 

19. An anti-theft protection system as claimed m claim 18, 
wherein said connector detecting means include terminals 
and a microcompnter. 

20. An anti-theft protection system as claimed in claim 18, 
wherein said engine controlling means comprise: 

means for storing a disconnection flag when said connec- 
tor fails to ensure said connection, 

said engine start permission signal erasing means being 
operative when said connector ensures said connection 
and that said disconnection flag is stored. 

2L An antirtheft protection system as claimed in claim 1, 
further comprising: 

means for putting me motor vehicle of one of a locked and 
alerted state and an unlocked and unalerted state at least 
on condition that said code as received coincides with 
said code as registered; 

means for ensuring, in said locked and alerted state, a 
predetermined alarm action even when the motor 
vehicle is unlocked with the key; and 

means for stopping said predetermined alarm action when 
said code as received coincides with said code as 
registered. 

22. An anti-theft protection system as claimed in claim 21, 
wherein said predetermined alarm action ensuring means 
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ensuring said predetermined alarm action when detecting 
one of opening of a door, a trunk and a hood, releasing of a 
lock, and removal of said key cylinder. 

23. An anti-theft protection system as claimed in claim 21, 
wherein said predetermined alarm action includes a visual 
alarm. 

24. An anti-theft protection system as claimed in claim 23, 
wherein said predetermined alarm action includes an audi- 
tory alarm. 

25. An anti-theft protection system as claimed in claim 1, 
wherein said signal transmitting means include a key cyl- 
inder. 

26. An anti-theft protection system as claimed in claim 1, 
wherein said code receiving means include a transmitter- 
receiver. 

27. An anti-theft protection system as claimed in claim 1, 
wherein said signal transmitting mM>ng include an immobi- 
lizer unit 

28. A method of protecting a motor vehicle from a theft, 
the motor vehicle having an engine, a key with a 
transponder, a trarismitter-receiver, an engine control unit 
and an immobilizer unit, the method comprising the steps oft 

receiving a code of the key transmitted from the tran- 
sponder; 

transmitting an engine start permission signal to the 
engine control unit when said code as received coin- 
cides with a code as registered; 

rf**nrting an anomaly of one of the transrmtter-receiver. 
the engine control unit and the immobilizer unit; and 

allowing start of the engine without receiving said engine 
start permission signal if said anomaly is detected. 

29. A method as claimed in claim 28, 

wherein said start allowing step is carried out when said 
engine start permission signal is received and that a 
subsequent anomaly of said one is detected. 

30. A method as claimed in claim 29, wherein said start 
allowing step is carried out when said engine start permis- 
sion signal is received and that a new engine start permission 
signal fails to be received. 

3L A method as claimed in claim 29, wherein said 
anomaly step is carried out to detect said anomaly 

when a code transmitted from the engine control unit to the 
inmrobilizer unit fails to coincide with a code returned from 
the hnmobJHzer unit to the engine control unit 

32. A method as claimed in claim 31, further comprising 
the steps of: 

transmitting from the engine control unit to the immobi- 
lizer unit a new code contending to said engine start 
permission signal when the key is operated to said 
ignition turn-off position; 

returning said new code from the iinmobilizer unit to the 
engine control unit; 

determining whether said new code transmitted from the 
engine control unit to the immobilizer unit coincides 
with a new code returned from the irnmobilfzcr unit to 
the engine control unit; and 

dffrrting said anomaly when said new code transmitted 
from the engine control unit to the immobilizer unit 
fails to coincide with said new code returned from the 
immobilizer unit to die engine control unit 

33. A method as claimed in claim 28, further comprising 
the step of: 

drtrrmining whether said code as received coincides with 
said code as registered when the key is operated to an 
ignition turn-on position. 
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34. A method as claimed in claim 33, further comprising 
the step of: 

setting a flag if said engine start permission signal is 

received when the key is operated to said ignition 

turn-on position, 
said start allowing step being carried out when said engine 

start permission signal fails to be received while said 

flag is set 

35. A method as claimed in claim 34, further comprising 
the step of: 

resetting said flag if said anomaly fails to be detected 
when the key is operated to an ignition turn-off 
position, 

said start allowing step being carried out only when said 
uew engine start permission signal is received while 
said flag is reset 

36. A method as claimed in claim 35, wherein said flag is 
stored in a nonvolatile memory. 

37. A method as claimed in claim 28, farther comprising 
the steps of: 

determining whether a speed of the motor vehicle is 
greater than a predetermined speed; 

determining whether a start operation of the engine is 
made by the key over a predetermined number; and 

prohibiting start of the engine during a predetermined 
period of time, said start prohibiting step being carried 
out when said speed is greater man said predetermined 
speed and that said start operation is carried out over 
said predetermined number. 

38. A method as claimed in claim 37, further comprising 
the steps of: 

stepping a collation of said code as received with said 
code as registered during said predetermined period of 
time, said collation stopping step being carried out 
when said speed is greater than said predetermined 
speed and that said start operation is carried out over 
said predetermined number. 

39. A method as claimed in claim 38, further comprising 
the step of: 

determining whether a noncoinridence of said code as 
received with said code as registered occurs over a 
predetermined number, 
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reopening said collation of said code after a lapse of said 

predetermined period of time. 
4L A method as claimed in claim 37, wherein said speed 
determining step is carried out with a speed flrtfctpT- 

4Z A method as claimed in claim 37, wherein said start 
operation determining step is earned out with a switch. 

43. A method as claimed in claim 28, further comprising 
the step of: 

storing said engine start permission signal in a nonvolatile 
way. 

44 A method as claimed in claim 43, further comprising 
the steps of: 

detecting a stop operation of the engine made by the key; 
and 

erasing said engine start permission signal as stored, said 
engine start permission signal erasing step being car- 
ried out when said stop operation is detected. 

45. A method as claimed in claim 44, further comprising 
the steps of: 

detecting whether a connector ensures a connection 

between a battery and the engine control unit; and 
storing a disconnection flag when said connector fails to 
ensures said connection, 
25 said engine start permission signal erasing step being 
carried out when said connector ensures said connec- 
tion and that said disconnection flag is stored 

46. A method as claimed in claim 45, wherein said 
connector detecting step is carried out with terminals and a 

30 microcomputer. 

47. A method as claimed in claim 28, further comprising 
the steps of: 

putting the motor vehicle in one of a locked and alerted 
state and an unlocked and unalerted state at least on 
condition that said code as received coincides with said 
code as registered; 
ensuring, in said locked and alerted state, a predetermined 
alarm action even when the motor vehicle is unlocked 
with the key; and 
stopping said predetermined alarm action when said code 
as received coincides with said code as registered. 

48. A method as rUim*A fa claim 47, wherein said 



35 



40 



predetermined alarm action ensuring step is carried out 

. . «, t . , . . . . when detecting one of opening of a door, a trunk and a hood, 

45 rekaskg^lock, andrSal of a key cylinder. 

49. A method as rfaiwwi in claim 48, wherein said 



noncoincidence occurs over said predetermined num- 
ber. 



4#. A method as claimed in claim 39, further comprising 
the steps or: 

resetting a count number of start operation of the engine 
and that of noncoincidence of said code to zero; and 
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predetermined alarm action includes a visual alarm. 

59. A method as claimed in claim 49, wherein said 
predetermined alarm action includes an auditory alarm. 
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(57) ABSTRACT 

In an engine control apparatus, a control program is stored 
in a non-volatile rewritable memory such as EEPROM. The 
control program is rewritten by a rewriting tool. Specifically, 
a key identification code is retrieved from a vehicle key, and 
compared with a key reference code stored in the memory. 
If the compared codes are the same, a program identification 
code is retrieved from the rewriting tool, and compared with 
a program reference code stored in the memory. If the 
compared codes are the same, a new control program is 
transmitted from the rewriting tool to the memory to rewrite 
the control program with the new control program. 

26 Claims, 5 Drawing Sheets 

BOOT PROGRAM 
< (ROM) 



PROHIBIT K 
E/G CONT ROL j 



DOWNLOAD 
REWRITING 
PROGRAM 
TO RAM 



JUHP TO 
REWRITING 
PROGRAM 
IN RAM 



EEPROM 
REWRITING 

m — 



-190 



E/G CONTROL PROGRAM 
(EPRON) 



REWRITING CONTROL 
PR 



U.S. Patent Sep. 4, 2001 Sheet 1 of 5 US 6,285,948 Bl 




U.S. Patent Sep. 4, 2001 Sheet 2 of 5 



US 6,285,948 Bl 



FIG. 2 



KEY CHECK CODE 



$0000 
r 



28b { 



$FFFF 

RESET 

START * 

ADDRESS 

26a 

30a ^ 

30b^. 



KEY ID 
(A) 



PROGRAM ID 
(B) 



E/G CONTROL 
PROGRAM AND DATA 
(B) 




m-TH BYTE 



BOOT PROGRAM 



} 



FLASH 
EEPROM 28 



ROM 26 



REWRITING 
CONTROL PROGRAM 



CALCULATION WORK 



>RAM 30 



U.S. Patent Sep. 4, 2001 Sheet 3 of 5 US 6,285,948 Bl 



FIG. 3 



C reset star-T) 




JUMP TO 
E/G CONTROL 



120- 



RETRIEVE 
KEY ID 




E/G CONTROL I 
I ' 



140 

d 



PROHIBIT 
E/G CONTROL 



150 



j CIO 



E/G boNTROL PROGRAM 
(EEPROM) 



BOOT PROGRAM 
(ROM) 



mJ 



REWRITING 
CHECK 



DOWNLOAD 
REWRITING 
PROGRAM 
TO RAM 



JUMP TO 
REWRITING 
PROGRAM 
IN RAM 



,160 




,165 

FLAG=1?^—^ 



-170 



-180 ! 




REWRITING CONTROL 
PROGRAM 
(RAM) 



U.S. Patent Sep. 4, 2001 Sheet 4 of 5 

FIG. 4 



US 6,285,948 Bl 



C ENTER ^> 



RETRIEVE KEY IdV " 



200 



RETRIEVE KEY ID 
FROM EEPROM 



210 




RETRIEVE 
PROGRAM ID 
FROM TOOL 



230 



RETRIEVE 
PROGRAM ID 
FROM EEPROM (MC) 



240 




SET FLAG 



TOT I 



SET FLAG T0"0" 



C RETURN 



U.S. Patent Sep. 4, 2001 Sheet 5 of 5 US 6,285,948 Bl 

FIG. 5 



C ENTER ^ 




RECEIVE 

WRITING ADDRESS 
AND DATA 




OUTPUT 

REWRITING 

COMPLETION 



315 
XL. 



RECEIVE 

ERASURE ADDRESS 



320 
rL 



ERASE PROGRAM ID 
AND PROGRAM 



US 6,285 ; 

1 

CONTROL APPARATUS AND METHOD 
HAVING PROGRAM REWRITING 
FUNCTION 

CROSS REFERENCE TO RELATED 5 
APPLICATION 

This application relates to and incorporates herein by 
reference Japanese Patent Application No. 11-146646 filed 
on May 26, 1999. 

10 

BACKGROUND OF THE INVENTION 

The present invention relates to electronic control appa- 
ratuses and methods, and more particularly to a program 
rewriting control and devices therefor which disables unau- i$ 
thorized rewriting of programs. 

Many electronic control apparatuses are proposed for 
preventing intrusion into automotive vehicles and burglary 
of the same. In some apparatuses, an identification code (ID) 
of a key which a vehicle user uses is compared with a key 20 
ID which is stored in a non-volatile electrically erasable 
programmable read-only memory (EEPROM) of an elec- 
tronic control unit (ECU) for engine control. Engine opera- 
tions such as fuel injection and ignition are prohibited, if the 
compared key Ids do not agree or coincide. 25 

It is a recent trend to design ECUs to be capable of 
rewriting or updating engine control programs stored in 
respective EEPROMs by using program rewriting tools. 
Thus, any defects in the control program of the ECU can be 
rectified without entirely replacing the ECU with a new one. 30 

The program rewriting tool may be used to illegally 
rewrite the control program. That is, it may be used to 
rewrite control programs having an anti-burglary function 
(key ID check program) to control programs having no 
anti-burglary function by erasing the key ID check program. 35 
Thus, it is likely that vehicles will be intruded and stolen by 
using a key which does not have the same ID as stored in the 
EEPROM. 

SUMMARY OF THE INVENTION 40 

It is therefore an object of the present invention to provide 
a program rewriting control and devices therefor for pre- 
venting unauthorized intrusion and burglary. 

According to the present invention, an electronic control 45 
unit has a non-volatile rewritable memory storing a program 
therein. An external rewriting device is connected to the 
electronic control unit when the program is to be rewritten. 
A first code such as a key identification code is transmitted 
from a transponder to the control unit. The control unit 50 
checks for an agreement between the first code and a second 
code stored in the control unit far attestation. A third code 
such as a program identification code is transmitted from the 
rewriting tool to the control unit. The control unit checks for 
an agreement between the third code and a fourth code 55 
stored in the electronic control unit for attestation. A new 
program is transmitted from the rewriting tool to the elec- 
tronic control unit, preferably when check results are in 
predetermined relations, respectively. The stored program in 
the rewritable memory is rewritten by the transmitted new 50 
program. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Other objects, features and advantages of the present 
invention will become more apparent from the following 65 
detailed description made with reference to the accompany- 
ing drawings. In the drawings: 
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FIG. 1 is a block diagram showing an electronic control 
apparatus for engines having a program rewriting control 
function according to an embodiment of the present inven- 
tion; 

FIG. 2 is a schematic diagram showing a construction of 
a memory used in the embodiment shown in FIG. 1; 

FIG. 3 is a flow diagram showing an entire program 
executed in an ECU used in the embodiment shown in FIG. 
1; 

FIG. 4 is a flow diagram showing rewriting check pro- 
cessing which is a part of the program shown in FIG. 3; and 

FIG. 5 is a flow diagram showing EEPROM rewriting 
processing which is a part of the program shown in FIG. 3. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

The present invention will be described in further detail 
with reference to its embodiment The present invention is 
applied to an electronic control apparatus for automotive 
vehicle engines in the following embodiment 

Referring first to FIG. 1, an electronic control apparatus is 
comprised of an electronic control unit (ECU) 2 for engines, 
sensors 4, and actuators 10 such as injectors 10a, an igniter 
106 and a fuel pump 10c. The ECU 2 includes an input 
circuit 6 for wave-shaping sensor signals from the sensors 4, 
a microcomputer 8 for calculating optimum engine control 
amounts such as fuel injection amount, ignition rimin g and 
fuel pressure, and an output circuit 12 for driving the 
actuators 10 based on the calculated control amounts. The 
ECU 2 also includes a communication circuit 16, which 
executes communications between a program rewriting tool 
14 and the microcomputer 8 when an engine control pro- 
gram is to be rewritten or updated. 

A vehicle key 18 is an electronic-type key which is 
provided with a transponder 18a. The transponder 18a is 
provided therein with a n-bit key identification code (ID) 
exclusive thereto. An antenna 22 is connected to the input 
circuit 6 through an amplifier 20, so that the key ID may be 
applied to the microcomputer 8 therethrough. The transpon- 
der 18a is constructed to receive and store electric power in 
its capacitor upon reception of excitation signals from a 
vehicle side, when the key 18 is inserted into a key cylinder. 
Further, the transponder 18a is constructed to operate as a 
signal transmitter/receiver with the stored electric power. 

The microcomputer 8 has a central processing unit (CPU) 
24 which operates on stored programs, non-volatile read- 
only memory (ROM) 26 which stores the programs and data, 
non-volatile electrically erasable programmable read-only 
memory (EEPROM) 28 which stores programs and data, 
and a random access memory (RAM) 30 which stores the 
calculation results of the CPU 24 and the like. The micro- 
computer 8 further has an input/output circuit 32 which 
receives signals from the input circuit 6 and the communi- 
cation circuit 16, and outputs control signals to the output 
circuit 12. 

The EEPROM 28 stores in its A-storage area 28a a 
predetermined key ID exclusive to the ECU 2, and in its 
B-area a program ID and a program. The EEPROM 28 may 
be a flash type (erasable/rewritable) which is capable of 
erasing and rewriting a part of data once written. 

The program rewriting tool 14 is used as an. external 
device to the ECU 2. The rewriting tool 14 has a micro- 
computer 14a and a power circuit 14. The microcomputer 
14a is programmed to execute serial communications with 
the microcomputer 8 so that the program and/or data stored 
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in the EEPROM 28 may be rewritten therethrough. The This operation of the microcomputer 8, particularly CPU 

power circuit 146 is constructed to supply the microcom- 24, is described in detail with reference to FIGS. 3 to 5. 

puter 8 with a high voltage (12 volts) required to rewrite the The CPU 24 is reset to start its operation when the ECU 

EEPROM 28. 2 is powered on with electric power. Hie CPU 24 first 

The ECU 2 and the rewriting tool 14 are connected to 5 executes the boot program stored in the ROM 26. 

each other through respective communication lines 36, Specifically, the CPU 24 first checks at step 100 whether 

power supply lines 38 and mode check lines 40 through an the mode check line 40 is at the low level indicating the 

electrical connector 34. The electrical connector 34 nor- EEPROM rewriting mode. If it is not the rewriting mode the 

mally separates the rewriting device 14 from the ECU 2, but CPU 24 determines that the rewriting device 14 is' not 
connects them when rewriting the program and data of the io connected. The processing then jumps at step 110 to the 

EEPROM 28 is required. The microcomputer 8 of the ECU engine control program stored in the EEPROM 28 

2 and the microcomputer 14a of the rewriting tool 14 are The CPU 24 then retrieves or reads out the key ID 

enabled to execute serial communications therebetween indicative of the key 18. Specifically, the CPU 24 drives the 

^?^^ e i c 5 mmum ^ on !™? 36 - ™ e microcomputer 8 amplifier circuit 20 to transmit the excitation signal from the 
of the ECU 2 is supplied with the required voltage (12 V) 15 antenna 22 to the transponder 18a of the key 18. The CPU 

from the power circuit 146 of the rewriting tool 14 through 24 terminates the excitation operation after a predetermined 

the power supply lmes 38 to rewrite the EEPROM 28. time period (tor instance 50 rri). TTie transponder 18a is thus 

The mode check line 40 is pulled up to a positive voltage energized to operate. The CPU 24 then drives the amplifier 

(5' V) in the ECU 2 by a resistor R, and is connected to 20 to transmit a request signal from the antenna 22 to the 
ground (0 V) in the rewriting tool 14. When the rewriting 20 transponder 18a. The transponder 18a in response transmits 

device 14 is connected to the ECU 2 through the connector a key identification code (bey ID) signal specific to the key 

34, the mode check line 40 in the ECU 2 is changed to low 18 to the antenna 22. Thus, the CPU 24 determines the key 

level (0 V) from its normal high level (5 V). The micro- ID from the received key ID signal, 

computer 8 thus determines with this low level that the The CPU 24 then checks at step 130 whether the retrieved 
rewriting tool 14 is connected to the ECU 2. * k ev r£> coincides with (same as) the key ED stored in the 

The EEPROM 28 has two storage areas, that is, the A-area EEPROM 28. In this checking step, all numerical value of 

28a and B-area 286, as shown in FIG. 2. The A-area 28a byte data of the key ID (FIG. 2) are checked for agreement, 

stores therein a key identification code (key ID) having "n" The CPU 24 executes steps 140 and 150, if all byte data are 

bytes (for instance 8 bytes) which varies from ECU to ECU the same (key 18 is the authorized one) and any one of byte 
(vehicle to vehicle). The B-area 286 stores therein a program 30 data is different (key 18 is not the authorized one), respec- 

and data for engine controls. The B-area 286 specifically tively. 

stores at the head address thereof preceding program and At step 140, the CPU 24 repeatedly executes the engine 

data adcVesses a program identification code (program ID) control processing. Specifically, the CPU 24 calculates the 

having m bytes (for instance 4 bytes) indicative of the optimum fuel injection amount, ignition timing and the like 

^P™ 00 ?** program. The key ID is for checking whether based on the engine operating conditions detected by sensors 

the key 18 is an authorized one. The program ID is for 4 and the engine control data stored in the EEPROM 28 It 

checking the vehicle model, destination and program ver- produces the control signals to drive the actuators 10 

slon * through the output circuit 12 based on the calculation results. 

The ROM 26 has a storage area 26a in which a boot ^ At step 150, however, the CPU 24 prohibits the engine 

program is stored. The boot program is executed immedi- control and ends this routine. That is, it disables the opera- 

ately after a reset operation. The RAM 30 has two storage tions of the actuators 10. 

areas, that is, EEPROM rewriting control program storage If it is the rewriting mode (YES at step 100), on the other 

area 30a and operation work area 306. The storage area 30a hand, the CPU 24 executes a rewriting processing at step 

is used to store therein an EEPROM rewriting control 45 160. In this rewriting check processing, the CPU 24 checks 

program transmitted from the rewriting tool 14. The work whether the key ID retrieved from the key 18 and the key ID 

area 306 is used in the course of execution of the transmitted stored in the EEPROM 28 are the same, and further whether 

rewriting control program. the program ID retrieved stored in the rewriting tool and the 

The EEPROM 28, ROM 26 and RAM 30 store in each program ID stored in the EEPROM 28 are the same, 

address thereof 8-bit data. The A-area 28a and B-area 286 of 50 This rewriting check processing at step 160 is described 

the EEPRO M 28 are set to 64K bytes, from address $0000 in further detail with reference to FIG. 4. 

to address SFFFF. The CPU 24 first retrieves the key ID from the transpon- 

Ihe microcomputer 8 is programmed to initiate the boot der 18 at step 200 in the same manner as in step 120, and 

program set as the reset start address as shown in FIG. 2 retrieves the key ID from the EEPROM 28. The CPU 24 

immediately after the reset operation. It is also programmed 55 then checks at step 220 whether the two retrieved key IDs 

to call the engine control program by the boot program and are the same. The CPU executes steps 230 and 270 if the key 

execute the same, when the rewriting tool 14 is not con- IDs are the same (YES) and different (NO), respectively. 

nected - At step 270, the CPU 24 sets a rewriting flag to "(T and 

When the microcomputer 8 detennines that the rewriting ends this sub-routine. The rewriting flag "0" indicates use of 

tool 14 is connected at the time of initiation of the boot 60 unauthorized key and is set to "0" each time the CPU 24 is 

program, it stores in the rewriting program storage area 30a initialized. At step 230, however, the CPU 24 retrieves the 

of the RAM 30 the rewriting control program transmitted program ID stored in the rewriting tool 14. The CPU 24 then 

from the rewriting tool 14 through the communication lines retrieves the program ED stored in the EEPROM 28 of the 

38. Then, it initiates the stored rewriting control program to microcomputer 8 at step 240, and checks at step 250 whether 

rewrite or update the existing program ID and program 65 the two retrieved program IDs are the same, 

stored in the EEPROM 28 with the new program ID and In this program ID checking processing, the two IDs are 

program transmitted from the rewriting tool 14. compared byte by byte with respect to the vehicle model and 
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the destination. Hie CPU 24 provisionally determines YES rectify any detects in the control program and data at 

and NO, if all the compared data byte are the same and if any maintenance shops, etc., while maintaining the ECU 2 as 

compared data byte is different, respectively. Hie CPU 24 mounted in the vehicle. 

further checks whether the version data in the program ID Further, the rewriting is enabled only when the program 

received from the rewriting tool 14 are the same as or newer 5 rD of the rewriting tool 14 agrees to the stored one in the 

than that stored in the EEPROM 28. The CPU 24 finally ECU 2 in addition to the agreement of the key ID. Thus, the 

determines YES, only when the vehicle model data and the Ecu 2 is protected from being illegally changed to have 

destination are the same and the version data are the same or improper control program and data, thus improving further 

new - the anti-burglary function. 

The CPU 24 sets at step 260 the rewriting flag to "1" in * ^ ^lion, me key ro fa stored m the eeprqm 28 and 

response to the check result YES of step 250 indicating that rewritable. The key ID can be changed to a new one, 

the program ID of the rewriting tool 14 is the same as that immediately after the key 18 is stolen. As a result, the ECU 

stored in the EEPROM 28. However, it sets the flag to «(T 2 can be protected from any unauthorized rewriting which 

at step 270 in response to the check result NO of step 250. may be ^ed by using the stolen key 18. 

Thus, the flag "1" indicates that the rewriting program of the 15 _ . . , ' . t , 

... t m j • * ui • * * ne present invention may also be implemented as fol- 

rewnting tool 14 is an acceptable or appropriate one. lows ^ 

After the above rewriting check processing at step 160, , * ... . f . 

the CPU 24 executes step 165 to check whether the rewriting J n ?f **f° d ™^ * ciphered function data is used as an 

flag is that is, whether the control program and data ^^° n ^ m P lace ° f * e ^ ^ used in the above 

rewrmngshouldteexecute<LTheCPU24executesstepl70 ™ ? mbodunent - Therefore, the transponder 18a of the key 18 

orstepl00,ifthecheckresu^ * s ^^^ cho \^ 

At step 170, the CPU 24 downloads the rewriting program ™° M 28 15 ^ store the same function data 

from the rewriting tool 14 into the RAM 30 of the micro- ^ F ° r * e may be defined as 

computer 8 through the communication lines 38. The CPU Allows by addition, subtraction, multiplication and/or 

24 then executes step 180 to initiate the rewriting program 25 dlvlS1011 * 

stored in the RAM 30. Ft(XHX 2 +2)/5+)W+{X-l)/2+ 

The CPU 24 then executes the control program and data 

rewriting processing at step 190 based on the initiated In operation, the CPU 24 drives the amplifier circuit 20 to 

rewriting program. That is, the CPU 24 rewrites or updates transmit the excitation signal from the antenna 22, so that the 

the control program and data for the engine control stored in 30 ! rans P onder 1Sa K ener 5 ized - ^ CTU 24 &™ 0Ut P uts an 

the EEPROM 28 with new control programs and data which ^rogatory data X to the amplifier circuit 20. This data X 

is sent from the rewriting tool 14. w a data which » a combination of "1" and "V\ The 

Therewritmgproccssmgatste P 190isshownmdetaflin 7^ ™ , oonvcrts or * od ^5*<* bit of the 

FIG. 5. Specifically, the CPU 24 first checks at step 310 « * te ™S ator y \ mt ° ^rrespondmg s^al fequency F0 or 

whether an erasure command has been received from the 35 P t f ^ antenna 22 

rewriting tool 14. If it has been received (YES), the CPU 24 , ie . It . , ^ . 

receives at step 315 erasure addresses, that is addresses of th J^^Tf%^ ^f 5 ? «™ data Yt from 

the program ID and the control program stored in the the taction datAFt(X) usmg the interrogatory data X as a 

EEPROM 28 which are to be erased The CPU 24 then „ ST^J? ^ tnnaa ^ * Ti S ^f 11 ™ 5 

erases at step 320 the contents in the designated erasure 40 ™ -T 1 F * m TT^T ^ ^J? 

oHrirpccpc tw « ™™™ in j ii ^ , which is also a digital data (combination of "1" and (TV 

addresses, that is, the program ID and the control program. ^ ^ ci ^ 0 rece Ves this reply signal through 

*im ^k^TTS T^n^* the antenna 22, and converts or demo&dates it into a 

310), the CPU 24 checks at step 330 whether a writing corresponding digital data. 

command has been^ived from the rewriting tool 14. K it 45 ^ CPU 24 calculates its answer data Ye from a function 

has been received (YES) the CPU 24 receives at step 340 data Fe(X) stored in the EEPROM 28 using the interrogatory 

ttJ? * T^^S* ^ nCW ^ a *° m ^ dataXwhichis also used to tran^^ 

rewriting tool 14. The new contents mdudes the program ID key 18 . ^ CPU 24 then checks whetherthe keTlS is an 

and new pro-am to be rewritten. The CPU 24 then writes authorized one by comparing the two calculated data Yt and 

at step 350 the received new data over ^ P^vious one 50 Ye . ^ embodiment will provide a higher anti-burglary 

stored in the designated addresses of the EEPROM 28. faction owing to the use of ciphered function data 

The CPU 24 then checks at step 360 whether the new data The present invention should not be limited to the 

have all been rewritten into the EEPROM 28, that is, embodiments described above, but may further be modified 

whether the rewriting operation has been completed. The as follows. 

CPU 24 repeats the above steps 340 to 360 until all new data 55 For instance, the key ID may be stored in the ROM 26 in 

have been rewritten. If the rewriting operation has been place of being stored in the EEPROM 28 so that it may not 

completed (YES), the CPU 24 outputs at step 370 a rewrit- be changed. The program rewriting may be enabled by 

ing completion signal to the rewriting tool 14 through the checking for an agreement between one of the key IDs or the 

communication lines 36. The rewriting tool 14 may prefer- program IDs. The key ID, control program and program ID 

ably be constructed to display a rewriting completion mes- 60 may be stored in separate memories using a plurality of 

sage on its display umL EEPROMs. The EEPROM may be replaced with other types 

According to the present embodiment, the rewriting is of rewritable ROMs. The rewriting control program maybe 

enabled only when the key ID agrees to the stored one in the stored in a non-rewritable ROM in place of storing it in the 

ECU 2. Thus, the rewriting operation is disabled when the rewriting tool 14 and downloading it into the RAM 30. The 

key 18 is an unauthorized one, improving the anti-burglary 65 ECU may be for a vehicle brake contml, trjm $mfcsirin 

function. As long as the key 18 is an authorized one, the control, susp ension control or the likepne transponder 5o| 

control program and data of the ECU 2 can be rewritten to f may be^rovToTd'^aTatelrfioiff'thg'toy 18. J 
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Further, an anti-burglary device may be provided sepa- 
rately from the ECU 2. That is, the anti-burglary device may 
be provided between the amplifier circuit 20 and the ECU 2. 
In this instance, the anti-burglary device is constructed to 
apply an engine-start enabling code to the ECU 2, after the 5 
agreement between the key Ids is confirmed by the anti- 
burglary device. The ECU 2 stores in its EEPROM an 
engine-start enabling code. The ECU 2 checks for an agree- 
ment of the engine-start enabling codes received from the 
anti-burglary device and stored in the EEPROM 28. 10 

Still further, in the case of using the ciphered function 
data, the key 18 may be determined as the authorized one as 
long as the calculation results Yt and Ye are in a predeter- 
mined relation. 

In addition, the microcomputer 8 may be programmed to 15 
disable the rewriting operation when a vehicle engine is in 
the cranking condition. In this instance, the microcomputer 
8 checks whether the engine is cranking, after step 165 
shown in FIG. 3 determines YES (flag-1). The microcom- 
puter S is allowed to execute the following step 170, only 20 
when it is confirmed that the engine is not in the cranking 
condition. The microcomputer 8 is programmed to disable 
the rewriting operation by just repeating a predetermined 
sequence of steps so that the rewriting process may be 
skipped, or to shut down a supply of power. 25 

The rewriting control may also be applied to other devices 
than vehicle control, as long as a program in a memory such 
as micro chip, floppy disk, hard disk, optical disk and the 
like is to be rewritten. 

What is claimed is: 30 

1. An electronic control apparatus comprising: 

a memory having a first storage area for storing an 
attestation data, and a second storage area for storing a 
control content required for controlling a control object 
and capable of rewriting the control content; 35 

input means for inputting a code data transmitted from an 
external device which allows an operation of the con- 
trol object; 

checking means for checking for an agreement between 
the transmitted code data and the stored attestation 40 
data; and 

rewriting means for rewriting the control content in the 
second storage area in response to a check result of the 
checking means. 

2. A program rewriting method for an electronic control 45 
unit comprising: 

connecting a rewriting tool to the electronic control unit 
which stores a program therein; 

transmitting a first code from a transponder to the elec- 
tronic control unit; 50 

checking for, within the electronic control unit, an agree- 
ment between the first code and a second code stored in 
the electronic control unit; 

transmitting a third code from the rewriting tool to the 
electronic control unit; 

checking for, within the electronic control unit, an agree- 
ment between the third code and a fourth code stored in 
the electronic control unit; 

transmitting a new program from the rewriting tool to the ^ 
electronic control unit, when check results of the 
checking steps are in predetermined relations, respec- 
tively; and 

rewriting the stored program by the new program. 

3. An electronic control apparatus comprising: 55 
a first non-volatile memory storing an attestation refer- 
ence data of a key; 
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a second non-volatile memory storing a control content 
required for controlling a control object, the second 
memory being capable of rewriting the control content 
in response to a predetermined operation of the key and 
an external rewriting command; 

retrieving means for retrieving an attestation data of the 
key; 

checking means for checking for an agreement between 
the retrieved attestation data and the stored reference 
data; and 

disabling means for disabling rewriting of the control 
content stored in the second non-volatile memory, 
when a check result of the checking means indicates a 
disagreement between the retrieved attestation data and 
the stored reference data. 

4. An electronic control apparatus of claim 3, wherein the 
control content includes at least one of a control program 
and a data used in execution of the control program. 

5. An electronic control apparatus of claim 3, wherein the 
first non-volatile memory is a rewritable type capable of 
rewriting the stored reference data. 

6. An electronic control apparatus of claim 3, wherein the 
first non-volatile memory is incapable of rewriting the stored 
reference data. 

7. An electronic control apparatus of claim 3, further 
comprising: 

a circuit for transmitting a request signal to a transponder 
associated with the key and receiving a response signal 
including the attestation data from the transponder. 

8. An electronic control apparatus comprising: 

a non-volatile memory storing a program and an attesta- 
tion data of the stored program, and capable of rewrit- 
ing the stored program; 

retrieving means for retrieving from an external device an 
attestation data of a new program to be written over the 
stored program; 

checking means for checking for an agreement between 
the retrieved attestation data of the new program and 
the stored identification data; and 

disabling means for disabling rewriting of the new pro- 
gram into the non-volatile memory, when a check result 
of the checking means indicates a disagreement 
between the retrieved attestation data and the stored 
attestation data. 

9. An electronic control apparatus of claim 8, wherein the 
attestation data is a predetermined identification data. 

10. An electronic control apparatus of claim 8, wherein 
the attestation data is a predetermined ciphered function 
data. 

11. An electronic control apparatus of claim 8, wherein: 
the non-volatile memory is for further storing a reference 

data; 

the retrieving means is for further retrieving a key data 
form the key; 

the checking means is for further checking for an agree- 
ment between the retrieved key data and the reference 
data; and 

disabling means for further disabling rewriting of the new 
program into the non-volatile memory, when a check 
result of the checking means indicates a disagreement 
between the retrieved key data and the stored reference 
data. 

12. An electronic control apparatus of claim 11, further 
comprising: 

prohibiting means for prohibiting execution of the pro- 
gram stored in the non-volatile memory when the check 
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result of the checking means indicates the disagreement 
between the retrieved key data and the stored reference 
data. 

13. An electronic control apparatus comprising: 

a memory having a first storage area for storing an 
attestation data, and a second storage area for storing a 
control content required for controlling a control object 
and capable of rewriting the control content; 

input means for inputting a code data transmitted from an 
external transponder; 

checking means for checking for an agreement between 
the transmitted code data and the stored attestation 
data; and 

rewriting means for rewriting the control content in the 
second storage area in response to a check result of the 
checking means. 

14. An electronic control apparatus of claim 13, wherein 
the rewriting means is for disabling rewriting of the control 
content in the second storage area, when a check result of the 
checking means indicates a disagreement between the trans- 
mitted code data and the stored attestation data. 

15. An electronic control apparatus of claim 13, wherein 
the rewriting means is for enabling rewriting of the control 
content in the second storage area, only when a check result 
of the checking means indicates the agreement between the 
transmitted code data and the stored attestation data. 

16. An electronic control apparatus of claim 13, wherein 
the memory, includes, as the first storage area, a non-volatile 
memory device capable of rewriting the stored attestation 
data. 

17. An electronic control apparatus of claim 13, wherein 
the memory includes, as the first storage area, a non-volatile 
memory device incapable of rewriting the stored attestation 
data. 

18. An electronic control apparatus of claim 13, wherein: 
the transmitted code data is stored in the transponder; 
the input means is for further transmitting a request signal 

to the transponder, and 
the transponder is for trarismitting the code data to the 
input means in response to the request signal. 
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19. An electronic control apparatus of claim 13, wherein 
a predetermined program sequence is repeated without 
rewriting, when a check result of the checking means 
indicates a disagreement between the transmitted code data 
and the stored attestation data. 

20. An electronic control apparatus of claim 13, wherein 
a power supply is shut down, when a check result of the 
checking means indicates a disagreement between the trans- 
mitted code data and the stored attestation data. 

21. An electronic control apparatus of claim 13, wherein 
the control content includes at least one of a control program 
and a data used in execution of the control program. 

22. An electronic control apparatus of claim 21, wherein: 
the second storage area is for further storing the data used 

in execution of the control program as another code 
data; 

the first storage area is for further storing program attes- 
tation data; 

the checking means is for further checking an agreement 
between the another code data and the program attes- 
tation data; and 

the rewriting means is for further disabling rewriting of 
the control program into the second storage area, when 
a check result of the checking means indicates a 
disagreement between the another code data and the 
program attestation data. 

23. An electronic control apparatus of claim 22, wherein 
the another code data is a ciphered function data. 

24. An electronic control apparatus of claim 13, wherein 
the control content is a control program for controlling an 
engine of a vehicle. 

25. An electronic control apparatus of claim 24, wherein 
the transponder is integrated with a key for operating the 
engine. 

26. An electronic control apparatus of claim 25, wherein 
the rewriting means is for further rewriting the control data 
when the key is inserted into a key cylinder and before the 
engine is operated 
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ABSTRACT 



A system comprising a vehicle on-board computer; and a 
wireless transponder device coupled to the vehicle on-board 
computer. The system performs a variety of functions 
because of its ability to transmit and receive data from other 
transponders which may be remote from the vehicle or 
located in the vehicle at a location spaced apart from the 
system. Remote transponders are spaced apart from the 
vehicle. The remote transponders can be positioned, for 
example, at a gas station, toll booth, service center, 
dealership, parking lot, or along a roadside. 

41 Claims, 4 Drawing Sheets 
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RFTD SYSTEM IN COMMUNICATION WITH 
VEHICLE ON BOARD COMPUTER 

CROSS REFERENCE TO RELATED 
APPLICATION 

This is a Continuation of U.S. patent application Sen No. 
08/759,737, filed Dec. 6, 1996, now U.S. PaL No. 5,995,898, 
Issued Nov. 30, 1999, and titled "RFTD System in Commu- 
nication with Vehicle On-Board Computer". 

TECHNICAL FIELD 

Hie invention relates to on-board vehicle computer sys- 
tems and to radio frequency identification devices. 

BACKGROUND OF THE INVENTION 
On-board vehicle computer systems are known in the art 
Such systems monitor and control operations of mechanical 
vehicle systems, including vehicle engine systems, trans- 
mission systems, brake systems, suspension systems, and 
display systems. On-board computer systems receive infor- 
mation from various sensors, such as engine speed sensors, 
manifold pressure sensors, etc. The on-board computer 
systems can control systems such as by controlling mixture, 
fluid flow, etc., by controlling electronic systems, or by 
controlling solenoid-actuated valves that regulate flow of 
hydraulic fluid One such computerized vehicle system is 
described in U.S. Pat. No. 4,875,391 to Leising et al. 
(incorporated by reference). A system for interfacing with a 
vehicle computer is disclosed in U.S. Pat No. 5,459,660 to 
Berra (incorporated by reference); and a system for repro- 
gramming vehicle computers is disclosed in U.S. Pat. No. 
5,278,759 to Berra et al. (incorporated by reference). Ger- 
man Patent Document DE 35 40 599 Al discloses an 
on-board vehicle computer having a display system that is 
arranged in an instrument cluster of a dashboard of a vehicle. 
An on-board computer for a motor vehicle is also disclosed 
in U.S. Pat. No. 5,150,690 to Ebner et al. (incorporated by 
reference). 

Many vehicles employ several separate microprocessor 
based computer systems which cooperate with one another. 
On-board communications systems typically include data 
busses to enable data communication between such vehicle 
computer systems. Such data bus technology is disclosed in 
U.S. Pat Nos. 4,706,082; 4,719,458; 4,739,323; 4,739,324; 
and 4,742,349 (all of which are incorporated by reference). 
Such communications systems may employ multiplexing so 
that simple wire harnesses can be employed for data trans- 
mission. In many vehicles, direct access may be provided to 
monitored data on a real time basis, so that display tools and 
engine analyzers may be used to perform a more complete 
diagnosis of engine problems than can be performed by 
on-board computers. For example, a data terminal connected 
to an input/output port of the vehicle computer or to an 
electronic control module may be provided under a 
dashboard, as described in U.S. Pat No. 4,853,850 to Krass, 
Jr. et al. (incorporated by reference). 

Because of heavy reliance on on-board computer systems, 
vehicles presently sold in the United States provide a 
standardized diagnostic interface according to a "OBDIV 
CARB" standards requirement The OBDII/CARB require- 
ment offers a choice between, a J1850 specification and an 
IS09141 (International Standards Organization) specifica- 
tion. The OBDII requirement, the J1850 standard, and the 
IS09141 specification are incorporated herein by reference. 

It is also known to use hand held display tools to display 
code values generated by vehicle computers. Such hand held 
display tools are described in U.S. Pat. No. 4,602,127 to 
Neely et al. 
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SUMMARY OF THE INVENTION 

A system comprising a vehicle on-board computer; and a 
wireless transponder device coupled to the vehicle on-board 

s computer. The system performs a variety of functions 
because of its ability to transmit and receive data from other 
transponders which may be remote from the vehicle or 
located in the vehicle at a location spaced apart from the 
system. Remote transponders are spaced apart from the 

10 vehicle. The remote transponders can be positioned, for 
example, at a gas station, toll booth, service center, 
dealership, parking lot, or along a roadside. 

BRIEF DESCRIPTION OF THE DRAWINGS 

15 Preferred embodiments of the invention are described 
below with reference to the following accompanying draw- 
ings. 

FIG. 1 is a perspective view of a vehicle embodying the 
invention. 

20 

FIG. 2 is a block diagram illustrating a system in accor- 
dance with one embodiment of the invention. 

FIG. 3 is a block diagram illustrating a system in accor- 
dance with a more particular embodiment of the invention. 
25 FIG. 4 is a block diagram illustrating a system in accor- 
dance with an alternative embodiment of the invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

30 This disclosure of the invention is submitted in further- 
ance of the constitutional purposes of the U.S. Patent Laws 
"to promote the progress of science and useful arts" (Article 
1, Section 8). 

35 The figures show a vehicle 10 embodying the invention. 
The vehicle 10 includes an on-board computer (and 
memory) 12 in communication with wireless transponder 
circuitry 14 (FIG. 2). In the illustrated embodiment, the 
wireless transponder circuitry 14 comprises RFTD circuitry 

^ including memory. In an alternative embodiment, the wire- 
less transponder circuitry 14 comprises infrared transponder 
circuitry. One example of a vehicle on-board computer is 
disclosed in U.S. Pat. No. 4,875,391 to Berra (incorporated 
by reference). An example of RFID circuitry is disclosed in 
commonly assigned U.S. patent application Ser. No. 08S/7O5, 
043, filed Aug. 29, 1996 (incorporated by reference). 

In one embodiment, the RFID circuitry 14 and vehicle 
on-board computer 12 are provided in a common module or 
housing 13 that can be easily installed in or removed from 

50 a vehicle. Thus, the combination of the vehicle on-board 
computer memory 12, and the RFID circuitry including 
memory 14, can be used to replace existing vehicle on-board 
computers by swapping modules. The vehicle on-board 
computer 12, and the RFID circuitry 14 can also be installed 

55 as new equipment in new vehicles instead of as a retrofit 
item. In one embodiment, the RFID circuitry 14 is provided 
on a common (substantially planar) substrate 15 with the 
vehicle on-board computer (and memory) 12. 

The RFID circuitry 14 includes, in the illustrated 

60 embodiment, an integrated circuit having a transmitter, a 
receiver, a microprocessor, and a memory. 

In one embodiment, the RFID circuitry 14 is in serial 
communication with the vehicle on-board computer and 
memory 12. More particularly, the RFID circuitry 14 

65 includes a serial data pin. Other forms of communication; 
e.g., using dual-ported RAM, can be employed. In one 
embodiment, the vehicle on-board computer and memory 12 
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is spaced apart in the vehicle from the RFID circuitry 14, and speed sensor 42, an odometer sensor 44, a fuel level sensor 

the RFID circuitry communicates with the vehicle on-board 46, an ABS braking system sensor 48, transmission sensor 

computer and memory 12 via a data communications bus 60, a clock 52, and any other sensors typically employed 

such as that described in U.S. PaL No. 4,853,850 to Krass, with vehicle on-board computers, or that can be employed 

Jr. et al. (incorporated by reference), or U.S. Pat. No. 5 with vehicle on-board computers. In one embodiment, the 

5,459,660 to Berra (incorporated by reference). The com- clock 52 is incorporated in the vehicle on-board computer 12 

bination of the vehicle on-board computer and memory 12 or in the RFID circuitry 14. In one embodiment, the vehicle 

and RFID circuitry 14 define a system 16. 10 includes, in communication with the system 16, systems 

The vehicle 10 further includes an antenna 18 connected and sensors such as those described in the following patents 

to the RFID circuitry 14. The antenna 18 can either be 10 (all of which are incorporated herein by. reference): U.S. Pat. 

supported by the system 16, or can be located at another No. 4,168,679 to Ikeura et al; U.S. Pat. No. 4,237330 to 

location of the vehicle 10, and connected to the RFID Stivender, U.S. Pat. No. 4,335,695 to Phipps; U.S. Pat No. 

circuitry 14 via a cable. 4,524,745 to Torninari et aL; and U.S. PaL No. 4,552,116 to 

The RFID circuitry 14 communicates with a remote Kuroiwa et al. 

interrogator 20 controlled by a controller system 22. 15 Thus, the system 16 can be used to remotely convey 

The system 16 performs a variety of functions because of vehicle performance data measured by the sensors. It is now 

its ability to transmit and receive data from transponders 20. possible, therefore, for a garage or service station to diag- 

The transponders 20 may include remote transponders, or nose a problem with the vehicle 10 without needing to 

one or more transponders in the vehicle, but spaced apart physically connect diagnostic equipment to the vehicle 10. 

from the system 16. The remote transponders 20 are typi- 20 It is possible for a garage to begin to diagnose a problem 

cally interrogators which are spaced apart from the vehicle. with the vehicle as the vehicle is driven into the service 

The remote interrogators can be positioned, for example, at station. In one embodiment, the system 16 includes infor- 

a gas station, toll booth, service center, dealership, parking mation identifying the vehicle or the owner of the vehicle, 

lot, or along a roadside. In this embodiment, the garage or service station will know 

In another embodiment, the circuitry 14 defines an 25 the name of the owner of the vehicle as the owner drives in 

interrogator, and the transponders 20 define RFID circuits to ^ c service station, before the owner gets out of the 

described in detail in U.S. patent application Ser. No. vehicle. 

08/705,043* and having unique identification codes. Thus, in In one embodiment using the system 16, vehicle history 
this embodiment, the location of the interrogators and RFID is logged in memory (either in the vehicle on-board corn- 
devices is switched. In one embodiment, the RFID circuitry 30 puter 12, or in the RFID circuitry 14). For example, the 
and an interrogator are both located on the same vehicle for vehicle on-board computer can be programmed to periodi- 
data communications in the vehicle without using a standard cally store readings from any or all of the various sensors 26, 
data bus or wiring harness. 28, 30, 32, 34, 36, 38, 40, 42, 44, 52, 46, 48, and 50. This 

The system 16 provides for remote communication of the 35 information can then be read remotely after the information 

vehicle on-board computer for a variety of purposes. has teen logged. 

For example, telemetry of vehicle performance data can In one embodiment, the system 16 is used in a rental 

be performed More particularly, as shown in FIG. 3, the vehicle facility. In this embodiment a unique code identify- 

vehicle 10 includes a motor or engine 24, and the system 16 ing a vehicle is stored in memory in the system 16, and a 

communicates with a plurality of sensors measuring various ^ remote transponder is located at a controlled access point of 

parameters of the motor 24, or of the vehicle 10 in general. a rental car return facility. When the vehicle is returned, the 

Such sensors are typically read by the vehicle on-board remote transponder communicates with the RFID circuitry 

computer 12; however, in alternative embodiments, sensors 14 so as to remotely receive the vehicle identifying data 

which are not read by the vehicle on-board computer 12 may when the vehicle passes the controlled access point. In one 

be read directly by the RFID circuitry 14. 45 embodiment, the remote transponder receives mileage infbr- 

In one embodiment, the vehicle 10 is an electric vehicle, mation from the returned vehicle. In another embodiment, 

and the motor 24 is an electric motor. In this embodiment, me remote transponder receives fuel level information from 

the vehicle on-board computer 12 performs such functions toe returned vehicle. Using such information, a bill can be 

as controlling power applied to the motor 24 based on angle calculated immediately, reducing human labor needed at car 

of inclination of an accelerator actuator, controlling braking, 50 rental facilities. The system 16 can also be used to log, via 

controlling operation of a flywheel that stores mechanical remote communications with a remote transponder, when a 

energy on braking, and controlling other functions typically rental vehicle leaves the rental facility (using the unique 

controlled in electric vehicles. For example, in one identification code), so mat me start of me rental period can 

embodiment, the on-board computer 12 controllably reduces De determined automatically. 

power delivery to the motor during braking, so that braking 55 Further, information can be transmitted to memory (either 

in response to actuation of a brake pedal is gradual and feels in the vehicle on-board computer 12, or in the RFID 

like braking in a more conventional vehicle of the type circuitry 14) remotely. Such information can include vehicle 

including an internal combustion engine. history information including maintenance records, owner- 

In another embodiment, the motor 24 is an internal ship data, purchase price for the vehicle, purchase date of the 

combustion engine. 60 vehicle, option packages installed at the factory, options 

In the embodiment shown in FIG. 3, the sensors include added to the vehicle after purchase, warranty records, or 

any or all of the following sensors: an exhaust gas sensor 18 other information. 

(or 0 2 sensor), an engine knock sensor 28, an oil pressure In one embodiment, the system 16 is used as a remote 

sensor 30, an engine temperature sensor 32, a battery voltage access credit or debit card. This may be particularly conve- 

sensor 34, an alternator current sensor (or charging amps 65 nient for purchasing items associated with vehicles, such as 

sensor) 36, an engine RPM sensor (or tachometer) 38, an fuel, oil, maintenance, etc., for payment of toll or parking 

accelerator pedal or throttle position sensor 40, a vehicle garage payment, or for payment of cellular phone time. In 
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this embodiment, some form of access control is provided to vehicle or limit the RPM of the engine or downshift the 

the portion of the memory in the system 16 which contains transmission, overriding user actuable controls (e.g. 

credits for the debit card. These credits can be incremented accelerator), etc. In this embodiment, the speed of the 

remotely, by a remote transponder 20, which possesses a vehicle 10 is controlled by the electronic ignition 56 (for 

password to gam access to me portion of memory containing 5 vehicles with internal combustion engines), by a motor 

the credits for the debit card. Such a password would control system (for electric vehicles), or the vehicle 10 

normally be held, for example, by a bank, or credit union, or includes a cruise control system 66 controlling the speed of 

other service provider which accepts the debit card. In this the vehicle 10. 

embodiment^ the system 16 is programmed to operate as a ^ embodiment, speed limit signs include tran- 

conventional debtf ^except that payment can be made io 20 transmitting a signal indicative of maximum 

remotely using the RFID circuitry 14. After payment is ^ed for the road or highway, which signals are received by 

made, by reducmg the credit balance in the memory, the me RFID circuitry 14 and commumcated to the vehicle 

RFTO circuitry 14 indicates to the remote transponder 20 oa . board ^ ter md m n which Hmits vehicle 

seeking payment that payment has been made. ^ to ^ ^ ^ Mcmrtvcly, the vehicle 

The system 16 can also be used as a credit card (such as 15 includes an actuator allowing the driver to set a vehicle 

a oil company/gasoline credit card, or a bank-issued credit speed relative to the speed received by the speed limit 

card). In this embodiment, credit card account information, transponder. 

includingacre^t^niimberisstorrfmthe memoryof the TWo tiered speed transponders can also be employed, 

system 16 and * transmuted by the RFID circuitry 14 to a mcluding tra^^ers Emitting a recommended s£ed 

transponder 20 to mate a payment Other m&nnaUon that 20 ( ^ ^ ^ trans ^ ndeis 

may be stored and transmitted include . expiration date, ting speed limit information. In this embodiment, the vehicle 

cardhoUer name, zip code, cardhoMer billing address, bank includes actuators for selecting controlling vehicle speed 

name, bank phone number, etc If the system 16 is being K]a&vc to onc or ^ other ^ of speJt^ansponderTm 

used as a credit card, payment history or purchase history , , ,. r v ^ 

may be stored in the memory of the system 16 » , embodlmen, ' trans P ondeis 20 positioned 

it .1. ic ■ j j . . , , . along a roadway, and the system 16 uses these signals to 

If the system 16 is used as a debit card, the appropriate determine its ^ on ^ £ maintain ^ veMci rwithto 

m ^T 3 ^ \7?rT ,1 **. if the driver falls asleep at the wheel, or 
60. If the system 16 is used as a credit card, the account desires to relinquish steering control In this embodiment, 
mmiber information and programmmg defines credit card ^ me vehicle 10 includes a steering control system 58 which 
^ * . controls steering of the vehicle. In one embodiment, the 
The system 16 is also used, in one embodiment, as an system is a safety system which overrides the user actuable 
intelligent roadside communications link for intelligent control (e.g. steering wheel) when the system 16 determines 
highway applications, or intelligent transportation systems. that the vehicle is about to gp off the road. Such a steering 
For example, if the vehicle 10 approaches a stop sign having 35 control system can be turned on or off by the user For 
a transponder 20, the RFID circuitry 14 will recognize that example, the user (driver) selectively turns on the steering 
the vehicle is approaching a stop sign, and will sound an control system 58 upon entering a highway, and turns off the 
alarm m the vehicle 10, or may effect application of the steering control system 58 if he or she desires to leave the 
brakes of the vehicle or reduction in vehicle speed. In this highway or to pull off the road. The steering control system 
embodiment, the vehicle 10 includes a brake control system ^ 58 can also be used for completely automated steering of a 
54 (FIG. 4) that selectively applies the brakes in response to passenger vehicle, receiving signals from the transponders 
an appropriate command from a transponder 20. In one 20 along the road to guide the vehicle 10. Such a system may 
embodiment, where the vehicle 10 includes an internal be similar to the system described in U.S. Pat No. 5,189,612 
combustion engine, the vehicle 10 includes an electronic (incorporated herein by reference) except that radio ? fre- 
lgnition system 56 that selectively reduces vehicle speed in 45 quency transponders are employed instead of buried mag- 
response to an appropriate command from a transponder 20. netic markers. In one embodiment, the vehicle may be a 
In another embodiment, where the vehicle 10 is an electric remotely controlled tractor or robot vehicle as opposed to a 
vehicle, the vehicle includes a braking system (as described passenger vehicle. 

above) that selectively reduces vehicle speed in response to Using a transponder 20, information from external 

an appropriate cornmand from a transponder 20 (such as by 5Q ^J^o'T^ Sr S 

5 mmiwai *u C i S y iu <x uywuccij. to the system 16 for such applications as remote service 

In one embodiment, the system 16 uses signal strength to adjustments of the engine 24, e.g., by adjusting the elec- 
toermine vehicle distance relative to the transponder 20. tronic ignition 56. In one embodiment, a transponder 20 is 
Tnis information is used, in one embodiment, to determine 55 used for remote loading of debit card data or credits. In one 
whether to merely reduce engine speed, or to apply brakes. embodiment, a transponder 20 is used for remote control of 
to one embodiment, distance is used by the system to the brakes or steering (as described above). In one 
determine what level of braking should be employed, and embodiment, a transponder 20 is used to transfer travel 
this information is used to appropriately control the brake information to the vehicle (e.g., indicating what services are 
control system 54. 6Q available at the next exit, indicating distances to various 

In one embodiment, the RFID circuitry 14 transmits the points, etc.). 
speed of the vehicle for monitoring by police. In an alter- In one embodiment, navigational maps or data from maps 
native embodiment, a transponder 20 transmits a signal are transmitted to the system 16 by a remote transponder 20 
warning of dangerous road conditions, such as fog, flooding, at various locations (e.g., upon entering a state or city) In 
or an accident ahead, which signal is received by the RFID 65 such embodiments, the vehicle 10 includes a navigational 
circuitry 14, and causes the vehicle on-board computer 12 to display 64 displaying maps selected by the user or driver 
reduce the speed of the engine or limit the speed of the including maps of the particular area in which the user or 
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driver is presently driving, and plotting items such as 
gasoline stations, motels, restaurants, or other providers of 
goods or services. The system 16, if requested, determines 
which map to display, determines where the vehicle 10 is 
located, and plots the location of the vehicle on a map or 5 
choose an appropriate map for the location of the vehicle. 

More particularly, in one embodiment, transponders 20 
each have their own identification codes, and the RFID 
circuitry 14 determines where the vehicle 10 is located (e.g., 
using triangulation) based on when the RFID circuitry 14 10 
communicated with one or more particular transponders, the 
location of those transponders, and the speed of the vehicle 
10 as read by the speed sensor (and, in one embodiment, 
based on signal strength or rate of change of signal strength). 

Similarly, state agencies or friends or relatives can deter- 15 
mine the position of a particular vehicle 10. 

More particularly, different vehicles 10 include different 
unique identification codes stored in the system 16, and 
these identification code are transmitted to transponders 20 
as the vehicles pass within communications range of these 20 
transponders 20. A system external to the vehicle can 
determine (e.g., using triangulation) the location of the 
vehicle based on when a particular vehicle's system 16 
communicated with particular transponders 20, the location 
of those transponders 20, and the speed of the vehicle as read 25 
by the speed sensor 42 (and, in one embodiment, based on 
signal strength or rate of change of signal strength). 

This unique identification code can also be used for other 
purposes, such as for iriforming garages or maintenance 3Q 
facilities of the name of the vehicle owner as the vehicle 
pulls into the maintenance facility. The unique identification 
code can also be used in toll systems, parking lots, or other 
pay systems in which the system 16 does not act as a debit 
card. More particularly, a transponder at a toll booth, parking 35 
lot, etc., reads the unique identification code and debits an 
account associated with that particular identification code. 

Various other applications for the system 16 will readily 
be apparent to those of ordinary skill in the art 

In compliance with the statute, the invention has been 40 
described in language more or less specific as to structural 
and methodical features. It is to be understood, however, that 
the invention is not limited to the specific features shown 
and described, since the means herein disclosed comprise 
preferred forms of putting the invention into effect. The 45 
invention is, therefore, claimed in any of its forms or 
modifications within the proper scope of the appended 
claims appropriately interpreted in accordance with the 
doctrine of equivalents. 

What is claimed is: 50 

1. An electric vehicle comprising: 
a battery, 

an electric motor coupled to the battery to receive power 
from the battery; 

a sensor measuring a parameter of the electric motor; 55 

a vehicle on -board computer; and 

a radio frequency transponder in communication with the 
vehicle on-board computer and transmitting informa- 
tion measured by the sensor by radio frequency in 6Q 
response to a radio frequency interrogation by an 
interrogator. 

2. An electric vehicle comprising: 
an electric motor, 

a control system controlling the electric motor; & 
a sensor providing a signal indicative of speed of the 
vehicle; 
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a vehicle on-board computer in communication with the 
control system and selectively causing the control 
system to adjust at least one operating parameter of the 
electric motor; and 

a radio frequency transponder in communication with the 
vehicle on-board computer, and causing the control 
system to adjust the operating parameter of the electric 
motor to reduce speed of the vehicle in response to 
receiving an adjustment signal from the interrogator via 
radio frequency. 

3. A vehicle comprising: 

an internal combustion engine; 

a control system controlling the internal combustion 
engine; 

a sensor providing a signal indicative of speed of the 
vehicle; 

a vehicle on-board computer in communication with the 
control system and selectively causing the control 
system to adjust at least one operating parameter of the 
internal combustion engine; and 

a radio frequency transponder in communication with the 
vehicle on-board computer, and causing the control 
system to adjust the operating parameter of the internal 
combustion engine to reduce speed. 

4. A vehicle comprising: 

an internal combustion engine; 

a control system controlling at least one operating param- 
eter of the internal combustion engine; 

a plurality of sensors measuring a plurality of parameters 
of the internal combustion engine; 

a vehicle on-board computer in communication with the 
control system and selectively causing the control 
system to adjust the at least one operating parameter of 
the internal combustion engine; and 

a radio frequency transponder in communication with the 
vehicle on-board computer and transmitting informa- 
tion measured by the sensors by radio frequency in 
response to a radio frequency interrogation by an 
interrogator, and causing the on-board computer to 
adjust the at least one operating parameter of the 
internal combustion engine in response to receiving an 
adjustment signal from the interrogator via radio fre- 
quency. 

5. A vehicle in accordance with claim 4 and further 
comprising an electronic ignition system in communication 
with the internal combustion engine and controlling timing 
of the internal combustion engine, and wherein the on-board 
computer adjusts timing of the internal combustion engine in 
response to receiving an adjustment signal from the inter- 
rogator via radio frequency. 

6. A vehicle in accordance with claim 4 wherein the 
sensors comprise an exhaust sensor. 

7. A vehicle in accordance with claim 4 wherein the 
sensors comprise an engine knock sensor. 

8. A vehicle in accordance with claim 4 wherein the 
sensors comprise an engine RPM sensor. 

9. A system for telemetry of vehicle performance data in 
a vehicle including an internal combustion engine, the 
system comprising: 

a vehicle on-board computer; 

a radio frequency transponder in communication with the 
vehicle on-board computer, the radio frequency tran- 
sponder including an integrated circuit having a 
transmitter, a receiver, and a microprocessor coupled to 
the transmitter and receiver, . 
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an engine temperature sensor configured to measure the date of the vehicle in the memory and selectively reading the 

temperature of the engine; and information indicative of purchase price from the memory 

a battery voltage sensor, wherein the radio frequency via wireless communications, 

transponder is configured to transmit information mea- 17. A method in accordance with claim U and further 

sured by a selected one of the sensors by radio fre- 5 comprising storing information indicative of vehicle 

quency transmission in response to a radio frequency installed options in the memory and selectively reading the 

interrogation by an interrogator and depending on what information indicative of vehicle installed options from the 

information is requested by the interrogator. memory via wireless communications. 

10. A system for telemetry of vehicle performance data, 18. A method in accordance with claim 11 and further 

the system comprising: io comprising storing information indicative of repairs made to 

a vehicle on-board computer system; me vehicle and selectively reading the information indica- 

a radio frequency identification device in communication ^ve of repairs from the memory via wireless communica- 

with the on-board computer system, the radio fre- tions. 

quency identification device including an integrated 19 * A method of logging vehicle history, the method 

circuit having a transmitter, a receiver, and a micro- 15 comprising: 

processor, providing a memory in a vehicle, the vehicle having an 

an oil pressure sensor, the oil pressure sensor being in engine and a vehicle on-board computer coupled to the 

communication with the on-board computer system engine; 

and configured to communicate oil pressure to the coupling a wireless communication device to the vehicle 

on-board computer system, 20 on-board computer, the wireless communication device 

the radio frequency identification device transmitting the including an integrated circuit having a transmitter, a 

data communicated to the on-board computer system in receiver; 

response to a radio frequency interrogation being periodically storing information from the vehicle 

received by the radio frequency identification device ^ on-board computer in the memory; and 

from an interrogator; and communicating with the wireless communication device 

a battery voltage sensor, wherein the radio frequency and reading from the memory at a location spaced apart 

transponder transmits information measured by a from the vehicle. 

selected one of the sensors by radio frequency in 20. A method in accordance with claim 19 and further 

response to a radio frequency interrogation by an ^ comprising storing data representative of engine perfor- 

interrogator and depending on what information is mance m the memory and selectively reading the data 

requested by the interrogator. representative of engine performance from the memory via 

U. A method of logging vehicle history, the method wireless communications, 

comprising: 21. A method in accordance with claim 19 and further 

supporting a memory in a vehicle, the vehicle having a 35 comprising storing a vehicle maintenance record in the 

transmission; memory and selectively reading the vehicle maintenance 

coupling a wireless communication device to a vehicle record from the memory via wireless communications, 

on-board computer of the vehicle, the wireless com- 22. A method in accordance with claim 19 and further 

munication device including an integrated circuit hav- comprising storing information identifying the owner of the 

ing a transmitter, and a receiver coupled to the memory; 40 vehicle in the memory and selectively reading the informa- 

periodically storing information representative of trans- tion identifying the owner from the memory via wireless 

mission performance in the memory; and communications. 

coinmunicating with the wireless communication device 23. A method in accordance with claim 19 and further 

to read the data representative of transmission perfor- comprising storing information indicative of the purchase 

mance from the memory from a location spaced apart 45 price of the vehicle in the memory and selectively reading 

from the vehicle. the information indicative of purchase price from the 

12. A method in accordance with claim U and further memory via wireless communications. 

comprising storing data representative of transmission per- 24. A method in accordance with claim 19 and further 

fonnance in the memory and selectively reading the data comprising storing information indicative of the purchase 

representative of transmission performance from the 50 date of the vehicle in the memory and selectively reading the 

memory via wireless communications. information indicative of purchase price from the memory 

13. A method in accordance with claim 11 and further via wireless communications. 

comprising storing a vehicle maintenance record in the 25. A method in accordance with claim 19 and further 

memory and selectively reading the vehicle maintenance comprising storing information indicative of vehicle 

record from the memory via wireless communications. 55 installed options in the memory and selectively reading the 

14. A method in accordance with claim 11 and further information indicative of vehicle installed options from the 
comprising storing information identifying the owner of the memory via wireless communications. 

vehicle in the memory and selectively reading the informa- 26. A method in accordance with claim 19 and further 

tion identifying the owner from the memory via wireless comprising storing information indicative of repairs made to 

communications. 60 the vehicle and selectively reading the information indica- 

15. A method in accordance with claim U and further tive of repairs from the memory via wireless communica- 
comprising storing information indicative of the purchase tions. 

price of the vehicle in the memory and selectively reading 27. A method of logging data from vehicles, the method 

the information indicative of purchase price from the comprising: 

memory via wireless communications. 65 providing a system including a radio frequency transpon- 

16. A method in accordance with claim 11 and further der device, and a vehicle on-board computer in a 
comprising storing information indicative of the purchase vehicle, the radio frequency transponder device inchid- 
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ing an integrated circuit having a memory configured to 
store data identifying the vehicle and having a micro- 
processor coupled to the memory; 
providing a mileage sensor in the vehicle, in communi- 
cation with the radio frequency transponder device, the 5 
mileage sensor being configured to generate mileage 
information; 

locating a remote transponder at a controlled access point 
of a vehicle facility; and 

causing the remote transponder to communicate with the 10 
radio frequency transponder device so as to receive via 
wireless communications the identifying data and mile- 
age information when the vehicle passes the controlled 
access point and thereby determine that the vehicle has 
passed the controlled access point. 

28. A method in accordance with claim 27 and further 
comprising providing an additional sensor in communica- 
tion with the radio frequency transponder device, and caus- 
ing the remote transponder to communicate with the radio 
frequency transponder device so as to receive via wireless 
communications data sensed by the additional sensor when 20 
the vehicle passes the controlled access point 

29. A method in accordance with claim 28 wherein the 
additional sensor is a fuel level sensor. 

30. A method in accordance with claim 28 wherein the 
additional sensor is an oil pressure sensor. 25 

31. A method in accordance with claim 28 wherein the 
additional sensor is an engine knock sensor. 

32. A method in accordance with claim 28 wherein the 
additional sensor is an engine temperature sensor. 

33. A method in accordance with claim 28 wherein the 30 
additional sensor is an exhaust gas sensor. 

34. A method in accordance with claim 28 wherein the 
additional sensor is a battery voltage sensor. 

35. A method in accordance with claim 28 wherein the 
additional sensor is an alternator current sensor. 35 

36. A vehicle system for communicating with radio fre- 
quency interrogators provided along a road or highway, the 
system receiving a signal indicative of vehicle speed from a 
speed sensor, the system comprising: 

a vehicle on-board computer in communication with the 40 
speed sensor, and 

a radio frequency identification device in communication 
with the vehicle on-board computer, the radio fre- 
quency identification device providing an identification 
code identifying the vehicle; 

the radio frequency identification device being operable to 
transmit the identification code to interrogators that the 
vehicle passes and receives information from the inter- 
rogator representative of the location of the interroga- 
tor, 

wherein the on-board computer predicts the present loca- 
tion of the vehicle based on when the radio frequency 
identification device communicated with interrogators, 
the locations of those interrogators, and the speed of the 55 
vehicle read by the speed sensor. 

37. A method of detennining the location of a vehicle, the 
method comprising: 

providing a plurality of radio frequency interrogators at 
various locations; 60 

providing a radio frequency identification device in the 
vehicle, the radio frequency identification device 
including an integrated circuit having a memory, a 
transmitter, a receiver, and a microprocessor, and pro- 
viding an identification code identifying the vehicle; 55 

causing individual interrogators to determine the identi- 
fication code when the vehicle passes sufficiently close 
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to the individual interrogators that the radio frequency 
identification device is within communication range; 

storing the time the vehicle passed a given interrogator; 
and 

predicting the present location of the vehicle based on 
when the radio frequency identification device com- 
municated with individual interrogators and the loca- 
tions of those individual interrogators. 

38. A method of determining the location of a vehicle, the 
method comprising: 

providing a plurality of radio frequency interrogators at 
various locations; 

providing a vehicle speed sensor in the vehicle; 

providing a vehicle on-board computer in communication 
with the speed sensor; 

connecting a radio frequency identification device to the 
vehicle on-board computer, the radio frequency iden- 
tification device providing an identification code iden- 
tifying the vehicle; 

causing individual interrogators to determine the identi- 
fication code when the vehicle passes sufficiently close 
to the interrogator that the radio frequency identifica- 
tion device is within communication range; 

storing the time the vehicle passed a given interrogator; 
and 

predicting the present location of the vehicle based on 
when the radio frequency identification device com- 
municated with individual interrogators, the locations 
of those individual interrogators, and the speed of the 
vehicle read by the speed sensor. 

39. An automatic parking fee payment system for a 
vehicle, for paying a parking fee and gaining access to a 
parking lot while the vehicle moves, comprising: 

a vehicle on-board computer system; 

a radio frequency transponder device in communication 
with the on-board computer system, the radio fre- 
quency transponder device including an integrated cir- 
cuit having a transmitter, a receiver, and a micropro- 
cessor; 

a memory storing a credit balance, the system being 
configured to reduce the credit balance being reduced 
when the radio frequency transponder device receives 
a radio frequency communication indicating that park- 
ing payment is due, the radio frequency transponder 
device commumcating to the parking lot that payment 
for parking was made; and 

circuitry which restricts access to the memory such that 
available credit can only be increased using a pass- 
word. 

40. A method of paying for vehicle maintenance, the 
method comprising: 

supporting a radio frequency transponder device on the 
vehicle, the radio frequency identification device 
including a single integrated circuit having a 
transmitter, receiver, memory, and microprocessor, the 
radio frequency transponder device including a 
memory storing a credit balance; and 
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causing the radio frequency transponder to selectively 
reduce the credit balance in response to a radio, fre- 
quency command from an interrogator indicating that 
payment is due for maintenance supplied to the vehicle. 

41. A method of paying for vehicle maintenance, the 
method comprising: 

supporting a radio frequency transponder device from the 
vehicle, the radio frequency identification device 
including a single integrated circuit having a 
transmitter, receiver, memory, and microprocessor, the 



14 

radio frequency transponder device including debit 
card information and a memory storing a credit bal- 
ance; and 

causing the radio frequency transponder to selectively 
reduce the credit balance in response to a radio fre- 
quency command from an interrogator indicating that 
payment is due for maintenance supplied to the vehicle. 
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(57) ABSTRACT 

A security system including tracking units or readers carried 
or mounted on mobile units to operatively communicate 
status signals indicating identity, location, direction of 
travel, and a number of alarm conditions to a local moni- 
toring station. The tracking units or readers are equipped 
with an infrared receiver to receive infrared location signals 
transmitted by fixed infrared transmitters located throughout 
the area to be monitored Each infrared transmitter transmits 
a unique location signal The tracking unit is operative to 
transmit a radio frequency watchdog signal that includes the 
last two location signals received, indicating the time lapsed 
since receipt of those location signals, a unique identifica- 
tion signal indicative of the and any applicable alarm signals 
triggered by predetermined conditions to which the tracking 
unit is also operative to detect. The monitoring station 
includes a computer which is operative to receive the 
watchdog signal by way of radio frequency receivers located 
throughout the area being monitored and translate the watch- 
dog signal into useful displays including printed text on a 
printer, computer monitor graphic and text displays, and 
audible alarms. 
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PERSONAL DURESS SECURITY SYSTEM 

This application is a Continuation of application Ser. No. 
08/167,216, filed Dec. 16, 1993, which issued as U.S. Pat. 
No. 5,708,417 on Jan. 13, 1998. That application, in its 5 
entirety, is hereby expressly incorporated herein by refer- 
ence. 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 10 
The present invention relates in general to the field of 

security devices, and, in particular, to a system which may 
be utilized to track the whereabouts and status of a plurality 
tracking units carried by persons or items located about a 
substantial area of interest such as an office building, school 15 
campus, hospital, or prison facility, and to communicate data 
on the status of these persons or items to a central monitor- 
ing station. 

2. Description of the Prior Art 

There has long been a need for a security system to 20 
provide accurate, meaningful, real time monitoring of per- 
sons and objects throughout large areas such as automobile 
sales lots, office buildings, school campuses, hospitals, and 
prison facilities. In order for security and loss-prevention 
professionals to adequately protect the persons and property ^ 
under their care and supervision, it is necessary for such a 
security system to indicate the current location of the 
monitored persons and objects, as well as to set off any one 
of a number of alarm conditions depending on the need for 
further investigation and assistance. 

Automobile sales lots and congregate care facilities are 30 
characterized by an ever-changing inventory arrayed over a 
relatively large area which must be continually monitored 
for custodial purposes. Devices have been proposed to 
monitor unattended automobiles to prevent or discourage 
theft. Numerous different anti-theft devices have included 35 
various bars to lock onto an automobile steering wheel and 
which in some instances attach to the accelerator pedal. 

Other efforts have employed hidden switches to disable 
the ignition system and shock and motion sensors. Such 
sensors, upon impulse, actuate an automobile disabling 40 
switch and alarm as shown in U.S. Pat. No. 4,990,890. 
Additionally, it has been proposed to equip vehicles with 
external radar to sense unauthorized tampering. These sys- 
tems are relatively expensive and are sometimes ineffective 
to monitor a large number of vehicles or to make a record of 45 
the vehicle subjected to the unauthorized activity. Also, they 
fail to provide fbr automatic telecommunication of the alarm 
to either a central or remote area. 

Vehicle security systems have been proposed which 
included a respective immobilizer and transceiver module in 50 
each vehicle. A number of security stations are provided to 
detect low power signals emitted by vehicles when an 
unauthorized act is detected. The signals are transmitted to 
a base station in response to a polling signal therefrom. The 
compromised vehicle may be immobilized by signals from 
either the base station or from a security station. A system of 55 
this type is disclosed in U.S. Pat. No. 4,990,890. 

Other systems have been proposed which include a trans- 
mitter in each vehicle to broadcast an emergency signal 
unique to the vehicle indicative of the nature of the emer- 
gency condition. A central station includes a receiver 60 
responsive to the signal to operate a transmitter to transmit 
a disabling signal to a receiver in the vehicle. An alarm 
sensor can be mounted on each automobile to be monitored. 
When disturbed, the alarm sensor actuates an automatic 
dialer to send either a voice or a digital signal identifying the 65 
vehicle by a radio telephone to an alarm receiving station. 
Such systems are shown in U.S. Pat. Nos. 4,067,411 and 
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4,904,983. This system lacks a self contained transmission 
capability as it relies on the radio telephone. 

Monitoring systems have been proposed which incorpo- 
rate transmitters mounted on vehicles to be monitored and 
operative to transmit a watchdog periodic signal to a central 
receiving station. The transmitted signals become weak and 
disappear if the vehicles are removed from beyond a pre- 
determined boundary area- The transmitters are responsive 
to unauthorized tampering to discontinue transmitting 
thereby generating an alarm. A system of this type is 
disclosed in U.S. Pat. No. 3,618,067 

In congregate care faculties such as hospitals and nursing 
homes, monitoring is required so the custodian acting as an 
overseer can readily check the status of a patient's condition. 
Further, to be effective, a congregate caretaker must have the 
capability of quickly responding to any emergency call In 
the past, patients have sometimes been provided with manu- 
ally actuated devices such as pull cords or transmitter 
buttons to be used in case of emergency. These devices fail 
to communicate meaningful intelligence to enable the care- 
taker to determine whether the monitored item has moved 
from an authorized area or to discern the character of any 
distress call. 

For persons moving about a large geographical area, such 
as students on a school campus, or security guards patrolling 
an industrial facility, monitoring systems have been pro- 
posed which call for the person to carry a portable tracking 
unit, such that a person or object may be located in an 
emergency by locating the tracking unit assigned to that 
student or guard. Several systems have been proposed that 
call for the tracking unit to be manually actuated to transmit 
a distress signal that includes a unique identification code for 
the particular tracking unit. The distress signal is received by 
a local receiver, which in turn relays the distress signal, 
along with a code identifying the particular receiver relaying 
the distress signal, to a monitoring center where an alarm is 
triggered and appropriate action may be taken. Such a 
system is shown in U.S. Pat No. 5,365,217. 

A system utilizing fixed transceivers mounted on street 
light poles, drawing the necessary electrical power from the 
local municipal power system mat supplies power to the 
street lights, is shown in U.S. Pat. No. 4,998,095. A system 
that relies on a plurality of receivers to simultaneously 
receive the same distress signal so that the location of the 
tracking unit may be determined by comparing the strength 
of the distress signal at each receiver is shown in U.S. Pat. 
No. 5,115,224. 

Another proposal, as shown in U.S. Pat. No. 5,572,195, 
calls for the tracking unit to comprise an infrared transmitter 
for transmitting an infrared identification code to a plurality 
of infrared receivers connected to a computer network and 
located within the area of interest. Finally, yet another 
proposal, this one calling for local receivers to include 
processors for processing the received distress signal before 
passing it on to a central processor which stores the distress 
signals for periodic determination of tracking unit location, 
is shown in U.S. Pat. No. 5,455,851. 

The above described systems of the prior art, while 
providing various means for transmitting a distress signal to 
a central monitoring station, do not provide an adequate 
means to constantly track the location and motion of a 
mobile entity in the absence of a manually-actuated distress 
signal, nor do they provide an adequate alternative to the 
manual distress signal to detect an emergency situation 
when the mobile entity is not in a physical condition to 
manually actuate the distress signal, such as if a person is 
injured and incapacitated due to a fall. A security system is 
needed that provides for constant, real time tracking of 
mobile entities, while being further responsive to a number 
of alarm conditions to display alarms so assistance may be 
rendered. 
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SUMMARY OF THE INVENTION DETAILED DESCRIPTION OF THE 

The security system of the prcsent invention is charac- PREFERRED EMBODIMENT 

terized by tracking units or readers carried or mounted on As shown in the drawings for purposes of illustration, the 

mobile units to operatively communicate status signals invention is directed to a system for monitoring the status 

indicating identity, location, and a number of alarm condi- and whereabouts of individual mobile units or personnel in 

tions to a local monitoring station. The tracking units or a specific area such as a school campus, prison facility, 

readers are equipped with receivers to receive location hospital, or industrial facility. Often the number of discrete 

signals transmitted by fixed transmitters located throughout entities or property units to be monitored is so great that it 

the area to be monitored. Each transmitter transmits a unique is not feasible for a single person to effectively monitor all 

location signaL The tracking units are operative to transmit 10 of them. 

a watchdog signal that includes the Last two location signals ^ present & embodied in a system for moni- 

received, a umaue identification signal indicative of the toring a number of mobfle ^ ^ ^ automobfl 

particular tracking unit, and any applicable alarm signals personnel, or animals. In accordance with the presenJ 

triggered by predetermined conditions to which the tracking mve ntion, the system utilizes a tracking unit or reader 

unit is also operative to detect Hie momtonng station is is attached to, or carried by, the mobile unit to be monitored to 

operative to receive the watchdog simial by way of fixed ^ md taBsn ^ L iden j^ locati of ^ 

receivers located toughout the area being monitored and ^ condition information to a computer monitoring sta- 

translate the watchdog signal into useful displays. ti on. Hie computer is programmed to record the data cor- 

Other features and advantages of the invention will responding to identity, present and previous location, and 

become apparent from the following detailed description, 20 alarm conditions and display it in a useful manner 

taken in conjunction with the accompanying drawings, As shown in FIG. 1, the parent duress system of the 

which illustrate, by way of example, the features of the presenl invention includes, generally, a local station 20 

invention. including a local receiver 22 and a local computer 24 which 

■rtjtptt nF<5rR tpttom op ttto t\t> AWTw-e records and analyzes communications from a plurality of 

BRIEF DESCRIPTION OF THE DRAWINGS ^ remote modules 26. Hie modules each include sensors 28 to 

FIG. 1 presents a block diagram of a monitoring system 50030 a coition and a transmitter 30 to transmit signals 32 

in accordance with the invention; to ^ e l° ca ^ station. The signals transmitted may have any 

FIG. 2 is a side view of an automobile with a module ^° mbin ^ on of a number of attributes including: shock to 

included in the system of FIG. 1 mounted thereon; JT 3 ^?' ta ^ en *?; such as an attempt to remove the 

- . . , , / „ , ™ module from the mobile unit, transportation beyond a pre- 

HG. 3 is a perspective view in enlarged scale of the 30 determined boundary, and low battery in the module, 

module shown m FIG. 1; • „ . CTr / * , ... \. . „ 

. . 4 . . , . . . . Referring to FIG. 2, automobiles 34 are typically ran- 

^ FIG. 4 is a top view of a sensor and a transmitter within domly distributed around an automobile sales lot The 

the module shown in FIG. 3; module 26 is attached to each automobile 34 on the lot. The 

FIG. 5 is a perspective view showing the automobile with 35 modules 26 each include a housing 36 mounting the respec- 

the module of FIG. 2 transmitting to a local station; tive sensors 28 to activate a transmitter 30 for transmitting 

FIG. 6 is a side view of the automobile of FIG. 2 showing fr° m an antenna 38, and a battery 40 as shown in FIGS. 1 

the module mounted at various positions thereon; a^d 3. The module housing 36 is constructed of plastic and 

FIG. 7 is a perspective view of a receiver coupled to a counts an annular magnet 42 by means of silicone. The 

computer at the local station shown in FIG. 1: „ sensors may include a shock sensor 44 (FIG. 1) which 

mr e * uwj. a; r v . w detects the presence of a certain level of movement of the 

acJo^ar^ "! car - ™ erc ma Y be a tamper sensor 46 which is activated 

ui^ntm embodiment of the present by unprized tampering with the module. Hie module 26 

\ . is magnetically affixed by the magnet 42 to the underside of 

FIG. 9 is a perspective view of the interior of a building an automobile 34 as shown in FIG. 2. The module circuit 

incorporating a security system in accordance with FIG. 8, 45 includes a normally open spring loaded switch having an 

mctuchng tracking units transmitting a watchdog signal to a actuation arm which carries an actuation button 48 which 

radio frequency receiver; protrudes through a bore 50 aligned with the opening in the 

FIG. 10 is a top plan view of a corridor of a building magnet 42 and to depress to the closed position as a result 

incorporating a security system in accordance with FIG. 8, of this attachment, as shown in FIG. 3. Adata port connector 

including infrared transmitters transmitting location signals 50 51 (FIG. 3) is formed through the housing and is coupled to 

and a tracking unit txansimtting a watchdog signal to a radio the transmitter 30 within the module. An activation switch 

frequency receiver; 52 is formed in said housing and connected in circuit with 

FIG. 11 is a perspective view in enlarged scale of a ^ mterna l components of the module to control power to 

tracking unit included in the system shown in FIG. 8; toe components. 

FIG. 12 is a perspective view in enlarged scale of a 55 . The transmitter 30 shown in FIG. 4 is responsive to these 

portable infrared receiver included in the system shown in signals to generate the status signal 32 to be encoded via an 

FIG. 8; encoder 54 (FIG. 1) with a unique identification number 

FIG. 13 is a perspective view of a second embodiment of f^^^ wth the particular module, a battery voltage 

a tracking unit which may be included in the system shown ^f^ 0 ^ a shock flag, and a tamper flag, to be transmitted 

in FIG. 8 and showing a pull cord to generate a pull-cord 60 to . ™ 20 b y meam , of omm-directional 

alert- puu-cora „ ^ ^ ^ ^ shown ^ nQ 5 A ^ 

FIG. 14 is a block diagram of an infrared transmitter ^^^It^^Tf^ V g ?T° T ' " 

system included in the system of FIG. 8; J?*™ ™* P en0 ? c **» S1 ^\ at re ^ 

CTP 1c . « , , * *_ , • • . t * , . intervals, for example, every ten minutes. Hie transmitter 

FIG. 15 is a block diam*am of a tracking unit included in power is set relatively low so as to, within a fairly short 

the system of FIG. 8; and 65 distance, exceed the range of the signal generated. For 

FIG. 16 is a block diagram of a portable infrared receiver automobile lot momtonng, we have selected a power level 

included in the system shown in FIG. 8. which provides a signal level of sufficient magnitude to be 
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sensed for so long as the module 26 in the car 34 remains signal, the IR transmitter 220 may take the form of one or 

within a distance of about 300 feet from the local station 20, more slave IR transmitters 226 connected to a master IR 

outside this range an alarm is sounded. The components transmitter 224 so that a large area, such as an auditorium 

within the module housing are all miniaturized to maintain may be identified by a single location code. As depicted in 

the module compact. s FIG. 14, the master IR transmitter 224 operates on a standard 

Signals 32 are transmitted from the module transmitter to 12-volt DC power supply 228. By setting several DIP 

the receiver at the local station using the ultra high frequency switches 222, a data processor 230 is programmed to gen- 

(UHF) range as shown in FIG. 6. There may be system erate a predetermined location signal. A signal modulator 

components interposed between the module and the local 232 converts the digital location signal from the data pro- 
station, such as systems for amplification, analysis, or fil- 10 cessor 230 into analog form and sends it to a light-emitting 

tration of the transmitted status signals. diode (LED) driver 234, which then controls an IR LED 

Referring to FIG. 1, the local computer 24 is fitted with a am y 236 to broad cast the IR location signal. Multiple slave 
keyboard 68, a display 70, and a printer 72. The receiver 22 ^ transmitters 226, also powered by a standard 12-volt 
receives the transmitted signals 32 and converts those sig- P°wer supply 228, include only the LED driver 234 and IR 
nals into digital signals recognizable and readable by a 1S I t ED arrav 236 elements, receiving the analog IR location 
personal computer or a microcomputer. The digital signals signal flom ^ mastcr IR transmitter 224. While a 12-volt 
are delivered to the local computer by a nine pin serial P ow er supply is supposed here, it should be noted that other 
interface RS-232C connector 76 as shown in FIG. 7. The P°wer supplies may be used by making appropriate modi- 
digital data conforms to recognized RS-232 protocol fications to the circuitry of the IR transmitter 220. The IR 

The local computer 24 contains an operating program to Kf Smit, f IS 220 are m t ost effectively located such that the 
monitor in excess of 2,000 mobile unite. The computer is 20 T ^ °f each IR transmitter 220 does not 

programmed to alert in various modes, including prompting ^c^q^in^ ? tr " tte i > ? 20 - indicated in 
an audible alarm, displaying an alarm message on a com- ? S ~ V™ 1 ? trans ™ ltters 220 ma y be located on 

puter display screen 70 (FIG. 7), printingTharf copy alert P f.' . ™ doo . rs » m » or m any other suitable 

on a printer 72 (FIG. 1), or contacting an alpha-numeric ^°^el<x»bonin _a fixed manner to prevent removal or 

pager 80, and alerting a monitoring station 82 (FIG 1) This 25 Nation b yunautonzed Persons. The IR transmitters 220 

provides for response by management personnel, on-site "* Smt t ble *f ubbzm S P° wer a 12-volt DC power 

security, off-site guard service, medical attendants, or police source. In outdoor areas, or in indoor areas with substantial 

-r. m - t ■ „ cm . . ' „ . . ~7 ^ ambient hght that mterferes with IR signals or where a 

24^ the SStIJ wntroUed usmg the computer continuous line of sight is not possible mthe room due to 

Ti f £ x partitions of various forms, the IR transmitter 220 may be 

rworcung an iidentificaUon number of each automobile 34 30 replaced with or incorporated to operate selectively or 

Z£%utT%i%^ y%°° b ^' pnCC 0f ^ 6 locator 265 operating in a substantially similar manner as the 

automoMe, the date of acquisition, whether the automobile m transmitter 220, but in the radio frequency bandwWth 
is presently in custody, the zone where the automobile is A m „k,i„ „„.-. ' • . '1~ . t y 

physically located within the lot, a description of the 35 ^t^^Z^f^^ ^^^^^ 
automobile, the serial number of the automobile, ownership f ^ ^T^n a ^ h °° 1 ^ 

information of the automobile, and authorized possessors of ^ r %^ 8 ° r Ie / der , 240 - tracking unit or 

the automobile rcader 240 (hereinafter referred to only as a reader), as 

Th» ^v™,,,... va :-, ~ . a u . , indicated m FIGS. 8-13, is operative to receive the location 

The computer 24 is operated by a program to analyze and signals broadcast by the IR transmitters 220. Upon receipt of 

respond to the signal received from the receiver 22 (FIG. 1). 40 allocation signal/the tracking unit or reader 240 gStes 

o^KldfnSo^ZZr^r 85 5**°°^ ? awatohdogsigndmatcarriesmetwomostrecentlyreceived 

"fcnhfication number of the transmitting module location signals, as well as a unique reader identification 

as weUas shock, tamper and battery voltage indicator flags code, then teansmits the watchdog signal on a radio fc- 

?° m * C ™?™ r ^ J* "P*™^ system also tunc- quency (RF) signal The reader 240 is encased in an ABS 

nZh^Jl.h^™ 1 t r /° r ^ ** dentification 4S pUstic case, and has dimensions of approximately l£cm 

"I"'" 4 ™ T ^ "o^e anddetermining vehicle Hx5-cm Wx2.5-cm D, and is powered by a lithium batter^ 

u^rmaton from module identity The operabng system As depicted in FIG. 15, the reader 240 includes an IR 

So^v fimCtl ? n Z 0 detCCt * e , ab !S Dce of a rc «i v « 242 for receiving the IR location signal. 

penodicaUy transmitted signal from a module. The com- ~*-a 4 (U m * • 

puter 24 at the local stationlhereby decodes alarm fl^Tand J^St * TZT " • 

detecbmeabsenceofsucharecei^ersignalwhenex^ted. 50 "t* "F^^ locaton signal and 

The local computer 24 (FIG. 1) also monitors the 3 signal-to-noise ratio to a useful level. A signal 

receipt of receiver signals 74 (FIG. 1) from all of toe SSS^, IR J lo f a,lon ^ •? » 

modules attached to automobiles dlg,tal agnal su i^„ ble for b X the reader's programmable 

tt, .. ... . . data processor 248. The reader's RF transmitter 250 trans- 

hePn?hE^^^ Sy f ! ?2 f toepn^ntmventionmay mits the watchdog signal using 900 MHz Spread Spectrum 

be embodied m a system adapted primarily to track a person 55 Technology via an mlfcnialwul antenna 252 The reader240 

or ttnng canying a tracking unit or reader, generally desig- further includes an internal programmable data processor 

nated as 240 moving about a predetermined area (FIG. 8). 248 which can be programmed^ a unique reader iden- 

The system, generally designated 210 mcludes, generally, at tification code and is operative to generate the watchdog 

least one infrared transmitter 220 located within the area to signal. The reader 240 also includes a data port 251 for 

be monitored, one frackmg unit or reader 240 per mobile 60 connection by a suitable cable of an external programming 

Z &t T° De ^T DCy reCeiver device such 35 » P«s°*d computer for progVam^nf 

260, and a computer monitoring system 280. data processor 248. 

The infrared (IR) transmitter 220 generates and broad- As shown in FIGS. 8 and 12, an external IR receiver 254 

casts a unique location code set by DIP switches 222, via an may also be used. The external IR receiver 254 includes an 

IR signal of known strength and range. For large areas or 65 external clip 256 for attaching it to an item of outer clothing 

rooms for which it is desirable to indicate as a single such as the lapel of a jacket, or to a carry strap. The external 

location, even though the area exceeds the range of the IR clip 256 may take several forms, inchiding a flexible or 
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spring-loaded leaver, a pin, or a fabric hook and loop In the preferred embodiment, the local computer 282 is an 
fastener such as Velcro. An electrical cable 257 and plug 258 IBM PC-compatible personal computer including an Intel 
connect the external IR receiver 254 to the reader 240 by Pentium processor, and capable of running an operating 
means of a plug port 259. The external IR receiver 254 system such as Microsoft (MS) Windows 3.1, MS Windows 
includes an electrical amplifier/filter 244 and a signal 5 for Workgroups 3.11, MS Windows 95, MS Windows NT 
demodulator 246. The signal demodulator 246 sends the 4.0, or a later version of one of these operating systems that 
converted digital IR location signal to the reader's data is backward-compatible with software currently operable, 
processor 248 by way of the electrical cable 57. In high The local computer 282 is equipped with at least 16 Mega- 
ambient light conditions where it is necessary to use the RF bytes (MB) of random access memory (RAM), though 32 
transmitters 265 in place of IR transmitters 220 as described 1Q MB is recommended if MS Windows NT is the selected 
above, the IR receiver 242 of the reader 240 may be replaced operating system. The local computer 282 also includes a 
or incorporated to operate selectively or continuously in video card for displaying video at a resolution of 1024x768 
tandem or together with a simflarly-functional RF receiver. pixels in at least 16 colors on a 17-inch color video display 
The internal data processor 248 is also operable to gen- monitor. An appropriate sound card will allow local alerts to 
erate a number of auxiliary alarm signals upon detection of be audibly signaled, and a backup system, for instance, a 
certain predetermined alarm conditions. The auxiliary alarm 15 magnetic tape backup system, will protect system data from 
signals are also carried on the watchdog signal to be inter- l oss - 

preted by the computer monitor system 280 for display as As depicted in FIG. 8, the computer monitor system 280 

one of several alerts. A manual emergency switch 241 may is connected to an input/output (I/O) interface 288, allowing 

be activated to close an internal electrical switch to generate events registered by the computer monitor system 280 to 

an electrical signal, actuating the transmitter to transmit an 20 activate other devices or systems, such as a closed-circuit 

immediate panic alarm signal. A pull cord switch assembly television (CCTV) system 290 including cameras and 

243 is operative to generate a tamper alert when pull cord monitors, an intercom system 292, or an alarm system 294 

245 is pilled, separating the pull cord switch assembly 243 including other audible and/or visual alarms such as siren 

from the rest of the reader 240, triggering the pull cord horns, bells, andVor warning lights, or a modem/dialer 296 to 

switch 247, and indicating that someone has attempted to 25 contact and send information to another monitoring center, 

remove the reader 240 from the mobile unit. The pull cord allowing the local computer 282 to be left unattended, 

245 is attached at one end to the pull cord switch assembly calling a central headquarters when alarm conditions are 

243, and at the other end to the mobile unit itself. present. 

An orientation detector is included, consisting in the The local computer 282 is equipped with a software 

preferred embodiment of a mercury tilt switch, normally 30 program to monitor in excess of 65,000 readers 240, 65,000 

open, that is operative, when the reader is tilted more than IR transmitters 220, and up to eight RF receivers 260, and 

60 degrees, plus or minus 10 degrees, from its normal includes a software database containing all of the attributes 

upright attitude, to close and trigger a man-down switch 249 of each of these items, including the identification codes 

and to cause the internal data processor 248 to generate a associated with each reader and IR transmitter. By compar- 

m an -down alarm signal when the reader 240 is rotated in any ing the incoming watchdog signal with the values contained 

direction beyond a predetermined tolerance of 15 degrees. in this database, the local computer 282 is operative to 

Such rotation is indicative that the mobile unit or person display the source of the discerned location signal and reader 

carrying the reader 240 has become disabled and has fallen identification signal. By way of this software program, the 

down. In the case of a security guard or other person, the local computer is programmed to record the time, according 

man-down alert allows help to be summoned in the case that to its internal clock, of receipt of the watchdog signals from 

the security guard is injured and unable to summon help 40 the RF receivers 260. The software program records all 

him/herself. In an alternative embodiment, the data proces- watchdog signals and alarm signals including emergency 

sor 248 can be programmed to delay sending the man-down manual panic alarms, man-down alarms, pull cord tamper 

alarm signal for a predetermined time, and instead flash an alarms, and alarms related to failure of the reader 240 to 

LED or trigger an audible buzzer to give the person an detect a location signal or failure to detect a location signal 

opportunity to return the reader 240 to the proper orientation 45 different from the one most recently received by the reader 

no alarm. (indicating the mobile unit has become stationary). The 

The watchdog signal sent by the reader 240 is received by software generates a complete log of every transaction that 

one or more RF receivers 260, which converts the watchdog occurs during a monitoring period and provides summary 

signal to a serial data stream to be communicated to the reports of particular actions, such as instances when a 

computer monitor system 280 by way of an RS-232 serial 50 watchdog signal is not received, a highlighting of potential 

cable, the data stream conforming to the RS-232 standard. injury to mobile units, and notification that certain mobile 

The RF receiver 260 is powered by a 12 to Volt DC power units have, without prior authorization, been removed from 

supply 262, and operates using 900 MHz Spread Spectrum the monitoring area. 

Technology to provide a FCC-certified wireless communi- In operation, the end user installs the desired number of 

cations link, receiving the watchdog signal via a 3.5-inch 55 IR transmitters 220 throughout the area to be monitored, 

antenna 264. When the readers 240 are to be used in large taking care to place the IR transmitters no closer than the 

open areas, wireless RF repeaters (FIG. 8) may optionally be effective signal range to ensure that each reader 240 receives 

used to greatly extend the transmitting range of the readers only one IR location signal at a time. The DIP switches 222 

240. The RF repeaters 266 operate on a 12 to 20-volt AC on each IR transmitter 220 are set to identify each room or 

power supply, and operate to receive the watchdog signal section of the area to be monitored with a unique location 

from the readers and amplify and retransmit it to the RF 60 code. The location codes set for each IR transmitter 220 are 

receivers 260. also entered into the database of the software program of 

As depicted in FIG. 8, the computer monitor system 280 local computer 282, so the receipt of a particular location 

consists of a local computer 282 fitted with a keyboard 283, code by the local computer 282 will allow an indication of 

mouse 284, video display monitor 285, and a printer 286. the actual corresponding physical location to be displayed 

The RF receiver 260 receives the watchdog signal and 65 by the monitoring system 280. 

converts it to a serial data stream recognizable and readable A plurality of RF receivers 260 are also installed at 

by a personal computer or a microcomputer. locations throughout the monitored area such that the entire 
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monitored area is covered by the effective reception range of 
the RF receivers 260. The RF receivers 260 are then con- 
nected by cable to the monitoring system 280. 

Each person to be tracked in the area to be monitored is 
issued a reader 240. The database of the software program 
of local computer 282 is updated to correlate the identity of 
the person to be tracked with the unique identification of the 
reader 240, such that when the monitoring system 280 
receives a signal from a particular reader 240, the local 
computer 282 will display the identity of the person carrying 
that reader 240. 

As the person carrying the reader 240 moves about the 
monitored area, he/she will continually be moving into the 
signal range of different IR transmitters 220. If the person is 
wearing heavy clothing, he/she may choose to use the 
external IR receiver 254 and clip it to his/her outer clothing, 
while carrying the reader 240 in a pocket, on a belt, or 
around the neck on a carry strap and plugging the electrical 
cable 257 into the reader's plug port 259. The IR receiver 
242 (internal) or 254 (external) of the reader 240 detects the 
IR location signal and communicates the last two received 
location signals to the internal data processor 248. Hie data 
processor 248 combines the location signal with its own 
unique identification signal and periodically causes the 
reader's RF transmitter 250 to transmit a watchdog signal. 

If the person is in apprehension of some harm, he/she may 
activate a panic alarm by manually actuating the manual 
emergency switch 241, Which causes the data processor 248 
to generate a panic alarm signal and combine it with the 
watchdog signal. If the person should fall, the reader's 
man-down switch 249 is actuated if the reader 240 tilts more 
than 60 degrees, plus or minus 10 degrees, from the normal 
upright position and isn't righted within a predetermined 
time. When actuated, the man-down switch 249 causes the 
data processor to generate a man-down alarm signal, which 
is combined with the watchdog signal transmitted by RF 
transmitter 250. A pull-cord assembly 243 is attached at one 
end to the reader 240 and at the other end to the person 
carrying the reader. If the reader 240 is forcibly removed 
from the person, for instance in case of an attack by a violent 
perpetrator, the pull-cord switch 247 is actuated, causing the 
data processor to generate a pull-cord alarm signal, which is 
combined with the watchdog signal. 

The watchdog signal transmitted by the reader 240 is 
received by the closest RF receiver 260 and communicated 
to the local computer 282 of the monitor system 280. The 
software program of the local computer 282 reads the IR 
transmitter or RF locator location signals, reader identifica- 
tion signals, and any alarm signals, and compares the signals 
to its database to generate one or more displays that indicate 
the identity of the person carrying the particular reader 240, 
the location of the IR transmitter 220 closest to the person, 
the location of the IR transmitter 220 most recently previ- 
ously encountered by the reader 240, and any alarm condi- 
tions indicated by the alarm signals. The incoming signals 
may also cause the monitoring system 280 to produce an 
audible alarm, communicate with another monitoring loca- 
tion by means of the dialer/modem 296, activate a CCTV 
system 290 to visually monitor the location, or activate an 
intercom system 292, so verbal communication with the 
person being tracked may be initiated. 

While multiple particular forms of the present invention 
have been illustrated and described, it will also be apparent 
that various modifications can be made without departing 
from the spirit and scope of the invention. 

What is claimed is: 

1. A security apparatus for monitoring a condition of a 
mobile unit to be located in a predetermined area and 
comprising: 

a plurality of location transmitters to be spaced a selected 
distance apart within said predetermined area and 
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operative to generate and transmit respective location 
signals identifying the respective location transmitters; 

at least one portable reader to be carried on said mobile 
unit and including a portable receiver for receiving said 
location signals and a signal generator responsive to 
said location signals to generate a spread spectrum 
watchdog signal corresponding to the respective loca- 
tion signals and indicative of the particular said por- 
table reader, said portable reader also including a 
portable transmitter for transmitting said spread spec- 
trum watchdog signal; 

at least one stationary receiver responsive to said watch- 
dog signal to despread and demodulate said watchdog 
signal to generate a control signal indicative of said 
watchdog signal; and 

a monitor for coupling with said stationary receiver and 
responsive to said control signal to generate a readout 
indicative of the location transmitter generating the 
respective location signals. 

2. A security apparatus according to claim 1 for connec- 
tion with a selected power source and wherein: 

said location transmitters are adapted for connection with 
said selected power source and are operative to gener- 
ate respective location signals having a predetermined 
strength at a predetermined distance from the respec- 
tive said location transmitters; and 

said portable receivers being operative to, upon detecting 
said location signals at or above said predetermined 
strength, generate said watchdog signals. 

3. A security apparatus according to claim 1, wherein: 
said monitor is operative to generate said readout signal as 

a visual signal or audio signal. 

4. A security apparatus according to claim 1, wherein: 
said monitor includes a computer. 

5. A security apparatus according to claim 1, wherein: 
said portable readers include respective auxiliary inputs 

operative to generate auxiliary signals to be carried on 
the respective watchdog- signals to produce respective 
auxiliary watchdog signals; 

said monitor includes a receiver responsive to said aux- 
iliary watchdog signals to generate corresponding aux- 
iliary electrical signals; and 

said monitor includes an auxiliary alert responsive to said 
auxiliary electrical signals to generate an alert 

6. A security apparatus according to claim 1, wherein: 
said portable reader includes a detector responsive to the 

absence of said location signal to generate and transmit 
a missing-unit alarm signal; 

said receiver includes means responsive to said missing- 
unit alarm signal to generate a missing-unit alarm 
electrical signal; and 

said monitor includes an alarm responsive to said alarm 
electrical signal to generate a perceptible alarm. 

7. A security apparatus according to claim 1, wherein: 
said portable reader includes a plurality of components 

and a tamper circuit connected with said components 
and responsive to shilling of any one of said compo- 
nents to generate a portable reader tamper signal; and 
said receiver is responsive to said portable reader tamper 
signal to generate a portable reader tamper electrical 
signal; and 

said monitor is responsive to said electrical signal to 
generate a tamper alarm. 

8. A security apparatus according to claim 5 wherein: 
said auxiliary inputs include a manual actuation button 

which may be activated to close an internal switch to 
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generate an electrical signal, actuating the transmitter 
to transmit an immediate panic alarm signal. 

9. A security apparatus according to claim 1 wherein: 
said monitor includes a memory for detecting watchdog 

signals corresponding to each of said location trans- 
mitters and a detector responsive to the absence of 
watchdog signals from at least one of said location 
transmitters to generate an electrical loss signal, and a 
loss alert responsive to said loss signal to generate a 
loss alert alarm. 

10. A security apparatus according to claim 1 wherein: 
said monitor includes a detector for detecting the presence 

of a watchdog signal corresponding with each of said 
transmitters and operative in response to the absence of 
a watch dog signal corresponding with any one of said 
transmitters to generate a location alert electrical 
signal, and a loss alert responsive to said electrical 
signal to generate a loss alarm. 

11. A security apparatus according to claim 1 wherein: 
said portable readers include a detector for detecting the 

respective actual attitude and orientation of the respec- 
tive said portable readers relative to respective refer- 
ence attitudes and orientations to, upon detection of 
said actual attitude and orientation differing from said 
reference attitude and orientation, generate respective 
man-down electrical signals if said attitude and orien- 
tation deviates from said reference by more than a 
predetermined amount; and 
said monitor is responsive to said man-down electrical 
signal to generate a man-down alarm. 

12. A security apparatus as set forth in claim 1 wherein: 
said signal generator is responsive to said location signals 

to generate a 900 MHz spread spectrum watchdog 
signal. 

13. A security system for monitoring and tracking the 
movement and condition of a plurality of mobile remote 
units located within a predetermined area of interest, com- 
prising: 

a plurality of fixed infrared transmitters located at selected 
locations throughout said predetermined area of 
interest, each of said fixed infrared transmitters gener- 
ating and transmitting a unique location signal of a 
predetermined signal strength and signal range such 
that said fixed infrared transmitters may be arranged in 
a spaced apart manner at a distance equal to approxi- 
mately twice said known signal range; 

at least one portable reader, including a portable infrared 
receiver responsive to said location signals from said 
fixed infrared transmitters, attached to each of said 
mobile remote units and operative to generate and 
transmit a spread spectrum watchdog signal, said 
watchdog signal carrying said unique location signal as 
well as a unique portable reader identification signal; 

at least one fixed receiver for receipt, despread and 
demodulation of said watchdog signal and located such 
that said watchdog signals may be detected throughout 
entire said predetermined area of interest; and 

a monitor system connected with said fixed receiver and 
responsive to said watchdog signal to display identifi- 
cation and location information. 

14. The security system of claim 13, further including: 
at least one radio frequency repeater to receive said 

watchdog signal and retransmit it to said fixed receiv- 
ers. 

15. The security system of claim 13, wherein: 

said portable reader includes an auxiliary alarm signal 
generator for generating and sending auxiliary alarm 
signals on the respective said watchdog signals; and 
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said monitor system is further responsive to said auxiliary 
alarm signals to monitor and report respective said 
auxiliary alarm signals received. 

16. The security system of claim 15, wherein: 
said portable reader includes an exterior casing 

said portable receiver is located outside said exterior 
casing and is connected to said portable reader by a 
suitable electrical cable and includes a clip for releas- 
able attachment to outer clothing; and 

said portable reader includes a clip for releasably fasten- 
ing said portable reader to a piece of clothing or hanger. 

17. The security system of claim 15, that includes: 

a flexible tether attaching said portable receiver to said 
portable reader such that said portable receiver may be 
manipulated about relative to said portable reader. 

18. The security system of claim 15, wherein: 

said portable reader is responsive to the absence of any of 
said location signals to cause said auxiliary alarm 
signal generator to generate a location loss auxiliary 
alarm signal to be carried on said watchdog signal; and 

said monitor system is responsive to said location loss 
auxiliary alarm signal to generate a location loss alert. 

19. The security system of claim 15, wherein: 

said portable reader includes a manual switch to cause 
said auxiliary alarm signal generator to generate a 
manual panic auxiliary alarm signal to be carried on 
said watchdog signal; and 

said monitor system is responsive to said manual panic 
auxiliary alarm signal to generate a manual panic alert. 

20. The security system of claim 15, wherein: 

said portable reader includes a detachable pull-cord 
switch assembly and a pull-cord switch responsive to 
disconnection of said pull-cord switch assembly to 
cause said auxiliary alarm signal generator to generate 
a pull-cord auxiliary alarm signal to be carried on said 
watchdog signal; and 

said monitor system is responsive to said pull-cord aux- 
iliary alarm signal to generate a pull-cord alert. 

21. The security system of claim 15, wherein: 

said portable reader includes a detector to detect change 
in attitude or orientation relative to a preselected ref- 
erence and is responsive to a predetermined magnitude 
of said change to cause said auxiliary alarm signal 
generator to generate a man-down auxiliary alarm 
signal to be carried on said watchdog signal; and 

said monitor system is responsive to said man-down 
auxiliary alarm signal to generate a man-down alert. 

22. The security system of claim 13, wherein: 
said monitor system includes a computer. 

23. The security system of claim 22, wherein: 

said computer includes an input interface to read said 
watchdog signal and a software control program 
responsive to said watchdog signal, a software database 
of all said location signals, portable reader identifica- 
tion signals, and auxiliary alarm signals, and an output 
interface operative to direct said signals to a display 
device to display indices corresponding with the 
respective said signals. 

24. A security apparatus as set forth in claim 13 wherein: 
said signal generator is responsive to said location signals 

to generate a 900 MHz spread spectrum watchdog 
signal. 

25. A security apparatus as set forth in claim 13 wherein: 
said location transmitters and portable receivers may be 

replaced or incorporated to operate selectively or con- 
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tinuously in tandem using infrared and RF to be opera- 
tive indoors in high ambient light conditions and out- 
doors. 

26. A personal duress security system for monitoring the 
location, motion, and status of each of a plurality of persons 
located within a preselected area, and comprising: 

a plurality of fixed infrared transmitters installed at vari- 
ous selected locations throughout said preselected area 
and operative to generate respective infrared signals 
unique to each of said infrared transmitters; 

a plurality of portable personal tracking units bearing 
respective identification indicia and including respec- 
tive infrared receivers, internal data processors, and 
radio frequency transmitters connected together in an 
electrical circuit, said infrared receivers operative to 
detect the respective said infrared signals and operative 
in response thereto to generate an actuation signal and 
to communicate said actuation signal to said data 
processor, said data processor being responsive to said 
actuation signals and operative to periodically generate 
a spread spectrum watchdog signal including last two 
received said actuation signals corresponding with the 
respective infrared signals and carrying as a 
component, a tracking unit identification signal, and 
any of a plurality of alarm signals in response to a 
selected plurality of alarm conditions and direct said 
watchdog signal to said radio frequency transmitter, 
said radio frequency, transmitter being operative to 
periodically broadcast said watchdog signal; 

a computer control system responsive to said watchdog 
signal and operative to distinguish said location signal, 
said identification signal, and said alarm signals from 
each other within said watchdog signal and consult a 
database of known values for said signals such that the 
location of the last two infrared transmitters, the iden- 
tity of the person associated with said tracking unit, and 
the presence of any of said plurality of alarm conditions 
causing one or more of said plurality of alarm signals 
may be displayed in a convenient manner on a com- 
puter monitor and/or a computer printer; and 

at least one radio frequency receiver connected to said 
computer control system and operative to receive, 
despread and demodulate said watchdog signal and 
carry it to said computer control system. 

27. The personal duress security system of claim 26, 
further including: 

at least one radio frequency repeater operative to detect 
said watchdog signal and retransmit it to said radio 
frequency receivers. 

28. The personal duress security system of claim 26, 
wherein: 

said infrared receiver is flexibly connected to the exterior 
of said tracking unit such that said tracking unit may be 
carried by hand or in a pocket and said infrared receiver 
may be releasably attached to an article of outer cloth- 
ing. 

29. The personal duress security system of claim 26, 
wherein: 

said tracking unit includes a manual switch operative to 

generate a panic alarm signal; and 
said computer control system is responsive to said panic 

alarm signals to display a panic alert 

30. The personal duress security system of claim 29, 
wherein: 

said internal data processor includes a detector operative 
to determine that it is not receiving any said location 
signal and generate a second said one of said alarm 
signals; and 
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said computer control system is responsive to said second 
alarm signal to display an out-of-area alert. 

31. The personal duress security system of claim 29, 
wherein: 

said tracking units include a respective pull-cord switch 
operative to generate respective pull-cord alarm signals 
and respective detachable pull-cord switch assemblies 
operative upon pulling thereon to actuate the respective 
pull-cord switches; and 

said computer control system is responsive to said pull- 
cord alarm signals to display a pull-cord alert. 

32. The personal duress security system of claim 29, 
wherein: 

said internal data processor includes an orientation detec- 
tor to detect any change in attitude or orientation of said 
tracking unit relative to a preselected reference and 
generate a man-down alarm signals; and 

said computer control system is responsive to said man- 
down alarm signal to display a man-down alert 

33. The personal duress security system of claim 26, 
further including: 

an alarm system coupled with said computer control 
system and responsive to said alarm signals and opera- 
tive to generate an audible alert 

34. A security apparatus as set forth in claim 26 wherein: 
said signal generator is responsive to said location signals 

to generate a 900 MHz spread spectrum watchdog 
signal. 

35. A portable security apparatus for use with a security 
system for monitoring the location, movement, and status of 
at least one mobile unit to be located in a predetermined area 
including at least one infrared transmitter to be located at a 
selected location within said predetermined area and opera- 
tive to transmit an infrared location signal indicative of said 
infrared transmitter, said apparatus comprising: 

a radio frequency transmitter operative to generate a 
spread spectrum watchdog signal; 

at least one radio frequency receiver located within said 
predetermined area and operative to receive and 
despread and demodulate said watchdog signal and 
transmit it to a monitor system, said monitor system 
operative to convert said watchdog signal to a useful 
display, said apparatus comprising: 

an infrared receiver operative to receive said location 
signal; and 

a signal generator operative to generate an identification 
signal unique to said apparatus, said identification 
signal being carried on said watchdog signal, said 
watchdog signal including said location signal: 

36. The portable security apparatus of claim 35, wherein: 
said infrared receiver includes a clip for releasable attach- 
ment to an article of clothing and is flexibly attached to 
the exterior of said apparatus by a suitable electrical 
cable. 

37. The portable security apparatus of claim 35, wherein: 
said signal generator includes a memory operative to store 

last two said location signals detected, said signal 
generator also operative to include said last two loca- 
tion signals with said watchdog signal. 

38. The portable security apparatus of claim 35, further 
including: 

a manual switch operative to cause said signal generator 
to generate a manual panic alarm signal to be included 
in said watchdog signal. 
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39. The portable security apparatus of claim 35, further 
including: 

an external housing encasing said apparatus; and 
a data port connector formed through said housing and 
operative to allow an external programming device to 
connect to said signal generator and memory to permit 
programming thereof. 

40. A security apparatus as set forth in claim 35 wherein: 
said signal generator is responsive to said location signals 

to generate a 900 MHz spread spectrum watchdog 
signal. 

41. A security apparatus as set forth in claim 35 wherein: 
said signal generator is responsive to said location signals 

to generate a 900 MHz spread spectrum watchdog 
signal. 

42. A security apparatus for monitoring a condition of a 
mobile unit to be located in a predetermined area and 
comprising: 

a plurality of location transmitters to be spaced a selected 
distance apart within said predetermined area and 
operative to generate and transmit respective location 
signals identifying the respective location transmitters; 

at least one portable reader to be carried on said mobile 
unit and including a portable receiver for receiving said 
location signals and responsive to said location signals 
to generate a spread spectrum watchdog signal corre- 
sponding to the respective location signals and also 
deluding a portable transmitter for transmitting said 
watchdog signal and further including respective aux- 
iliary inputs operative to generate auxiliary signals to 
be carried on said watchdog signal to produce respec- 
tive auxiliary watchdog signals; 

at least one stationary receiver responsive to despread and 
demodulate said watchdog signal to generate a control 
signal indicative of said watchdog signal; and 

a monitor for coupling with said stationary receiver and 
responsive to said control signal to generate a readout 
indicative of the location trarjsmitter generating the 
respective location signals and including a receiver 
responsive to said auxiliary watchdog signals to gen- 
erate corresponding auxiliary electrical signals; and 

said monitor includes an auxiliary alert responsive to said 
auxiliary electrical signals to generate an alert 

43. A security apparatus as set forth in claim 42 wherein: 
said signal generator is responsive to said location signals 

to generate a 900 MHz spread spectrum watchdog 
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44. A security system for monitoring and tracking the 
movement and condition of a plurality of mobile remote 
units located within a predetermined area of interest, com- 
prising: 

a plurality of fixed transmitters located at selected loca- 
tions throughout said predetermined area of interest, 
each of said transmitters generating and transmitting a 55 
unique location signal of a predetermined signal 
strength and signal range such that said fixed transmit- 
ters may be arranged in a spaced apart manner at a 
distance equal to approximately twice said known 
signal range; 

at least one portable reader, including a portable receiver 
responsive to said location signals from said fixed 
transmitters, attached to each of said mobile remote 
units and operative to generate and transmit a spread 
spectrum watchdog signal, said watchdog signal car- 
rying said unique location signal as well as a unique 
portable reader identification signal, said portable 
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reader further including an auxiliary alarm signal gen- 
erator operative to generate and send auxiliary alarm 
signals on the watchdog signal; 

at least one fixed receiver for receipt, despread and 
demodulation of said watchdog signal and located such 
that said watchdog signals may be detected throughout 
entire said predetermined area of interest; and 

a monitor system connected with said fixed receiver and 
responsive to said watchdog signal to display identifi- 
cation and location information as well as to monitor 
and report said auxiliary alarm signals received. 

45. A security apparatus as set forth in claim 44 wherein: 
said signal generator is responsive to said location signals 

to generate a 900 MHz spread spectrum watchdog 
signal 

46. A security system for monitoring and tracking the 
movement and condition of a plurality of mobile remote 
units located within a predetermined area of interest, com- 
prising: 

a plurality of fixed transmitters located at selected loca- 
tions throughout said predetermined area of interest, 
each of said transmitters generating and transmitting a 
unique location signal of a predetermined signal 
strength and signal range such that said fixed transmit- 
ters may be arranged in a spaced apart manner at a 
distance equal to approximately twice said known 
signal range; 

at least one portable reader, including a portable receiver 
responsive to said location signals from said fixed 
transmitters, attached to each of said mobile remote 
units and operative to generate and transmit a spread 
spectrum watchdog signal, said watchdog signal car- 
rying said unique location signal as well as a unique 
portable reader identification signal; 

at least one fixed receiver for receipt, despread and 
demodulation of said watchdog signal and located such 
that said watchdog signals may be detected throughout 
entire said predetennined area of interest; and 

a monitor system connected with said fixed receiver and 
responsive to said watchdog signal to display identifi- 
cation and location information, said monitor system 
including a computer, said computer including an input 
interface to read said watchdog signal and a software 
control program responsive to said watchdog signal, a 
software database of all said location signals, portable 
reader identification signals, and auxiliary alarm 
signals, and an output interface operative to direct said 
signals to a display device to display indices corre- 
sponding with the respective said signals. 

47. A security apparatus as set forth in claim 46 wherein: 
said signal generator is responsive to said location signals 

to generate a 900 MHz spread spectrum watchdog 
signal. 

48. A personal duress security system for monitoring the 
location, motion, and status of each of a plurality of persons 
located within a preselected area, and comprising: 

a plurality of fixed infrared transmitters installed at vari- 
ous selected locations throughout said preselected area 
and operative to generate respective infrared signals 
unique to each of said infrared transmitters; 
a plurality of portable personal tracking units bearing 
respective identification indicia and including respec- 
tive infrared receivers, internal data processors, and 
radio frequency transmitters connected together in an 
electrical circuit, said infrared receivers operative to 
detect the respective said infrared signals and operative 
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in response thereto to generate an actuation signal and 
to communicate said actuation signal to said data 
processor, said data processor being responsive to said 
actuation signals and operative to periodically generate 
a spread spectrum watchdog signal including last two 
received said actuation signals corresponding with the 
respective infrared signals and carrying as a 
component, a tracking unit identification signal, and 
any of a plurality of alarm signals in response to a 
selected plurality of alarm conditions and direct said 
watchdog signal to said radio frequency transmitter, 
said radio frequency transmitter being operative to 
periodically broadcast said watchdog signal; 

said tracking unit further includes a manual switch opera- 
tive to generate a panic alarm signal; 

said tracking unit further includes an orientation detector 
to detect any change in attitude or orientation of said 
tracking unit relative to a preselected reference and 
generate a man-down alarm signal; 

a computer control system responsive to said watchdog 
signal and operative to distinguish said location signal, 
said identification signal, and said alarm signals from 
each other within said watchdog signal and consult a 
database of known values for said signals such that the 
location of the last two infrared transmitters, the iden- 
tity of the person associated with said tracking unit, and 
the presence of any of said plurality of alarm conditions 
causing one or more of said plurality of alarm signals 
may be displayed in a convenient manner on a com- 
puter monitor and/or a computer printer; said computer 
control system further responsive to said panic alarm 
signal to display a panic alert and also responsive to 
said man-down alarm signal to display a man-down 
alert; and 

at least one radio frequency receiver connected to said 
computer control system and operative to receive, 
despread and demodulate said watchdog signal and 
carry it to said computer control system. 

49. A security apparatus as set forth in claim 48 wherein: 
said signal generator is responsive to said location signals 

to generate a 900 MHz spread spectrum watchdog 
signal. 

50. A monitoring system for identifying and tracking at 
least one selected mobile unit present within a predeter- 
mined area, comprising: 

at least one fixed infrared location transmitter located 
within said predetermined area and including a location 
signal generator operative to generate a unique location 
signal, said location transmitter operative to broadcast 
said location signal; 
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a portable reader carried on each of said at least one 
selected mobile units and including an infrared receiver 
operative to receive said location signal, a signal pro- 
cessor electronically connected to said infrared receiver 
and operative to combine said location signal with an 
identification signal unique to each of said portable 
readers and to generate a combined spread spectrum 
watchdog signal, and a radio frequency transmitter 
electronically connected to said signal processor and 
operative to broadcast said watchdog signal; 

at least one fixed radio frequency receiver operative to 
receive, despread and demodulate said watchdog signal 
and relay it to a central monitoring station, said central 
monitoring station responsive to said watchdog signal 
and operative to decode said combined watchdog 
signal, determine location and identify of said at least 
one selected mobile unit, and display information relat- 
ing to said location and identity in a useful format. 

51. The monitoring system of claim 50, wherein: 

said portable reader further includes at least one sensor 
responsive to a predetermined condition, said sensor 
being electronically connected to said signal processor 
and operative to generate an alarm signal in response to 
detection of said predetermined condition and send said 
alarm signal to said signal processor for combination 
into said combined watchdog signal; and 

said central monitoring station is further operative to also 
determine from said alarm signal within said watchdog 
signal the existence of said predetermined condition 
and display information related to existence of said 
predetermined condition. 

52. The monitoring system of claim 50, wherein: 

said portable reader further includes a memory operative 
to store the last previously received said location 
signal, said memory electronically connected to said 
signal processor, said signal processor further combin- 
ing said last previously received location signal into 
said combined watchdog signal; and 

said central monitoring station is further operative to 
determine from said last previously received location 
signal within said watchdog signal a previous location 
of said portable reader and display information related 
to said previous location. 

53. A security apparatus as set forth in claim 50 wherein: 
said signal generator is responsive to said location signals 

to generate a 900 MHz spread spectrum watchdog 
signal 
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[57] ABSTRACT 

A communication device may be programmed to rec- 
ognize voice commands via a portable programming 
apparatus. An identification code is employed to access 
particular voice recognition information (codebook) 
from a repository of voice recognition codebooks con- 
tainer within the portable programming device. The 
programming device responds by transmitting the iden- 
tified codebook to at least one communication device, 
which stores the codebook therein. Thereafter, the 
communication device may respond to the voice com- 
mands of that individual. 

13 Claims, 4 Drawing Sheets 
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METHODS AND APPARATUS FOR M *- An °, ther a PPf oach ma y <* to have each 

PROGRAMMING ^EVOCE^^COGNITP s ? °°v T ^ en ° U8h m ^ «or a angle code- 
VOICE CoSn^S book, which must be retrained for each person. Speaker 

vuicii COMMANDS dependent voice recognition devices must be "trained" 

Thic ic o mn »; n „.«:. r ,• • 5 t0 res P ond t0 each individual. Training is accomDlished 

SeSo 07/S m fled 1?'?^ bv a " individual repeat control wo^ several 

doned D0W aban " timeS UntU the device has been "rained" to recognize 

that word as spoken by that individual. However, train- 
TECHNICAL FIELD "} g is a time consuming process and may be very ineffi- 

■n,,v ;„.,„„♦,•„., „i„.„ „ . 10 cient m certain markets, such as police and fire Drotec. 

. J^«r^ Ft > 8ener , aI,y i° VOice ""fl*** tion, where rapid activity is ordinarily St 
and more parttcularly to speaker dependent voice rec- cordingly, a need exists in the art to SLtTnformatton 
ognmon applied to mforrnation communication sys- communication devices to be ptogriSto w!S 
ems, and is more specifically directed toward a method to the voice commands of seveff SSvid^k m ^ 
foi -programming communication devices to recognize IS efficient and organized manner md,v,duals m 
and respond to voice commands. »uau«cr. 

BACKGROUND ART SUMMARY OF THE INVENTION 

Voicerecog^ontechnologyhasbeenrecogn^das d^TbetS^^ 

an advantageous feature for many product applications. 20 mands via a pomblf programn^gTppa^ Z Wen" 

Such technology may be employed to render a product tification code is employed toTcess Sc^la^vSe 

partially or enhrdy controllable by voice commands in recognition inforniation (codebSK 

stations where hands-on control is impossible or im- containing one or more Vok • 1 recoSr ^oteS 

pracucable Presently however, voice recognition within thf portable prograro^nS* The ofot™ 

i^hno^gylmnot ound^^^to^compl^ 25 ming deviL responds^t^fSg tffe 

Llf n f ? T n atl ?"' and / e 1 uirenien a f« a large codebook to at least one c^mmunSn Svice which 
amount of electronic storage (memory). stores the therein . Th S°" SS^S 

h5"S PCnde , nt V01CC rec fS Mtion devices "« cation device may respond to theTotee connSsT 
sponse, pitch period, short-term speech power, and 

amplitude of the short-term speech spectra. In order for BRIEF DESCRIPTION OF THE DRAWINGS 

L S ^^h d ,T ft ii ent deVi v t0 S ?° Dd 10 m0 / e than one FIG - 1 * an illustration of a programming device in 

Kedt rSS f « f °T ti0n (^mmonly 35 accordance with the present invent and a 

™" .u codeb . ook > for «"* Person must be having a mobile subscriber unit installed there- 

stored within the device. However, mass codebook FIG 2 is an iii..<tr.ti». 7 J .1 Ju . ' 

native may be to use speaker independent technology, 40 FIG 3 is a block rt f • ^ ■ 

however^ speaker independent devices are typical of FIG l or ^ 

m When T™kL??« in fx!^ □ *:„ * - „ . FIG * 4 fe a block dia firani of a subscriber unit accord- 
When applied to information communication devices, ing to the present invention 
voice recognition technology raises several concerns. invention. 
One major concern comprises the recognition that com- 45 DETAILED DESCRIPTION OF THE 
mumcation devices are typically used by more than one PREFERRED EMBODIMENT 
individual. For example, police vehicles are generally in Referrine now tn Via i ; i. 

the radios must be updated with each change in person- 55 ming devices P ^ 

BfSSST m 1,16 pereonal paser and handheld in r or . othCT V ed ta*ESiT3E SJSS 

Onesolunonmay be to store thecodebooks of only a ^SS^ 10 ^ "** 
few individuals thereby reducing the amount of re- 65 As mentioned above, preferably all reouired code 
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tory (library) of the several codebooks. Preferably, a codebook transfer is preferably accomplished by enter- 
separate facility may be used to provide "training" of ing a codebook identification code on a keypad (14) and 
the subscriber units. For example, all codebooks for an depressing a transfer activation button (or switch) (16) 
entire police force may be created by training a sub- Alternately, identification cards (or modules) may be 
scnber unit (or its simulated equivalent) at the police 5 used to cause an automatic transfer of the appropriate 
station, after which the newly created codebooks may codebook from the programming device (10) to the 
be transferred to the programming device via any con- subscriber unit. Also, the programming device may 
vexuent means. In this way, the codebook library may itself be voice controlled (using speaker dependent or 
be maintained. Alternately, the programming device independent technology) to transfer an identified code- 
may allow for creation of codebooks by having sub- 10 book. Lastly, as an alternative to either radio frequency 
scnber operators tram the programming device itself. or light wave communication, codebook transfer may 
Each of the subscriber units contain enough code- be effected via an interface cable (either conductive 
book memory to store the codebook for at least one wire or fiber optic link) between a programming port 
individual. Thus, before an individual may use the sub- (24) on the subscriber unit (22), and a programming port 
scnber unit, his or her codebook must be transferred 15 (24') on the programming device (10 or 20) 
from the programming device (10) to the subscriber Referring now to FIG. 3, there is shown a block 
unit. Preferably, codebook transfer is accomplished by diagram of the programing unit (10 or 20). The pro- 
entenng a codebook identification code on a keypad gramming unit operates under the control of a micro- 
(14) and depressing a transfer activation button (or processor (30), which communicates via an address bus 
switch) (16). The present invention also contemplates 20 (32) and a data bus (34) with read-only memory (ROM) 
several alternatives to effect codebook transfer. One (36) and random access memory (RAM) (38) The code- 
alternate compnses providing each operator with an book for each individual resides in mass codebook stor- 
identification card (or module) that may be inserted into age (40), which preferably comprises electronically 
the programming device, which causes an automatic erasable programmable read-only memory (EE- 
transfer of the appropriate codebook from the program- 25 PROM). Alternately, battery backed-up RAM may be 
ming device (10) to the subscriber unit. In another em- used. 

bodiment, the programming device may itself be voice The operator may enter manual commands via the 
controlled (speaker dependent) to transfer an identified keyboard (42), and receive status or information up- 
codebook. In this way, codebook transfer could be dates by the display (44). Preferably, in a voice con- 
controlled since the programming device would only 30 trolled programmer embodiment, voice commands are 
respond to a limited number of speakers In a further entered via the microphone (46), which are digitized 
embodiment, the programming device may employ a (48) and processed by the microprocessor (30) Code- 
hmited version of speaker independent voice recogni- book transfer is accomplished via a transmitter (SO) 
tion technology, which may be used to effect codebook which is of a type in accord with the particular commu- 
transfer. 35 nication media employed. That is, an optics transmitter 

In several circumstances, the operator of the mobile for fiber optic cable or infrared scattered transmission, a 
subscnber unit also carries an associated portable sub- radio frequency transmitter for RF communication, or 
scnber unit, which may be used to maintain communi- merely a modulator amplifier for wireline transmission, 
cation when the operator is out of the vehicle. Accord- Optionally, the programming device (10) may include a 
mgly, the present invention contemplates that the pro- 40 receiver section (52) comprising a receiver (54) which 
gramming device (10) may simultaneously transfer a may forward data messages, such as acknowledge mes- 
codebook to a mobile subscriber unit and its associated sages, to the microprocessor (30), while routing analog 
PO o!^I e *u nit ' a u i u u , . messages (such as a programming complete or error 

Once the codebook has been stored in a subscriber signal) to any suitable audio processing stages (56), 
unit, the operator may partially (or entirely) control the 45 which may provide an alert tone to the operator via the 
operation of the subscriber unit by voice commands. speaker (58). 

Alternately, voice commands may be used in conjunc- Referring now to FIG. 4, there is shown a block 
tion with manually entered commands (or vice versa) to diagram of a subscriber unit (22) according to the inven- 
execute a desired function. Whenever another individ- tion. The subscriber unit also operates under the control 
ual desires to use that subscriber unit (for example, at a 50 of a microprocessor (30), which communicates via an 
change m a working shift), the codebook for the new address bus (32) and a data bus (34) with read-only 
operator may be rapidly transferred as described above. memory (ROM) (36) and random access memory 
Optionally, the memory m the subscriber may be ex- . (RAM) (38). The codebook for at least one individual 
panded (within size and cost constraints) to retain a resides in the codebook storage (40'), which preferably 
united number of the last used codebooks in a first-in- 55 comprises electronically erasable programmable read- 
last-out manner. For example, the codebook of the cur- only memory (EEPROM). Alternately, battery backed- 
rent user and the pnor two operators may be retained in up RAM may be used 

the subscriber unit In this way, if the same three indi- The operator may enter manual commands via the 
viduals operating the subscriber during the three oper- keyboard (42), and receive status or information up- 
atmg shifts were ordinarily repeated day to day, no 60 dates by the display (44). Preferably, voice commands 
reprogramming of the subscriber unit would be re- are entered via the handheld microphone (60), which 
qU n r ■ . . , . , are di S itized and processed by the microprocessor 

Refernng now to FIG. 2, there is shown a program- (30). Optionally, a condenser microphone (or equiva- 
ming device (20) communicating via modulated light lent) (46) may be mounted on the subscriber unit, to 
waves (optics) with a subscriber unit (22). For example, 65 receive voice commands without the necessity of pick- 
infrared scattenng light may be used to transfer the ing up the handheld microphone (60). Voice messages 
codebook from the programming device to the sub- are transmitted via the handheld microphone (60) and a 
scnber unit. As discussed in conjunction with FIG. 1, a radio frequency transmitter (50'), which may also trans- 
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mit data messages from the microprocessor (30). The 
transmitter (500 is selectively coupled to the antenna 
(62) via the antenna switch (64), which is controlled via 
the antenna control line (66) from the microprocessor 
(30). The subscriber unit (14) may also receive data or 5 
voice messages via a radio frequency receiver (54*), 
which forwards data messages to the microprocessor 
(30), while routing voice messages to any suitable audio 
processing stages (56), which may provide the voice 
messages or signalling tones to the operator via the 10 
speaker (58). 

The subscriber unit (22) may accept a codebook for 
storage in a variety of ways. In a radio frequency pro- 
grammer embodiment, a subscriber unit (22) may re- 
ceive a codebook transmitted from a programming ^ 
device (10) via the antenna (62), which is coupled (64) 
to a receiver (54'). The receiver (54 r ) routes the re- 
ceived codebook information to the microprocessor 
(30), which may store the codebook in the codebook 
storage (40*). Optionally, an acknowledge message may 20 
be transmitted (50*) to the programming device (10) to 
confirm receipt of the codebook. In a optic programmer 
embodiment, the subscriber unit (22) is equipped with 
an optical receiver (or transceiver) (68) to enable the 
subscriber unit to receiver a codebook transmitted by a 
programmer (20) via,, such as, infrared scattering. 
Lastly* a subscriber may be provided a programming 
port (70), which may accommodate a wireline or fiber 
optic cable to enable the subscriber to receive a code- 
book. 

According to the invention, a significant level of 
voice control, may be accomplished by a limited word 
set. While total voice control may require several addi- 
tional words, the present invention contemplates that 35 
the subscriber unit may be at least partially controlled 
by the word set as represented in Table 1 below. 
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TABLE 1 



EMERGENCY 

LIGHTS 

SIREN 

ON 

OFF 

MONITOR 

CANCEL 

STATUS 

TRANSMIT 

RECEIVE 

DISPLAY 

SCAN 

DIAL 

CALL 

CHANNEL 

ACKNOWLEDGE 

MESSAGE 

NUMBER 

ZERO 

ONE 

TWO 

THREE 

FOUR 

FIVE 

SIX 

SEVEN 
EIGHT 
NINE 
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In summary, the present invention provides that a 
communication device may be programmed to recog- 
nize voice commands via the portable programming 
apparatus described above. To effect codebook transfer, 
the programming device receives an identification 
code, which is used to access particular voice recogni- 
tion information from a repository of codebooks con- 
tained within the portable programming device. The 
identified codebook is . transferred to at least one com- 
munication device by modulated radio waves, modu- 
lated light waves, or other suitable modulated elec- 
tronic signals. Upon receipt and storage of the code- 
book, the communication device may respond to the 
voice commands of that individual. In this way, the 
communication device may be rapidly reprogrammed 
to accommodate changing operators. 

What is claimed is: 

1. In a communication system having at least one 
communication unit being at least partially controlled 
by voice commands, a method for programming said at 
least one communication unit to recognize said voice 
commands, comprising the steps of: 

at a programming device having a repository of voice 
recognition information for at least two individuals 
stored therein: 

(a) receiving a code identifying data representing at 
least voice recognition information for at least one 
individual; 

(b) programming said at least one communication 
unit to recognize voice commands by transmitting 
at least said data representing at least voice recog- 
nition information via modulated radio frequency 
or optical signal to said at least one communication 
unit; 

at said at least one subscriber unit: 

(a) receiving said data representing at least voice 
recognition information from "said at least one pro- 
gramming device. 

2. The method of claim 1, which further comprises 
the step of; 

(al) coupling an interface means between said pro- 
gramming device and said communication unit 
prior to said programming step so as to be able to 
transmit said data representing at least voice recog- 
nition information, 

3. The method of claim 1, wherein said programming 
device receiving step comprises: receiving a code en- 
tered on a keypad. 

4. The method of claim 1, wherein said programming 
device receiving step comprises: 

(a) receiving a voice signal; 

(b) processing said voice signal to identify said data 
representing at least voice recognition information; 

(c) programming said at least one communication unit 
to recognize voice commands to transmitting at 
least said data representing at least voice recogni- 
tion information via modulated radio frequency or. 
optica] signal to said at least one communication 
unit. 

5. The method of claim 1, which includes the commu- 
nication unit steps of: 

(b) processing, in the absence of manually entered 
commands, voice commands in accordance with 
said data representing at least voice recognition 
information to at least partially control operation 
of said communication unit in response to said 
voice commands; 
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(c) processing, when said manually entered com- 
mands are present, said manually entered com- 
mands jn cooperation with said voice commands 
processed in accordance with said data represent- 
ing at least voice recognition information to at least 
partially control operation of said communication 
unit in response to said manually entered com- 
mands and said voice commands. 

6. The method of claim 1, which includes the commu- 
nication unit step of: (b) processing voice commands at 

'said subscriber unit in accordance with said data repre- 
senting at least voice recognition information to at least 
partially control operation of said communication unit 
in response to said voice commands. 

7. The method of claim 1, which includes the commu- 
nication unit step of: storing at least a portion of said 
data representing at least voice recognition information. 

8. In a communication system having at least one 
communication unit being at least partially controlled 
by voice commands, a method for programming said at 20 
least one communication unit to recognize said voice 
commands, comprising the steps of: 

at a programming device having a repository of voice 
recognition information for a plurality of individu- 
als stored therein: 

(a) receiving a code identifying data representing at 
least voice recognition information for at least one 
individual; 

(b) programming said at least one communication 
unit to recognize voice commands by transmitting 30 
at least said data representing at least voice recog- 
nition information via modulated radio frequency 

or optical signal to said at least one communication 
unit; 

at said at least one communication unit; 

(a) receiving said data representing at least voice 
recognition information from said at least one pro- 
gramming device; 

(b) storing at least a portion of said data representing 
. at least voice recognition information; 

(c) processing, in the absence of manually entered 
commands, voice commands in accordance with 
said data representing at least voice recognition 
information to at least partially control operation 
of said communication unit in response to said 45 
voice commands; 

(d) processing, when said manually entered com- 
mands are present, said manually entered com- 
mands in cooperation with said voice commands 
processed in accordance with said data represent- 
ing at least voice recognition information to at least 
partially control operation of said communication 
unit in response to said manually entered com- 
mands and said voice commands. 

9. In a communication system having at least one 
communication unit being at least partially controlled 
by voice commands, a method for programming said at 
least one communication unit to recognize said voice 
commands, comprising the steps of: 
at a programming device having a repository of voice 60 
recognition information for at least two individuals 
stored therein: 

(a) receiving a code identifying data representing at 
least voice recognition information for at least one 
individual; 

(b) programming said at least one communication 
unit to recognize voice commands by transmitting 
at least said data representing at least voice recog- 
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nition information via modulated radio frequency 
or optical signal to said at least one communication 
unit; 

at said at least one communication unit: 

(a) receiving said data representing at least voice 
recognition information from said at least one pro- 
gramming device; 

(b) storing at least a portion of said data representing 
at least voice recognition information; 

(c) processing voice commands at said communica- 
tion unit in accordance with said data representing 
at least voice recognition information to at least 
partially control operation of said communication 
unit in response to said voice commands. 

10. In a communication system having at least one 
communication unit being at least partially controlled 
by voice commands, a method for programming said at 
least one communication unit to recognize said voice 
commands, comprising the steps of: 

at a programming device having a repository of voice 
recognition information for at least two individuals 
stored therein: 

(a) receiving a voice signal representing at least a 
code identifying data representing at least voice 
recognition information for at least one individual; 

(b) transmitting at least said data representing at least 
voice recognition information via modulated radio 
frequency or optical signals to said at least one 
communication unit; 

at said at least one communication unit: 

(a) receiving said data representing at least voice 
recognition information from said at least one pro- 
gramming device; 

(b) storing at least a portion of said data representing 
at least voice recognition information; 

(c) processing voice commands at said communica- 
tion unit in accordance with said data representing 
at least voice recognition information to at least 
partially control operation of said communication 
unit in response to said voice commands. 

11. In a communication system having at least one 
communication unit being at least partially controlled 
by voice commands, a programming device comprising: 

means for receiving a code identifying data represent- 
ing at least voice recognition information for at 
least one individual stored in a repository of voice 
recognition information for at least two individu- 
als; and 

programming means for programming said at least 
one communication unit to recognize voice com- 
mands, said programming means including trans- 
mitter means for transmitting at least said data 
representing at least voice recognition information 
via modulated radio frequency or optical signals to 
said at least one communication unit 

12. In a communication system having at. least one 
communication unit being at least partially controlled 
by voice commands, a programming device comprising: 

means for receiving a voice signal representing at 
least a code identifying data representing at least 
voice recognition information for at least one indi- 
vidual stored in a repository of voice recognition 
information for a plurality of individuals; and 

programming means for programming said at least 
one communication unit to recognize voice com- 
mands, said programming means including trans- 
mitter means for transmitting at least said data 
representing at least voice recognition information 



via modulated radio frequency or optica] signals to 
said at least one communication unit. 
13. A programming system for programming at least 
one communication unit to recognize voice commands, 5 
comprising: 
a programming device, comprising: 
means for receiving a code identifying data represent- 
ing at least voice recognition information for at 10 
least one individual stored in a repository of voice 
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recognition information for at least two individu- 
als; 

means for transmitting at least said representing at 
least voice recognition information via modulated 
radio frequency or optical signals to said at least 
one communication unit; 
said at least one communication unit, comprising: 
means for receiving said data representing at least 
voice recognition information from said at least 
one prograrnming device. 
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(57) ABSTRACT 

A device and a method for reproducing information in a 
motor vehicle include, as part of a keyless access system 
and/or drive authorization system, a portable transponder for 
sending a code via a transceiver to a control device arranged 
in the motor vehicle. Access authorization and/or drive 
authorization are granted if the control device receives a 
valid code. A display is arranged in the vehicle. The display 
displays specific data based on an output signal from the 
control device. 

12 Claims, 2 Drawing Sheets 
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DEVICE AND METHOD FOR 
REPRODUCING INFORMATION IN A 
MOTOR VEHICLE 

FIELD OF THE INVENTION 

The present invention relates to a device and a method for 
reproducing information in a motor vehicle. 

BACKGROUND INFORMATION 

In German Published Patent Application No. 196 480 42 
is discussed a motor vehicle having a key for to identifying 
an authorized user. Data such as the customer's address, the 
vehicle ID number, or the odometer reading are stored in the 
key. At a workshop the key is placed in a read device, which 
is connected to a computer and on whose screen a dialog is 
carried out in order to read out the key data. However, the 
data can only be displayed if a password is entered manually. 

This device may only be suitable for reading out pertinent 
data if it is used in conjunction with an external device. 

SUMMARY OF THE INVENTION 

An object of an exemplary embodiment and/or exemplary 
method of the present invention is to provide a display 
device having additional functions, for normal use of the 
vehicle. 

An exemplary device according to the present invention 
for reproducing information in a motor vehicle includes one 
(or a plurality) of portable transponders as part of a keyless 
access system and/or drive authorization system, which 
sends a code to a control device inside the vehicle. Access 
authorization and/or drive authorization is granted if the 
control device receives a valid code. It includes a display, 
which is arranged inside the vehicle. The display displays 
specific data based on an output signal from the control 
device. 

The display can only be activated if a valid code trans- 
mitted by the transponder is received. The pertinent data are 
only made available to a user who has thus demonstrated 
that he is authorized. Other persons who are not in posses- 
sion of a valid transponder cannot gain access to these data. 
Based on the code received, the display can be updated 
automatically, further operating signals from the user not 
being necessary to accomplish this. Therefore, the code 
signal from a transponder is suitable for this initiation 
procedure for the display, . as the code signal transmission 
procedure is already carried out before initiation of the start 
procedure for the vehicle. Thus, the user can be supplied 
with pertinent information about the vehicle's operating 
condition in advance before he operates the ignition. The 
code signal of a transponder is triggered automatically upon 
operation of the outside door handle, the ignition/start 
switch, and the remote control button of the transponder (if 
present). 

According to another exemplary embodiment, the data is 
also displayed if a further operating element, a door contact, 
has been operated. The combination of the transponder 
query and an output signal from an operating element 
provides security against unauthorized access to the data, 
and the display is not activated until the instant when 
operation of an operating element indicates that the user is 
inside the vehicle. 

According to another exemplary embodiment, data which 
depend directly on the code received by the control device 
is transmitted to the display. To accomplish this, the control 
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device sends out a search signal which addresses all tran- 
sponders assigned to the vehicle. The transponders that are 
located within the control device's transmission range send 
back a corresponding answer signal. Based on the incoming 

5 signals, the control device can determine which transpon- 
ders are present. This information is forwarded to the 
display. Thus, the user is informed of which transponders are 
located inside the vehicle. In particular, this information 
reminds the driver before he leaves the vehicle that he 

10 should take the transponders that are in the vehicle with him 
so as to reduce the risk of unauthorized starting of the 
vehicle. 

The display duration may be limited to a predefined time. 
This should at least better ensure that no operation inter- 

15 vention to support the functionality of the exemplary method 
should be necessary. According to another exemplary 
embodiment, the current display duration is extended by a 
further full basic duration if a further trigger event occurs 
before the predefined display time has elapsed. In addition 

20 to straightforward timer control, the display duration can 
also be coupled to the occurrence of a further event. This 
event may be the starting and/or stopping of the engine or 
the locking of the vehicle. 

The exemplary method according to the present invention 
for reproducing information in a motor vehicle may use a 
portable transponder as part of a keyless access system 
and/or drive authorization system which transmits a code via 
a transceiver to a control device arranged inside the vehicle, 
access authorization and/or drive authorization being 

30 granted if the control device receives a valid code. A display 
is arranged inside the vehicle, the display displaying specific 
data based on an output signal from the control device. The 
exemplary method involves the following steps: 

35 Transceiver sends out a search signal which causes the 
transponder to send back a code; 
The control device evaluates the code received via the 

transceiver; and 
The display is activated. 

40 The data exchange carried out in connection with the 
authorization query provides information as to which tran- 
sponders are located within the transceiver's coverage 
range. This information is forwarded to the display in the 
next step, and is available to the user immediately. Accord- 

45 ing to another exemplary embodiment, the display is also 
triggered even if no code or an unauthorized code is received 
during a time period that begins with the sending out of the 
search signal. The user can be made aware of this critical 
situation immediately, as the corresponding query procedure 

50 for transponder recognition has already been carried out 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 shows a block diagram. 
55 FIG. 2 shows a further display. 

FIG. 3 shows a flow chart relating to the exemplary 
embodiment and/or exemplary method. 

DETAILED DESCRIPTION 

60 Memory 12 and transceiver 14 are arranged in control 
device 10. Transceiver 14 exchanges data with first tran- 
sponder Tl and if necessary with second transponder T2 and 
nth transponder Tn. For each of these transponders H, T2, 
Tn, an accompanying name Nl, N2, Nn of a transponder 

65 user, settings El, E2, En, and confidential data VI, V2, Vn 
are stored in memory 12. In each of transponders Tl, T2, Tn, 
special data SI, S2, Sn are stored in a memory. Control 
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device 10 communicates via bus system 18 with display unit command signal and the data to be displayed, such as 

24, whichincludes display 26. Asignal from door switch 20 transponder Tl, 12, Tn, name Nl, N2, Nn, transponder- 

and a signal from operating element 22 are conveyed to bus dependent binary information, and settings El, E2, En, to 

system 18. Diagnosis interface 28 via which, in conjunction display unit 24 via bus system 18 

with m^t/output unit 30 data can be read in or out is 5 TTus data is merely an example.'Any desired information 

provided on bus system 18 In normal operating mode, may be displayed. Thus for each transponder Tl, T2, Tn the 

p7£ v ' X * °™ aUon °> name Nl, N2, Nn of the transponder user in question is 

El, E2, En that are ass^ed to fransponders Tl, T2, Tn are stored ^ mcmory n of ^^vice 10. Ms * shown on 

displayed to the user via a display. ^ screen of ^ u ^ form> Settin E * 

In a speaal operating mode, name Nl, N2, Nn, the binary 10 E2, En may constitute information as to whether the tran- 
infonnation, settings El, E2, En, confidential data VI, V2, sponder Tl, T2, Tn is blocked for an authorization query. 
Vn and special data SI, S2, Sn that are assigned to the Similarly, transponder-dependent user settings El, E2, En 
transponders H, T2, Tn in question appear on the display; could constitute a seat adjustment setting, a mirror adjust- 
as an alternative, just parts of this information are displayed. ment setting or the like. Display unit 24 prepares the data 

The flow chart shown in FIG. 3 is now used for describing 15 made available by control device 10 and triggers display 26. 

the exemplary method and/or how the exemplary device This data is visible on display 26 for a predefined length of 

according to the present invention functions. A user who is time. 

in possession of first transponder Tl approaches the vehicle. According to another exemplary embodiment, the data is 
In order to achieve access authorization, he operates the door only displayed if the authorization query per Step 103 has 
handle (Step 101). The corresponding signal exchange is 20 successfully been carried out and also an additional event 
evaluated by control device 10. Transceiver 14 of control occurs. This additional event could be, for example, the 
device 10 thereupon sends out a search signal First tran- closing of the doors, this being signaled via the signal status 
sponder Tl, which is within the range of transceiver 14, of door switch 20. Control device 10. then forwards a 
sends back an answer signal/code to control device 10. corresponding display command to display unit 24 Opera- 
Based on the answer signal sent back, control device 10 25 tion of operating element 22 may also constitute an event 
determines which transponders Tl, T2, Tn are located within that triggers display 26. For example, the user would have to 
the range of transceiver 14. operate the ignition switch or the ignition lock in order for 
The evaluation as to which transponder Tl, T2, Tn is display 26 to be triggered. However, first an authorization 
present may be performed using, for example, a character- query (Step 103) would have to have been successfully 
istic transmission time delay for the answer signal which carried out. The data stored in memory 12 may also be read 
distinguishes transponders H, T2, Tn from each other. Each in and out via diagnosis interface 28 and the accompanying 
transponder Tl, T2, Tn is assigned a corresponding time input/output unit 30. This may also be used, for example, 
slot If an answer signal is received within this characteristic when the device is started up for the first time, 
time slot, control device 10 determines that transponder Tl, In addition to the use of the display in normal mode as 
T2, Tn that answers within this time slot is within range. described above, in special mode protected data can be 
Based on this evaluation procedure, the binary information queried and overwritten. This protected data may be located 
is generated as to whether the transponder in question Tl, in control device 10, in transponder Tl, 12, Tn or in both 
T2, Tn is present (x) or not (0). components. As this data is access-protected, the special- 
Triggering of the authorization query in Step 103 can also ^ mode operation of display 26 has to be initiated via a 
be carried out or performed in conjunction with opening or suitable operating sequence. To accomplish this, one option 
closing of the doors, or upon operation of an operating is for the ignition to be switched on and off a plurality of 
element in conjunction with a start or stop procedure of the times. This special operating sequence causes control device 
vehicle. In this context, these transceivers 14 which cover 10 to carry out a first authorization query with a first 
the vehicle interior are triggered with a view to sending out 45 transponder Tl, as described above in connection with Step 
a search signal The incoming signals from transponders Tl, 103. 

^^3 b H^^f ten Tf ^j 1 ^ 0 ^™^ According to the exemplary embodiment and/or exem- 

Jon^ ^ ^ M0nna - ^ metbod of me P^entkivention, at least one further 

uonis made available to the display. authorization query with a further transponder 12, Tn must 

Provided a valid answer signal is received at transceiver 50 be successfully carried out in order for the special mode data 

14, authorization query 103 is carried out next To accom- to be displayed. Provided the authorization query has been 

pksh this, a signal is sent to first transponder Tl, which has carried out successfully with a further transponder T2, Tn 

been recognized as being present, and is processed by first control device 10 prepares the special mode data to be 

transponder H. First transponder Tl sends the processed displayed. The queries described above may be carried out 

signal back as a code. At the same time, the identical 55 or performed in a single step. For read mode, two transpon- 

procedure for deterrmning the expected code is carried out ders Tl, T2 may be enough; for write mode, e.g. entering a 

m control device 10. new owner, all valid transponders Tl, T2, Tn must be 

If the incoming code from first transponder Tl matches available for querying. The number of valid transponders 

the expected code, the authorization procedure is deemed to Tl, T2, Tn can be determined from the contents of the 
have been carried out successfully (Step 105). If they do not 60 memory, and allows the write mode to be enabled once the 

match, the authorization procedure is terminated so that number of transponders H,T2,Tn has been determined and 

there is no result (Step 107). Based on the authorization the subsequent comparison has been carried out. 

query (Step 103), either authorization for access to the In addition to, or also independently of, the data already 

vehicle, or a drive authorization, which enables the control displayed in normal mode, in special mode confidential data 
devices required for operation and thus allows the driver to 65 VI, V2, Vn and/or special data SI, S2, Sn stored in 

start the engine, is granted. If the authorization query has transponders Tl, 12, Tn may also be displayed (see FIG 2) 

been earned out successfully, control device 10 transmits a Control device 10 transmits a suitable command via trans- 
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ceiverl4to the transponders 11, T2, Tn that are in range, so at least one portable transponder for transmitting a code 

as to cause them to send back the specnl data SI, S2, Sn in via a transceiver to a control device arranged in the 

questxon. Special data SI S2 Sn and the data stored in motor vehicle, at least one of access authorisation and 

fi rf^^S^ ^ ? 7 bUS SySt T *** authorization being granted if me coSdeWc* 

18 with the help of an appropriate special display command, s receives a valid code: and 

Display 26 is now structured as shown in FIG. 2. Confi- . , 

dential dka VI, V2, Vn and special data SI & VZy * W y * ^ 

constitute information regarding the transponder owner the - ^ ° D f ° UtpUt fflgDal ^ the 0001101 device * 

address, service information regarding the vehicle the vehi- , A ° f claHn wherein specific data is 
cle's official ID, the vehicle registration certificate, the 10 ^P 1 ^ * the valid code is received by the control device, 

motor vehicle certificate, the chassis number, the engine . 3 * The device of claim 1, wherein the specific data is 

number, or the insurance number. Thus, there is no need for Splayed if at least one of an operating element and a door 

an external read-out device. As described herein, it is easy contact nave ^en operated. 

for the workshop staff to access the data provided they are 4 * ^ e device of claim 1, further comprising a second 
in possession of the necessary number of valid transponders 15 transponder, wherein the specific data is displayed if another 

Tl, T2, Tn. If the vehicle's owner changes, data can be valid code is received by the control device from the second 

changed and the changes verified with the help of display 26 transponder. 

and input/output unit 30, provided all authorized transpon- 5. The device of claim 1, wherein the transceiver sends 

ders Tl, T2, Tn are presented. out a search signal for causing each portable transponder of 
According to another exemplary embodiment, display 26 20 me a* lcast one portable transponder that is within a range to 

is also triggered if the authorization query carried out in Step send back a respective code, so that each portable transpon- 

103 does not indicate a valid code or no code is received by der within the range is recognizable, 

transceiver 14 within a time period that begins when the 6. The device of claim 1, wherein the specific data 

search signal is sent out Instead of immediate termination, depends on whether the valid code is received 
Step 107 could also be used to trigger display unit 24 with 25 7. The device of claim 1, wherein the specific data stored 

t£nZJ^L^f "™ aulhori ^ tran " * at least one of me at least one portable transponder and the 

spender* or no fransponder." However, security-relevant control device is displayed 

information would not be displayed. In conjunction with a 8 . The device of claim 1, wherein the display includes at 

warning signal, display 26 may also be supported bv visual „ * ITV 7 , mspiay mciuaes at 

or aco^r m eans(radio, or, for c^T*£™^ 30 

signal generator) 5. The device of claim 1, wherein the specific data stored 

w„ r - . J . . m at least one of the control device and the at least one 

deS^ portabletrans^nder^ 

Tn may also be sent to' ^Y^X^^^r "$T3^ ^ "^V" ^ 

being carried out Ftahcn^ 35 vem ^ h ^^^^ » a m0tor 

device 10 do not have to be structurally integrated. Instead, , ' ™ part t ° f * least one of a ke y less 

a plurality of transceivers 14 may be arranged at different &YS * f * authorization system, a portable tran- 

points in the vehicle so as to ensure reliable detection of Spon for frans mitring a code via a transceiver to a control 

transponders Tl, 12, Tn that are present According to other device an ^ n ^ d m motor vehicle, at least one of an 

exemplary embodiments, the signals from door switch 20 40 a , CCeSS authonzation ^ a authorization being granted 

and/or operating element 22 are transmitted directly to 7. ^ 001111101 device receives a valid code, and having a 

control device 10. In addition to a visual display 26, the T*. y arranged m ^ vehicle, the display being for dis- 

display unit 24 may be a display that merely indicates the P^Wg specific data based on an output signal from the 

transponders that are present via a back-lit display, or it may control device, the method comprising: 

be an acoustic display. The door switches and tailgate 45 sending out a search signal from the transceiver for 

switches may be connected directly to control device 10 to causing the transponder to send back the code; 

bigger the authorization query and/or display activation. evaluating the code received via the transceiver using the 

The operating element 22 may be integrated into display unit control device; and 

24. Furthermore, the authorization query described in con- „ activating the display 

^^%r^ i ^^ to v^^ ina H-I* method of cl^ 

S£ Tt ? ♦ °. baGk ° f a trans P° nder * at least one received code is found vahd 

1 ^ 01 authon2atl0n 12. The method of claim 10, wherein the display is 

1 A ril f : 4, , activated if, after the search signal has been sent out at least 

*J£ T ^ ^ u° f at kaSt ° De ° f a keyIeSS 55 one of ™ d ^ invalid code andno code is received withL a 

access system and a dnve authorization system for repro- 55 specific time period 
ducing information in a motor vehicle, the device compris- 

^ * * . - . 
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ABSTRACT 



Starting of a motor vehicle is controlled from elec- 
tronic combination lock circuitry which may be 
placed in a turnover mode of operation after the en- 
gine has been started to thereafter permit a predeter- 
mined number of engine starts without the entering of 
the lock combination. 

2 Claims, 8 Drawing Figures 
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■ 11 is T b ?ir e pre r invention to - vide - ssi i Jesses? 

'itis another object of the present invention to pro- Sov^^^ 

v.de such a system wherein knowledge of a particular to engage a Run contact connl^a^S^SZ 

code u normally required to start the motor vehicle but with the battery 16 and is further Jov.fi to en JSe™ 

wherein one who. has knowledge of the code may per- Start contact connecting the starter solenoid 22 of ^e 
,? a , T nUmb % r ° f StaftS of the v ^icle en- 15 vehicle to the battery 16 while m^S^zilfnt 

g.ne without the necessity for disclosing, the code. with the Run contact. As usual, thelX^Uch 20 

It ,s another object of the present invention to pro- is biased to return from the S art ™£n to Th R™ 

v.de electronic combination lock circuitry including a position. The position of th^ iffin^wte^f U 

the owner of -J. vehicle withL th^sstS 

closmg^he code and wherem the turnover mode is ter- 30 to respectively close and oZ he 

mmated in. response to removal of the ignition key. circuit solenoid 

It is a further object of the present invention to pro- Referring now to FIG. 2. the anti-theft svstem 10 i. 

vide an anti-theft system including a:keyboard unit for 25 shown in § lock diagram to^^S^^J^ 

=rseSy C ^ s S^~a^ V^^T^ 

cat.on of the veh.cle to thereby render difficult and motor enclosure. The master uSt totadrtoS a ket 

time consuming any attempt to defeat the system. 30 board unit 32 ™3itv «f i ! 

It is another object of the present invention to pro- p«^t^OTiS^?S^5^?£ 
vide electronic combinat on lock circuitry reauirinc legend RFSPT tiL .,1!. T ' "rough 5 and the 

close the Mlenoid circuit, by combination lock cir- «> A h a conductor 40 {0 he ™e un t e LeSfv 

while the veh.cle is m the turnover mode the ignition ceives inputs from the keyboard encVde anft^smh 

the^rri ' atC, ; ,ng ? ,a y is released 10 retur " "lock 36and provides ^S^SSiSSs^SSt 

tne system to the norma mode of operation nvpp t~ *k a i • a* — . , ucai B»*«a i ukin- 

ever tne number of starts in the turnover mode have 
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been completed or whenever the ignition switch 20: is . nated RSTRB*; which provides the -other ^ input to the 
removed from the ignition lock. - NOR gates 102 through l^The'dutpu t of the- gates • 

Referring now to FIG. 3, the/overall timing for. the 102: through. 106.are connected with the set inputs, of 
system of FIG. 2 is provided from a basic clock oscilla- the first three stagesof the ^ register 86- While: tfte output 
tor 52 which produces, for example, a 20' KHZ square 5 of the gate 114- is inverted bjr an *n verter^ll^^nd ap^ 
wave output signal to the clock input of a counter 54. ■. plied to the set-input of the last two .stages- of the regis- 
A reset input,. designated RST, to the ;countjer 54 is pro- ter.86. The register 86 comprises D type flip-flops 118 • 
vided from an initialization. circuit generally designated^ through 126 which are clocjced- from the' output, desig- 
56 which produces a reset pulse upon cqnnectionof the . nated REG/Q of a NAN D. gate 128 .having its inputs ^ 
logic control circuitry with the battery 16.- The circuit TO connected to TP7 and CPB\ The flip-flops- 118 through 
56 comprises a.resistor 58 and capacitor 60; with an hi- 126vare xeset to an .initial. conxikiorLfrom RST wherein 
verter 62 connected to the junction between the resis- their Q.outputs;REGl through REG5 are low The out- 
tor 58 and capacitor 60 so that a pulse with a positive put.of the flip.flog 126 provides' opeMnputtoia l^ND^ 
going leading -edge is generated upon connection with gate .130, the. otr»er Input of which is designated Rtf h* 
the battery 16.RST will then go low upon charging of 1 5 and is high to open i the gate/i30 wheneve^ the engine ' 
the capacitor 60,above the threshold of: the inverter 62, is hot running. Theoutput of the gate^UO is desienated: 
The counter 54 is a dividerby-128 : counter producing . Data*. .- 

seven successively lower frequency outputs designated, : \ Briefly, the; operation of the circuitry thus far de- ; 
TP1 through TP7. TP2 through TP? go low. upoa scribed is as followst. Repression of one of the switches • 
charging of the capacitor 60above the threshold of the 20 Kl through K6 causes the^inary equivalent of. the cor- 
inverter 62, and are inverted by the inverters generally responding digit to.be entered in: the flip^fldps 1 1 8, 12*) 
designated 64 to produce the outputs TP2* through and 122 of the register 86 when RSTRB* goes low At 
TP7*. TP3 and TP2* provide inputs to a NGR gate : 66, the time the flip-flbps=124 and 126^6f the register 86 
which produces an output designated CPB whieh is in- arc set high from RSTRB. Consequently as the data is 
verted by an inverter 61 to, produce an output desig- 25 shifted out of the register.86 by the clock pulses REG/C * 
nated CPB*. TP3* and TP2* provide inputs to a NQR the data is! always preceded by two logic 44 r s " for iden- = 
gate 68 which produces an output designated CPA tifieation purposes. • . 
which is inverted by inverter 69 to produce the output- : Referring now to FIG. 6/ the- receive and decode 
designated CLOCK^v . logic block: 42 comprises a data register ^eneraHy^ies- 

Refernng now to FIG. 4, the individual pushbuttons 30 ignated 134 which includes D type - flip-flops 136 
I through 5 and. RESET of the keyboard unit 32 con- through 144. The flip-flops 136 through 144 are set so 
trol switches designated Kl through K6, respectively, • that their Q outputs are . hi^h: by a -reset signal desie- 
each of whichhad one side grounded andthebther side . rtaled RSTA. RSfA is.:derived: from the 0 output of a 
connected to V+ through pull-up- resistors generally,, fli>flop 146 which is uiitially set higtvfToni andriitial- 
designated 70. The high side . of the switches Kl 3 5 ' ization circuit^ 

through K6 respectively, are designated. Key 1* The circuit 147 produces- a pulse designated RSTD 
through' Key 6* and are connected with the keyboard . . .when the logic circuitry is first connected with the vehi- 
fllter logic 34 . Referring. now to FIG .5, the filter logic . cle battery. Thereafter/the flip-flop 146 is toggled and 
34 comprises NAND gates 72 and 74 and a NOR gate the register 134 :1s. set by theorising edge of CLOCK* 
76 which produces an, output designated Key* which is 4 P whenever the O output of the flip-flop 144, designated 
normally high but goes low in response to actuation- of RA 1, is high. :The data is.shifted into the register 134 
any of the switches Kl through K6 and returns high . by a NAND gate. 148 havingits output connbcted to the : 
upon release of the switch. Key*" is connected with the clock input of each of the flip-flops -136 through 144 
D.input.on the first stageofa three stage counter com. One input to the gate 148 k from a NAND gate 150 
prising D type flip-flops 78, 80 and 82. The Q outputs 45 Which has inputs connected to the t? outputs of the flip- 
of the flip-flops 78and 8<T designated. Kl* and;K2* are . flops 142 arid .144, designated^R A2 and ft A I respec 
connected with the D inputs of the flip-flops 80 and 82 lively, which go low when the register 134 is set The 
respectively. The flip-flops 78* 80 and S2 are set from other input-to the gate : 148 ■ is from CLOCK *< which is 
the initialization circuit,56 so that.Kl*,;K2*: and K3* ■ inverted by an inVerler, 152 the output of which is des- 
are high The flip-flops 78 trough 80 .and 82 are ignated CLOCK.: The gate 148 is; open ^whenever the 
clocked from the TP7* outputof the counter: 54. register 134 is set so that the dafais shifted in to the reg- 

l he keyboard encode and transmit unit 36 comprises ister on the following ^dge of CLOtK until the First two 
binary encoding; circuitry, generally designated 84 the bits, which are logic " I V 1 are entered in the flip-flops 
output of which is.strobed into a register generally des- : 142 and 144, whereupon RAI ari£:"RA2 go high arid the 
ignated 86 under. the control of strobe circuitry gener- gate: 148 is closed?'* \ : : . 

ally designated 88." The binary encoding, circuitry 84 ,. The -register, i3Vstores the.data for a one CLOCK 
includes NAND gates= 90, 92 and 9.4 which are.con.. pukeinterva.an^ ; 
nected with the pushbutton switches Kt through K6- as the flip-flop -Jrffc During - tiiis one CLOClK- pulse intet- 
JOdicated The output of each of>the gates; 90 through , , val the^data stored in- the registe : r l34 is. decoded ' - 
94 is inverted bylnverter^ 96, 98 arid 1 100 arid provide : The outputs- of : : the.flip,flobs " 
one input to NOR gates 102, 104 and 106. The other register 134 are connected with decode logic generally 
input to the gates 102 through 106 is provided from the designated 158 which comprises NAND gates 160 
strobe circuitry 88: which comprises NOR gates 108, through 168 connected with the outputs of the flip- 
110 and 112 connected with the three stage counter fi flops 136 through 144 in the.register 134 as indicated 
and with the timing circuitry of FIG. 3 as indicated. The The decode logic 158 is hard wired with the register 
outputs of the NOR gates 108 through 1 12 provide in- 134-tb decode the particular. combination code number 
puts to a NAND gate 114 the output of which is desig- which in the example shown is 53124. The outputs of 
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the gates 160 through 166 are connected with the D the RSTD output of the initialization circuit 147 The 

input of flip-flops 170 through 176 respectively while flip-flop 218 is clocked from the output of a BCD 

the output of the gate 168 is connected to the D input counter 220, designated SLOCLK which is driven 

of flip-flop 178 through a NOR gate 179. The flip-flops from and is at a frequency of, for example 20 Hz as 

170 through 178 are clocked through NOR gates 180 5 compared with the CLOCK frequency of for example 

, through 188 which are open in sequence to insure that 2KHz. When the flip-flop 218 is clocked while MEM5 

the five numbers of the code are inserted in the key- is high its Q output .designated LATCH goes high. The 

board unit 32 in the proper sequence. The § outputs Q output of the flip-flop 218 is connected with the base 

of the flip-flops 170 through 176 arid the Q output of of a transistor 222 through a resistor 224. The emitter 

the flip-flop 178 are_designated.MEMl through MEM 10 electrode of the transistor 222 is grounded while its col- . 

5 respectively. The Q output of the flip-flop 178 is des- lector is connected to V+ through the latch winding 26 

igriated MEM 5*. The sequential cpritrpl : of the gates of the latching relay 14. Accordingly, if the correct 

180 through 188 is controlled from a SCD* counter 190 combination is entered through the keyboard unit 32 

which is advanced on the rising edge of CLOCK the latch winding 26 is energized and its contact 30 is 

through a NAND gate 192 arid an inverter 194. The 15 moved from the position shown to provide a ground 

other inputs to the gate 192 besides CLOCK are RA1 path for the starter 22 solenoid 

and RA2 so that the gate 192 is opened for the CLOCK If the reset button K6 of FIG. 4 is depressed the bi- 

pulse interval followmg the entering of the binary data nary equivalent of the numeral 6 is transmitted to the 

in the register 134. In other words, after CLOCK goes register 134 causing the inputs to a NAND gate 226 to 

low to enter the most signficant bit in flip-flop 136, the 20 g0 high and the output thereof designated COD6* to go 

gate 148 is closed and the gate 192 is opened. On the low. The output of the NAND gate 226 is connected to 

following rising edge of CLOCK, CL* goes low and CL the D input of a D type flip-flop 228 which is toggled 

goes high and the counter 190 is incremented and on from CL. Accordingly, on the rising edge of CL (FIG 

the following falling edge of CLOCK, i.e. CLOCK* 6) following depression of the reset pushbutton switch 

goes high, the flip-flop 146 is toggled causing RSTA to 25 K 6, the Q output of the flip-flop 228 designated RST 

go high and reset the register 134. When the register goes high. RST is connected with the D input of a D 

134 is reset the gate 148 is opened and the gate 192 is type flip-flop 230 which is clocked from SLOCLK and 

closed. The outputs of the counter 190 designated has its Q output designated RELEASE connected to 

CTR1 through CTR3 are inverted by inverters 196, the base of a transistor 232 through a resistor 234 The 

198 and 200 to provide the outputs designated CTR1* 30 emitter of the transi <; tor 232 is grounded while the col- 

™ g * h < T rR3 * res P eGdvelv - CtR1 throu e h CTR3 and lector is connected to V+ through the release winding 

K 1^° U ^ C ™ 3 * afe connected with NAN D 28 of the latching relay 14. Accordingly, the release 

gates 202 through 210 &s indicated. The outputs of the winding 28 may be energized to open the ground path 

gates 202 through 210 are designated CHI* through of the starter solenoid 22 by actuating the reset push- 

CH5* respectively. The counter 190 is reset from 35 button switch K6* The 0 outputs of the flip-flops 218 

RSTC* through a NAND gate 216, the output of which and 230 designated LATCH* and RELEASE* respec- 

is designated RSTB, of -from a NAND gate 214. The lively are inputs to a NAND gate 236 the output of 

input to the gate 214 is the CTR1, CTR2*, CTR3 out- which is connected with a NOR gate 238 The other 

puts of counter 190 and the MEM 5* output of the flip- input to the NOR gate 238 is RSTD from the initializa- 

flop 178. The RSTC* input to gate 216, as will be 40 tion circuit 147. The output of the gate 238 is theprevi- 

shown hereinafter, goes low and RSTB goes high when ously mentioned RSTC* which provides the other 

S?J D no"' high . t0 inUiaJIy reS6t ^ couhter 190 * in P ut to £ ate 216 of FIG; 6. Thus, whenever the latch- 
When RSTB goes high the flip-flops 170 through 176 ing. relay 14 is either latched or released RSTC* goes 
are set to drive MEM1 through MEM4 low and the flip- low to reset the counter 190 and the flip-flops 178 and 
flop 178 is reset to drive MEMS low and MEM5* high. 45 set the flip-flops 170 to 176 and 228 
With tHe^counter 190. reset CHI* is low and CH2* If the code number is incorrectly entered MEMS* 
through CHS* are high. . Accordingly, when CL* goes will remain high and after the fifth pushbutton switch 
low, just prior to incrementing the counter 190, the has been actuated CTR1, CTR2* and CTR3 will be 
flip-flop 170 will be toggled to cause MEM 1 to go high high so the output of the gate 214 will go low and RSTB 
if the pushbutton switch KS.had been depressed since 50 will go high to reset the counter 190 and the memory 
in that event RA3, RA4* and RA5 would be high. As flip-flops and release the latching relay 14 
the counter 190 is incremented CH2* goes low and the Referring now to FIG. 8, the turnover logic 48 is dis- 
next binary coded number entered through the key- closed in greater detail. The turnover logic 48 permits 
board unit 32 is ^decoded by the gate 162. If the number the owner of the vehicle or anyone else having knowl- 
•^^^-^B^-jg-^gg^ hf g h on th * fal] ing e<*ge edge of the combination to turn over limited use of the 
of CL*. Similarly, MEM3 and MEM4 go high if the vehicle to one not having knowledge of the combina- 
pushbutton switches Kl and K2 are successfully de- tion without the necessity of disclosing the combina- 
pressed. The four outputs of the flip-flops 170 through tion. Use is limited by the operator prescribing the 
176 are inputs to a NAND gate 212, the output of number of vehicle starts to be permitted. The logic 48 
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which is connected with the NOR gate 179 so that if the comprises a three stage counter 242 which is set 

first four numbers of the code are entered and in the through a NAND gate 244 which performs an OR func- 

proper sequence and the pushbutton switch K4 is tion. One input to the gate 244 is K OUT* which is de 

thereafter depressed, the outputs of the flip-flop 178 rived from a switch 246 which closes when the ignition 
designated MEMS is toggled high. end MEMS* is tog- 65 key is placed in the ignition lock and opens when the 

d J° W : *^ , \ ^ ignition key is removed from the ignition lock. One side 

Referring now to FIG. 7, MEMS is connected to the of the switch 246 is grounded while the other side is 

Q input of a flip-flop 218 which is initially reset from connected with an inverter 248 which is tied to V+ 
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through a pull-up resistor 250* Another input to the 
gate 244 is from the reset pushbutton switch K6 and the 
accompanying RSTRB* through a NOR gate 252 and 
an inverter 254. The other input to the N AND. gate 244 
is from the initialization circuit 56 through a NOR gate 
256. The counter 242 comprises flip-flops 258; 260 and 
262. The flip-flops 258, 260 and 262 are.. initially set 
from RST so that their Q outputs are high and their <3 
outputs are low. The Q outputs of the flip-flops- 258 : 
through 262 provide inputs to a NOR gate 264, the out- 
put of which is designated TURNOVER*, which is inr 
verted by an inverter 266 to provide the output. desig- . 
nated TURNOVER. Thus, initially the output of the 
* gate 264 is high and the output of the inverter 266: ia 
low indicating that the vehicle is not in the turnover 
mode. If at any time the ignition key is removed from 
the ignition lock or the reset pushbutton switch K6 is. 
actuated the counter242 is set.so that.the : output of the 
inverter 266 goes low. The output of the inverter. 266 
provides one input to. a NOR gate: 268. The other Input 
to the NOR gate : 268. is tied to groundthrough a. pull 
down resistor 270 and is also . connected with the Run 
position of the ignition switch 20. The output of the 
gate 268 provides one input to a NOR gate 272 the 
other input of which is K OUT. The output of the gate 25 
272 is designated KRST* and provides one input. to the 
gates 92 and 94 of the encoding circuitry 84 (FIG. . 5). 
. Thus, if K RST* goes low the . binary, equivalent of the 
reset pushbutton switch K6 is transmitted to the receive 
and decode unit 42 to release the latching relay 14. 
KRST* will go low if the ignition key is removed from 
the ignition lock of, if the vehicle is not in the turnover 
mode and the ignition/switch is turned off. The flip- 
flops 258, 260 and 262 are programmed by encoding 
logic comprising NOR gates. 274, 276 and 278. The 
NOR gates 274, 276 and 278 are each controlled. from 
a NAND gate 280. One input to the gate 280 is TURN- 
OVER*. The other input to the gate 280 is from the en^ 
gine manifold, vacuum switch.50 or other appropriate 
engine run conditioning sensor and also to: V+ through 
a pull up resistor 282. Thus, the gates 274, 276 and:278 
are; closed if the engine is not running or the system is. 
in the turnover mode.. In other. words, the, counter: 242 
can be programmed for a particular number of free 
starts only if the engine is runningiand the system is not 
already in. the turnover mode. The second input to each 
of the gates 274 t . 276 and 278 is from RSTRB* which, 
goes low in response to actuation of any of the pushbut- . 
ton switches Kl through K6. The third input to the gate 
274 is from RA* (FIG. 5) which goes low in response 
to actuation of either of . the pushbutton switches Kl, 
K3 or K5. The third input to NOR gate. 276 is desig- 
nated BCLR and is derived from the output of a NAND " 
gate 284 through an inverter 286. The inputs to the 
gate 284 are KEY1*, KEY2*, and;KEY5*. Accord, 
ingly, BCLR goes low if either of the pushbutton, 
switches Kl, K2 or K5 is actuated. The third input to 
the NOR gate 278 is derived from a NAND. gate . 288 
through an inverter 290; The inputs to the NAND.gate 
288 are KEY4*, and KEY 1 (FIG. 5) through an in- 
verter 292.. Accordingly, the output, of the inverter 290 
goes low if either of the pushbutton switches Kl, K2, 
K3 or K4 is actuated; Thus, the (5 outputs of the flip- 
flops. 258, 260 and 262 will be reset to the binary equiv- 
alent of any pushbutton switch depressed while, the ve- 
hicle is running and the vehicle is not in the turnover 
mode. For example, if the register 242 is set so that 
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TURNOVER*, is' high and if the engine is- running and 
the driver depresses the pushbutton switch K4, the <5 
output.of the fliprflpp 262 will be reset high and the CJ 
outputs of the; flip-flops 258 and 260 will Ternain IbwV 
When the O output of -the; flip-flop : 2 62, goes -high 
TURNOVER * goes low closing the gate 2180. TURN- 
OVER* will remain Jpvy. until the counter, 242; has been, 
toggjed four ^ times.. The.qounter 242 is toggle^ through- 
a NAND gate, 294 .and: inverter; 296 each time the 
switch 50 opens while Tt|RNOVER is high. Thu$; each 
time the engine is started duirihg th 
counter 242 is .toggled so that after four starts, all in- 
puts to the gate; -264 are low and TURNOVER goes; 
low. Accordingly;: when the ignition switch 20 is*urned 
off after the fourth! start- the output of the gate 268-gdes 
high and KRST* goes low to generate the reset number 
6 and interrupt the circuit to the: starter solenoid. 22: 
Having thus- described my invention: what! I claim- is; 
1. In a motor: vehicle provided With; starter motor. 
20 control meansfor controlling starting of the vehicle en- 
gine, including ^h ignition switch:pp 
tion key, apparatus for preventing unauthorized start- 
ing of said vehicle: comprising:- , : 
a keyboard unit . including a plurality of operator ac- 
tuable switch. means,: "■■ ; ^ :- 
. latch means for enabling said: starter motor control 
means, 

latch control :rneans:. responsive to. actuation, of said. 

switch means in a predetermined sequence for en- 
. ergizing said, latch" means tb;:enable said starting 

motor control, means; . 
said latch control; means, responsive to actuation 'tif 
said ignition switch to. an off. position for releasing 
said latch means to disable -said starter motor con- 
trol means, . ; •' .. 
override means : forr overriding : said ignitioh switch 
and thereby preven t releasing of said latch means , 
said, override . means including counter means,, 
means responsive to. actuation of one of said.switeh 
means- while said vehicle icngine is running, to pro-, 
gram said counter means to a, predetermined: num- 
ber of ignition switch actuations, said ^counter 
means being : advanced; each- time said engine 'h . 
started after said counter means is programmed 
whereby the override condition is .term iriated after* . 
said engine has : been started said predetermined 
number of tirriesi 
arid; means: responsive to removal oif said ignition key 

for resetting; said counter means;W 
2. In a motor vehicle provided with an electrical load 
device for controlling .usage of the- vehicle, apparatus 
for pre venting unauthorized usage of said vehicle com- 
prising: .. : 
input means including a plurality of operator actu- 

able switch, means, 
latch means: for enabling said load device, . 
latch control means responsive to actuation of said : 
switch means in a predetermined sequence for en-: 
: ergizing said .latch rriearis -to enable said, load de?-.- 
vice, 

an additional operator aetuable switch means, 
said latch control . means responsive to actuation: of 
said additional, switch means i for releasing said 
latch means to disable said load device- . 
override means for overriding said additional opera- 
tor aetuable, switch: means-. and,thereby preventing; ; 
release of. said latch means, said override means in- 
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eluding counter means, means responsive to actua- 
tion to one of said plurality of operator actuable 
switch means while said load device is enabled to 
program said counter means to a predetermined 
number of actuations of said additional opera tor- 
actuable switch means, said counter means being 
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advanced each time said additional switch means is 
actuated after said counter means, is programmed 
whereby the override condition is terminated after 
said additional switch means has been actuated 
said predetermined number of actuations. 
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ABSTRACT 



A manually set magnetic relay is utilized to override 
an electrical interlock in a one-time operation. Once 
the relay has been utilized, it automatically disables 
itself and must be manually set again for another oper- 
ation. The relay includes an electromagnetic coil 
which closes a load switch connected in parallel with 
the electrical interlock. A secondary circuit for ener- 
gizing the coil includes a second switch formed by a 
pair of flexible conductors at least one being flexible. 
A flexible latch engages one of the conductors of the 
second switch as the coil is energized and closes the 
load switch. The latch continues to hold the second 
switch in the latched and open condition when the coil 
is de-energized. To close the second switch and make 
energization of the coil possible, a manually actuated 
plunger engages the flexible latch and displaces it 
away from the one of the flexible conductors which 
then moves from the latched position to a position in 
contact with the other conductor of the second switch. 
The plunger also holds the load switch open during 
the unlatching operation to provide trip-free operation 
of the relay. 

6 Claims, 5 Drawing Figures 
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MANUALLY SET MAGNETIC RELAY first switch means upon energization of the coil. Such 

energization in the automobile interlock system takes 

CROSS-REFERENCE TO . RELATED APPLICA- place at th& beginning of engine starting procedures. 

TIONS . Second switch. means serially coupled with the coil of 

This application relates to. subject matter disclosed 5 the electromotive force generating means permit ener- 

and claimed in copending application Ser. No. 421,889 gization of the coil and include first and the second 

entitled, "Manually Set. Switching Devices" filed Dec. flexible conductors having portions positioned in over- 

5, 1973, and copending application Ser. No. 421,902, lying relationship for flexing in and out of contact and 

entitled "Manually Set Magnetic Relay", filed Dec. 5, thereby closing and opening the second switch. The 

1973, and copending application Ser. No. 421,904, en- 10 second conductor extends in transverse relationship to 

titled "Push Button", filed Dec. 5, 1973, the copending . the clapper arm of the first switch means and is eh- 

applications having the same assignee as the present gaged by the clapper arm for flexing in and out of 

application. . contact with the first conductor of the second switch 

BACKGROUND OF THE INVENTION ., c, ?PP e ™ f,rst s * i,ch ™™ 

15 closes as the relay is pulled in, the second conductor 

This invention relates to the field of electrical relays moves the first conductor into a position above a latch 

and, more particularly, is related to a single-cycle mag- means which is operatively. engageable with the first 

netic relay which must be manually set in an enabled conductor to hold it in a latched position out of contact 

condition prior to each operation. with the first conductor after, de-energization of the 

It is well known to provide electrical interlocks in sys- 20 electromagnetic coil. With the first conductor latched, 
terns to prevent operation unless specific conditions the coil cannot be re-energized, 
have been met. For example, as a safety measure in au- Unlatching of the first conductor of the second 
tomobiles, the ignition system may be disabled until the switch means to enable the relay is performed by a 
driver and all of his passengers have fastened their seat manually operable actuator means engaged with the 
belts. To implement such a system, an electrical inter- 25 latching means for releasing the conductor from the 
lock operated by sensors or switches sequentially set by latched position. The actuator means includes a 
the driver and passengers entering the car and fastening plunger having a camming surface which contacts a 
the belts may be provided in the ignition system of the flexible member of the latching means and moves the 
automobile. Unless the belts are fastened after entry, member away from the first conductor to allow the first 
the interlock disables the ignition system and the en- 30 conductor to snap into contact with the second con- 
gin e cannot be started. ductor and close the second switch means. 

It will be recognized that a failure of the electrical in- rv^^.^..^., „ A . 

. terlock system may completely disable the ignition sys- DESCRIPTION OF THE DRAWINGS 
tern and prevent operation of the automobile. Such a FIG. 1 is an electrical diagram illustrating one en vi- 
sit u at ion may not only be frustrating to the driver and 35 ronment in which the manually, set magnetic relay of 
his passengers but also could prove to be a serious ha- the present invention may be employed, 
zard particularly in an emergency situation in which the FIG. 2 is a perspective view of the magnetic relay in 
automobile must be moved. its disabled condition. 

To remedy the situation and eliminate the possible FIG. 3 is an enlarged end view of the magnetic relay 

hazards posed by the electrical interlock, it has been 40 in FIG. 1 partially in section and illustrating the compo- 

suggested that an override relay be provided to bypass nents in the disabled condition of the relay, 

the electrical interlock. The relay must be manually set FIG. 4 is an end view of the relay similar to that in 

before each override operation and disabled after oper- FIG. 3 and illustrates the components during manual 

ation. Naturally; to prevent repeated use of the relay, actuation for setting the relay in an enabled condition, 

it is located in a position not readily accessible to the 45 FIG. 5 is an end view similar to FIGS. 3 and 4 and il- 

driver except in an emergency situation, and one likely lustrates the components when the relay is pulled in. 

location for the relay is the engine compartment. „ 

It is, accordingly, a general object of the present in- DESCRIPT I™ OF THE .PREFERRED 

vent ion to disclose a manually set magnetic relay which . EMBODIMENT 

automatically disables itself when de-energized to limit FIG. 1 is an electrical diagram showing schematically 

its use to single-cycle or one-time operations. the manually set magnetic relay of the present inven- 

cmaiAovncTuc imvcwtiaw ■ t * on m * c starting circuitry of an automobile having an 

SUMMARY OF THE INVENTION c|ectrfcaI ignition ^ mXerXo ^ nonn * |Jy 

The present invention resides in a manually set mag- prevents energization of the electrical starter motor un- 

netic relay for single-cycle or one-time operations. The less the seat belts have been properly fastened in each 

relay has particular utility as an overriding device for of the occupied seats of the automobile. It should be 

an electrical interlock since the relay must be manually understood, however, that the magnetic relay of the 

set prior to each overriding operation and automati- present invention can be employed in other environ- 

cally disables itself after a single operation so that the ^ ments to override an interlock or perform other func- 

mterlock may again perform its intended function. tions to which its operation is suited. 

The magnetic relay is comprised of first switch means The manually set magnetic relay of the present inven- 

which are operatively connective in the load circuit tion, generally designated 10, is connected serially in 

controlled by the electrical interlock. The first switch the electrical starting circuit between the ignition 

means includes a canti levered, flexible clapper arm. 65 switch 12 and the starter solenoid 14 on the starter 

Electromotive force generating means including an motor (not illustrated). The ignition switch 12 is, of 

electromagnetic coil is operatively connected with the course, connected to one of the battery terminals, the 

clapper arm of the first switch means for closing the B4- terminal being illustrated, and the starter solenoid 
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14 would be connected to the other terminal, illus- 
trated as the ground terminal, through the frame of the 
automobile. A starting switch 16 is also serially con- 
nected with the magnetic relay between the ignition 
switch 12 and the solenoid 14. The ignition switch 12 
and the starting switch 16 are generally incorporated in 
a single switching device manually operated by means 
of the ignition key and are closed sequentially, the 
switch 12 being closed first and the switch 16 being 
closed second by rotating the ignition key through sev- 
eral index positions, the last of which closes the switch 
16 to energize the starter solenoid 14 and turn the 
starter motor. Usually, the last index position is spring- 
biased so that the starting switch 16 opens upon release 
of the key. The ignition switch 12 also energizes other 
portions of the electrical system such as the spark coil, 
fuel pumps and instrumentation needed during opera- 
tion of the engine. 

The seat belt interlock system includes a logic mod- 
ule 18 and an interlock relay 20. The logic module 18 
receives signals from sensing switches indicating which 
seats of the automobile are occupied and which seat 
belts have been fastened. If the seats are first occupied 
and then the respective seat belts are fastened in that 
order, a "go" signal normally issues from the module 
18 to actuate the coil of the interlock relay 20 and close 
the relay contacts. The relay contacts in the closed po- 
sition complete the starting circuit through the switches 
12 and 16 to the starter solenoid 14 and permit the 
starter motor to be engaged. If the logic module detects 
an unfastened seat belt in one of the occupied seats, or 
if the sensing switches are not actuated in the proper 
order, indicating, for example, a permanently buckled 
seat belt, the interlock relay 20 is not energized and the 
starting circuit remains open. Also, however, if the 
logic module 18 is faulty and inoperative, the interlock 
contacts may not close and starting the automobile 
cannot take place in its intended fashion. 

The manually set magnetic relay 10 is employed in 
parallel with the interlock relay 20 to override the in- 
terlock when it is inoperative for any reason and there- 
fore permits the automobile to be started. The mag- 
netic relay 10 is comprised of electrical components 
including an electromagnetic relay coil 22, a load 
switch 24 operated by the coil and a latching switch 26 
in a secondary circuit with the coil. The contacts of the 
load switch 24 are connected in parallel with the 
contacts of the interlock relay 20 so that they may du- 
plicate or override the relay 20 when the interlock sys- 
tem fails. In order to close the load switch 24, however, 
the latching switch 26 must be closed and the magnetic 
coil 22 must be energized through the ignition switch 
12. The latching switch 26, as described in greater de- 
tail below, must be manually set to the closed position 
and is automatically opened to disable the relay 10 
when the coil 22 is de-energized after the ignition 
switch 12 is opened to shut off the automobile engine. 
Hence, the magnetic relay 10 provides a single-cycle 
override or bypass operation of the seat belt interlock 
system for each operation of the automobile engine. It 
will be understood that the manually set magnetic relay 
10 would be located in a position not readily accessible 
to the driver of the automobile, for example, in the en- 
gine compartment, so that the seat belt interlock sys- 
tem is not routinely overridden. 

FIG. 2 illustrates a construction and the principal 
components of the manually set magnetic relay 10. The 



54,651 . 

4 

principal components of the relay including the coil 22, 
the load switch 24 and the latching switch 26 are all 
supported on a base plate 30 formed preferably from 
an insulating material such as a plastic or fiberboard. 
5 The electromagnetic coil 22 includes a U-shaped ferro- 
magnetic support bracket 32 around, which the coil 22 
is wound. The bracket 32 is fixedly riveted to a plat- 
form. 34 on the base plate 30 by means of a terminal 
post 36. A connecting pin 38. is attached to the lower 

16 end of the post 36 for plugging the relay into an electri- 
. cat connector. One lead 40 from trie coil 22 is con- 
nected to a terminal post 42 extending through the base 
plate 30 to a connecting pin 44. The other lead 46 from, 
the coil 22 is connected to a terminal post 48 on the 

15 base plate. 

The U-shaped bracket 32 Is mounted on the platform 
34 in cantilever fashion so that the free end of the 
bracket is located over a resilient and conductive clap- 
per arm 50. The clapper arm 50, like the bracket 32,: 

20 is mounted in cantilever fashion between the platform 
34 and the bracket and is held by the terminal post 36. 
In the unflexed condition, the clapper arm 50 extends, 
generally parallel to the upper surface of the base plate. 
30 and a small gap exists between the clapper arm and 

25 the free end of the bracket 32. It will be readily under- . 
stood that energization of the coil 22 generates mag- 
netic flux through the ferromagnetic bracket 32 and 
the conductive and ferromagnetic clapper arm 50 and 
pulls the clapper arm upwardly against the free end of 

30 the bracket 32 to close the gap. Clapper arm 50 may 
also be a composite of an electrically conductive but 
non-ferromagnetic arm and a ferromagnetic section in 
operable engagement therewith between the fixed and 
the free end of the bracket 32. 

35 The resilient and conductive clapper arm 50 includes 
at its free end an electrical contact 52 and thus forms 
a part of the load switch 24. The other electrical 
contact 64 of the load switch 24 is supported directly 
above the contact 52 on a bracket 56 attached to the 

40 base plate 30 by a terminal post (not shown) so that the 
contacts 52 and 54 meet when the clapper arm 50 is 
pulled upwardly by the electromagnetic coil 22. A con- 
necting pin (not shown) similar to pins 38 and 44 is also 
connected to the terminal post holding the bracket 56. 

The latching switch 26 in the secondary circuit con- 
trolling the coil 22 is formed by two generally flat con- 
ductors 60 and 62, as described both are resilient al- 
though it should be noted that . one of the two may be 

50 rigid. The conductor 60 is riveted to the base plate 30 
by. means of a terminal post 64 and extends in cantile- 
ver fashion from the post over the plate 30. A connect- 
ing pin 66 similar to pins. 38 and 40 is secured to the 
bottom end of the post below the plate 30. At the free 

55 end of the cantilevered conductor 60 is an electrical 
contact 88 which overlies and mates with a contact 70 
on the end of the flexible conductor 62. The conductor 
62 is riveted to the base plate 30 by the terminal post 
48 and is in electrical contact with the lead 46 at the 

60 terminal post. The conductor 62 extends in cantilever 
fashion from the terminal post 68 in a direction gener- 
ally parallel to the clapper 50 and then extends trans- 
versely across the clapper to the free end bearing the 
contact 70. An insulating pad 1% is positioned on the 

65 clapper 50 directly below the conductor 62 so that the 
clapper arm 50 when raised by the coil 22 lifts the con- 
ductor 62 without establishing electrical contact with 
the conductor. The conductor 62 in the unflexed con- 
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dition may be positioned as illustrated at an elevation 
above the base plate 30 providing space between the 
conductor and the insulating pad 72 when the clapper 
arm 50 is not pulled upwardly, by the coil 22. 

A resiliency flexible, ohe-piece latch 80. is fixed to 
the base plate 30 at a position laterally adjacent the 
free end of the flexible conductor 60. The one-piece 
latch 80 includes a projecting, inclined tang 82 on 
which the conductor 60 is shown resting in FIG. 2. The 
height of the tang 82 above the base plate 30 is selected 
in .conjunction with the bracket 32, the clapper arm SO 
and conductor 62 to locate the contacts 68 and 70 of 
switch 26 open or out of contact when the coil 22 is de- 
energized and the conductor 60 is resting on the tang. 
Furthermore, when the clapper arm 50 is elevated by 
the coil 22, the arm 50 lifts the conductor 60 to a posi- 
tion just above the latch 80 by means of the intervening 
conductor 62 extending transversely across the clapper 
arm 50 and the insulating pad 72. 
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guide posts 92 and 94. The camming surfaces are dis- 
posed at a slight angle to the axis of reciprocation of the 
plunger. Movement of the plunger vertically toward the 
base plate 30 causes thecamming surfaces 102 and 104 
to slide relative to one another and displaces the latch 
80 together with the tang 82 from the phantom position 
in the lateral direction generally perpendicular to the 
motion of the plunger along the axis of reciprocation. 
As the latch moves to the position illustrated in FIG. 4 
from the phantom position, the tang 82 is removed 
from its supporting position under the resilient conduc- 
tor- 60 and the conductor snaps downwardly onto the 
conductor 62. The electrical contacts 68 and 70 meet 
and thus close the switch 26. The secondary circuit in 
the relay through the coil 22 is complete and the coil 
22 in FIG. 1 is energized as soon as the ignition switch 
12 is closed. 

To prevent the electrical interlock from being perma- 
nently defeated by jamming the manually actuated 



A manually actuated plunger 90 is supported for re- 20 plunger 90 in the depressed position illustrated in FIG. 
ciprocation in slots of two upright guide posts 92 and 4, the lower edge 104 of the plunger 90 contacts the 
94 at opposite sides of the base plate 30. The posts 92 clapper arm 50 and presses the clapper arm against the 
and 94 may be formed integrally with the base plate or base plate 30 when the tang 82 is disengaged from the 
separately attached to the plate. A return spring 96 ex- flexible conductor 60. The load contacts 52 and 54 of 
tends between the tops of the posts 92 and 94 and has 25 the switch 24 are, therefore, positively spaced from one 



a central slot which captures a. knob 98 at the top of the 
plunger 90. The plunger 90 may, therefore, be recipro- 
cated along an axis extending parallel to the slots in the 
posts 92 and 94 and perpendicular to the base plate. In 
operation of the relay, the knob 98 and remaining por- 
tion of the plunger 90 are manually depressed toward 
the base plate 30 and when released, the plunger is re- 
turned to the position illustrated by the spring 96. 

OPERATION 

The operation of the manually set magnetic relay 10 
and the remaining structural details of the relay are de- 
scribed below in connection with FIGS. 3-5 which 
show the relay in three different and sequential stages 
of operation. 

FIG. 3 illustrates the positions of the relay compo- 
nents when the relay is in a de-energized and disabled 
condition. The flexible conductor 60 is held in the 
latched position on top of the tang 82 and the flexible 
conductor 62 is in an unflexed condition locating the 
contact 70 directly below and spaced from the contact 
68. The switch 26 formed by the conductors 60 and 62 
is, therefore, open, and the secondary circuit through 
the relay coil 22 is interrupted. 

Since the circuit through the coil 22 is interrupted, it 
is de-energized and the resilient clapper arm 50 is lo- 
cated in its unflexed position spaced slightly above the 
base plate 30 but well below the bracket 56 so that the 
contacts 52 and 54 are in spaced relationship, one 
above the other. The load switch 24 is, accordingly, 
open and the electrical interlock relay 20 (FIG. 1) is 
free to perform its intended function of preventing en- 
gine start-up unless the logic module 18 is satisfied that 
the seat belts in occupied seats have been appropriately 
fastened. 

FIG. 4 illustrates the positions of the relay compo- 
nents when the manually actuuted plunger 90 is fully 
depressed to initiate an override operation. It will be 
observed in FIGS. 2 and 4 that the latch 80 has an ex- 
tension bearing a camming surface 100 engaged by a 
corresponding camming surface 102 on the actuated 
plunger as the plunger is depressed in the slots of the 
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another and the interlock relay 20 of FIG. 1 is not by- 
passed. It will be understood that if the plunger 90 in 
the depressed position did not hold the load switch 24 
open, the switch 26 in the secondary circuit would al- 
30 ways remain closed and the coil 22 could be energized 
every time the ignition switch was turned on to pull the 
load switch 24 closed. The extended lower edge 104 of 
the plunger 90, therefore, provided trip-free operation 
which means that the load contacts do not close until 
35 manual actuation to set the relay is fully completed. 
FIG. 5 illustrates the relay 10 'after manual actuation 
is fully completed. The plunger 90 has been returned 
to an elevated position by the return spring 96 in FIG. 
2 so that the lower edge 104 is well above the clapper 
arm 50. With the plunger 90 elevated, the camming 
surfaces 100 and 102 are no longer engaged and the 
flexible latch 80 is returned to its unflexed position. 
When the ignition switch is turned on to energize the 
coil 22, the clapper arm 50 is pulled upwardly and 
45 brings the contacts 52 and 54 of the load switch 24 to- 
gether. At this point, the interlock relay 20 in FIG. 1. 
has been by-passed and starting of the automobile en- 
gine is possible. 

It will be observed in FIG. 5 that the lifting of the 
clapper arm 50 concomitantly lifts the flexible conduc- 
tors 60 and 62 so that the conductor 60 slides over the 
inclined tang 82 to a position immediately above the 
tang. Lifting of the conductors comes about due to the 
engagement of the insulating pad 72 on the clapper arm 
50 with the conductor 62 and the engagement of the 
contact 70 on the conductor 62 with the contact 68 on 
the conductor 60. The tang 82 does not interfere with 
the lifting of the conductor 60 since the latch 80 merely 
£0 flexes laterally away from the conductor as the conduc- 
tor engages the inclined lower surface of the tang dur- 
ing the upward movement. 

When the ignition switch 12 in FIG. 1 is subsequently 
opened to shut the automobile engine off, the coil 22 
of the relay is de-energized and the clapper arm 50 
drops to its rest position illustrated in FIG. .3. The 
contacts 52 and 54 of the load switch 24 thus open and 
enable the interlock relay 20 in FIG. 1 to again perform 
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its intended function. In addition, the flexible conduc- 
tor 62 assumes a rest position illustrated in FIG. 3 be- 
tween the clapper arm 50. and the conductor 60. The 
conductor 60 having been located above the tang 82 in 
FIG. 5 and without the support provided by the clapper 5 
arm SO and conductor 62, drops downwardly onto the'' 
tang as shown in FIG. 3. At the same time, contacts 68 
and 70 of the switch 26 open and break the secondary 
circuit through the coil. 22. The components of the 
. relay have, therefore, all returned to their initial posi- 10 
' tions in which the relay is disabled and the electrical in- 
terlock relay 20 is again enabled. Subsequent override 
operations may be repeated as described above; how- 
ever, each operation must be prefaced by manually ac- 
tuating the plunger 90 since the relay automatically re- [5 
sets itself in a disabled condition whenever the ignition 
switch 12 is turned off. 

While the present invention has been described in a 
preferred embodiment, it should be understood that 
modifications and substitutions in the detailed struc- 20 
ture can be bad without departing from the spirit of the 
invention. For example, the manually actuated plunger 
90 and the latch 80 may take forms different from 
those illustrated provided that the camming surfaces of 
the latch and plunger engage one another while the 25 
plunger is depressed to deflect the latch and release the 
conductor 60 from its latched position on top of the 
tang 82. The flexible conductor 62 may rest on the in- 
sulating pad 72 at all times as suggested above. The coil 
22 may be supported in an upright position relative to 30 
the clapper arm 50 as shown, for example, in copend- 
ing application entitled Manually Set Magnetic Relay 
referenced above. Accordingly, the present invention 
has been described in a preferred embodiment by way 
of illustration rather than limitation. 35 

I claim: 

t. A manually set magnetic relay for one-time opera- 
tions comprising: . \ 
first, switch means operatively connectible in a load 

circuit and including a cantilevered, flexible clap- 40 
, per arm; 

electromotive force generating means including a 
coil operatively connected with the clapper arm of 
the first switch means for closing the first switch 
means upon, energization of the coil; 45 

second switch means serially coupled with the coil to 
permit energization of the coil, the second switch- 
ing means including first and second conductors 
having portions positioned in overlying relationship ; 
for flexing in and out of contact to thereby close 50 
and. open the second switch means, the second con- 
ductor extending in transverse relationship to the 
clapper arm of the first switch means and being en- 

. gaged by. the clapper arm for flexing in and out of 
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' contact with, the first conductor of the second 

switch means; 
latch means operatively. engageable with the first 
conductor, of the second switch means for holding 
the first conductor in a latched position out of 
contact with the second conductor of the second 
switch means; 
the electromotive force generating means being op- 
. eratively coupled to the first conductor of the sec- 
• - ond switch means for moving the first conductor 

into the latched position; and 
manually operable actuator means engageable with 
..the latching means for releasing the first conductor 
of the second switch means from the latched posi- 
tion. 

2. A manually set magnetic relay as defined in claim 

1 wherein: 

the latch means includes a flexible latch mounted ad- 
jacent the first conductor of the second switch 
means for engagement with the first conductor and 
flexibly movable out of engagement with the first, 
conductor. 

3* A manually set magnetic relay as defined in. claim 

2 wherein: 

the manually operable actuator means comprises a 
plunger mounted adjacent the latch for movement 
toward and away from the latch and disposed, to 
flex the latch out of contact with the first conduc- 
tor. 

4. A manually set magnetic relay as defined in claim 

3 wherein: 

the plunger is a reciprocating plunger having a given 

axis of reciprocation; and 
the latch includes of camming surface engaged by the 

plunger and disposed at an angle to the axis of re-i 

ciprocation. 

5. A manually set magnetic relay as in claim 1 
wherein: 

the first and second conductors of the second switch 
means are resiliently flexible conductors mounted 
in cantilever fashion with the free end portions of 
the conductors overlying one another for flexing in 
and out of contact; and 

the latch means includes a resiliently flexible, one- 
piece latch having a tang engageable with the. first 
conductor. 

6. A manually set relay as defined in claim 5 wherein: 
the electromagnetic force generating means is opera- 
tively coupled to the first conductor of the second 
switch means by means of the clapper arm and the 
second conductor of the second switch means is 
engaged by the clapper arm. . ' . 
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ABSTRACT 



A circuit control device combining the functions of a 
current sensor, a time delay circuit, an undervoltage 
sensor, and a lockout such that, once tripped, the device 
must be reset intentionally. The current sensor includes 
a coil (16a) surrounding two reed switches (18, 20), the 
reed elements (18a. 20a) of each of which being perpen- 
dicular to those of the other for vibration resistance. 
The coil is then surrounded by a magnetic shield (28) in 
order to shield out some of the leakage flux from the 
main relay coil (14c). The time delay circuit includes a 
PUT (Ql) which compares a steady voltage from a 
voltage divider network with the increasing voltage 
across a capacitor (C3). The undervoltage sensor in- 
cludes a second PUT (Q3) which compares the voltage 
of the DC source (10) with the steady voltage across a 
zener diode (D5). In each case the cathode of the PUT 
is connected to the gate of an SCR (Q2) which, when 
gated "ON," energizes the trip coil (24c) of the latching 
relay (24), which in turn opens the main relay (14). This 
also closes another set of contacts (24s 24/) in the latch- 
ing relay, which activates a visual "tripped" indicator. 
The device also includes a reset coil (2Ad) to reclose the 
latching relay, an override switch (SW3) to energize the 
main relay coil regardless of the status of the latching 
relay, and an energy-storing capacitor (C2) to power 
the time delay circuit even when the DC source voltage 
drops too low to do so. 

15 Claims, 4 Drawing Figures 
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r^*^ ^ undervoltage sensing are provided by electronic : cir- 

TTME-DELAY CURRENT SENSING CIRCUIT edits. f ' : 

BREAKER RELAY • Other features of this invention include ah override 

. function for intentionally inhibiting the current sensor 

This is a continuation, of James E; Hansen copending 5 function whenhigh currents are anticipated for periods 

application Ser. No. 119,055; filed: Feb. 6, 1980, now exceeding the internal delay period; a lockout function 

abandoned. ' ... once the main relay is tripped; a reset function; and 

BACKGROUND OF THE INVENTION ° ? V ' l ndic * ti ° h of "tripped" condition. 

Other objects and advantages will hereinafter appear. 
This invention pertains generally to relays which also 10 nr^t^i; 
perform circuit protective functions, such as those used DESCRIPTION OF THE DRAWINGS 

as battery-to-electrical-system contactors in aircraft FIG. 1 is a diagrammatic view of a circuit con- 
applications, and in particular to circuit breaker relays structed according to the invention, 
which trip open due to an overcurrent condition only FIG. 2 is a side view of the reed switches, coil, and 
after a predetermined period of time-delay. - 15 ^magnetic shield, with the coil and magnetic shield par- 
There have been many circuits designed to be protect tially cut away. .-*'"" 
tive from certain conditions after a time delay. One FIG. 3 is a cross^sectidrial view of FIG. 2 taken along 
example of such a circuit is Nurnberg et al U.S. Pat No. 3-^3. /' ' * - ■ "* ; 

4,042,964, issued Aug. 16/ 1977: The circuit there de- "FIG. ; 4 ! is*'a diagrammatic view of sr* circuit con- 
scribed, however, as well as others, did not provide all ^° strutted a^rdmg'ttf ah^te^ 
of the functions of an overcurrent sensor, a time delay mkrnrmnis'rm -rub ddcitcii "d tj't\ 

circuit and an undervoltage- sensor which control a '^^^SSS^^^' 
latching relay which in turn controls a main relay; ' cJm>wuvinN i ^ , , : - ... 

Hansen et al U.S. Pat. No. 3,970,908, issued July 20, Referring to FIG; 1; the circuit embodying thitf in- 
1976, discloses the use of a reed switch to perform the 25 v€ | ntlon deludes a D.G source 10 connected in' series 
function of a current sensor. This* design, however, is a load 12 through the contacts 14a and 14b of a 

subject to false indication of overcurrent due to vibra- ina ^ x relay 14 - toe'Kne between source 10 and the 
tion, and is thus unsuited to many applications. v mam contacts is a tapped shunt 16. Connected in 

An arrangement of several reed switches oriented at P 3 **"^! with shunt 16 is* a coil 16a for sampling the 
right angles to each other is disclosed in Neuber U S 30 c ! urrent Pa^S through the line at that point at any one 
Pat. No. 3,471,813, issued Oct 6, 1969. No means is ^ respective currents-through the shunt 16 and 
there disclosed, however, to construct a vibration- ^'areui inverse proportion to their respective 

resistant current sensor from those reed switches. resistances. Thus the amount of current passing through 

the coil 16a can be increased by increasing the resis- 
SUMMARY OF THE INVENTION 35 tance of the shunt or decreasing the resistance of the 

The invention includes a dual reed current sensor, a And ^5**° of currents can be preserved over a 

time o^ay circuit, alat^ ° f by c ™ ctin g both the 

and reset, and a main relay controlled by the fetching ^fiL ^ ^ Same . 
relay. An alternative embbchment also includes an ini- ^ J? Jfl ^ ^ i? r ^. m whlch are , ****** tvvo 
dervoltage sensor for opening the mam relay tf Sfe 40 !Sf^ 20. The^ two reed switches are 

battery voltage falk bdow^pkble^e^^cu^ ^ff* m s< f^ ^ loDg ™ * m 
. rent^ns^^ ^3S?5^^ fa ^*^ 
coil which are connected in series. The two reed ^ rT ^ & stated 90 degrees with respect 

switches are mounted such that^reio? of one S 4 < SfiSS 80 f™" 1 * ?** and 

perpendicular to- those of the other, ; to^ASS 45 afs£^ 

o^t^^T 0n a time ** thetworeedlwitches connected in JESSE 

in. t u n ii„.i'.t ■ ^ -j . tion is much more resistant to false trip due to vibration 

& ^ " V ^^ & prOV,de * rel8y 50 or shock ™P"^ than would a single reed switch be. 

dltfoT^^ ^ < r n „ th T h0l t 0 7^ e,,t ^ ^ *»* «>« lfa «* reed switches 18 and 20 
ditoms are sensed bilaterally by a dual reed current make up the dual reed current sensor 22. 

An„Vw^:~. ~r»v • ^ • ., , As illustrated in FIGS. 2 and 3, immediately sur- 

« ^22J W • r ent ' 0n 18 10 P ^ de * relay rouadin S reed switches is a layer of soft, spongy 

^ifr 1^.1 r'^J 1 SenSOr wWch 0pem 41,6 35 serial 23 to insulate the switches from medical 

T ^Z % VOtage m 41,6 SyStem ^ ^ 8 ^ock and vibration. This layer is surrounded 5™ 

T^Z fi K-.Tu - •■ • • ■ bb 25 upon which coil lfa is wound. A layer of epoxy 

A more sr^c object of the invention is to provide 27 is then applied to the coil, and the entire assembly is 

a relay as described above which is resistant to vibration inserted into a magnetic shield 28. 

due to orthogonal mounting of the reeds, of the dual 60 One of the reed switches 20 of the current sensor 22 

reed current sensor, and due to solid state construction is connected through a diode Dl to the node Nl be- 
of logic functions. . . . . tween the unswitched side M* of the main relay 

Another specific object of the invention is to provide contacts and shunt 16. Diode Dl is oriented to allow 

a relay as described above which has a differential be- current to flow to the reed sensor, not away from it. 

tween the level of trip current in one direction and that 65 The same reed switch 20 ' is connected to ground 

in the other direction. through a capacitor C2, a resistor R6 and a switch SW1. 

Another specific object of the invention is to provide Node N2 is the node between resistor R6 and switch 

a relay as described above wherein the time delay and SW1. 
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Reed switch 18 is connected to node N2 through the relay 14 is closed, regardless of the condition of the rest 
time delay circuit, which includes a voltage divider of the circuit Thus it is possible; by using this switch, to 
made up of three resistors Rl, R3 and R5. Zener diode inhibit the current sensor and trip function on certain 
D4 is connected in parallel with resistors R3 and R5 to occasions when high currents are anticipated for peri- 
regulate the voltage thereacross. Connected to the node 5 ods exceeding the period of the time delay circuit, such 
N3 between resistors R3 and R5 is the gate of a pro- as during start-up of certain types of loads. Since the 
grammable unijunction transistor (PUT) Ql. The anode main relay is energized directly, it can be energized 
of Ql is connected to the node N4 between resistors Rl even if the device has been tripped and not subsequently 
and R3 through a resistor R4, and to node N2 through reset 

a capacitor C3. The cathode of Ql is connected to node 10 An additional feature of this current sensor is that it is 

N2 through a resistor R2, and is connected directly to bidirectional, that is, the reed switches 18 and 20 close 

the gate of a semiconductor-controlled rectifier (SCR) a t the same current level regardless of the current polar- 

Q2. The cathode of SCR Q2 is connected to node N2. j ty> jf a differential between the trip current in one 

One end of the coil 14c of the main relay 14 is con- direction and.that in the other is desirable, however, this 

nected to node Nl, while the opposite end of coil 14c; as 15 ^ De accomplished by use of an additional unidirec- 

shown in FIG. 1, is connected to a contact 24a of latch- uona i source Q f magnetic flux, positioned near the reed 

ing relay 24. The opposite contact 246 of relay 24 is then switches. This source of flux could be a permanent 

connected to node N2. Since relay 24 is a latching relay magnet, a separate coil added for that purpose, or pref- 

separate coils are needed to open and close it Trip coil mh}y the main relay coilj which creates sufficient add i_ 

24c of relay 24, which opens these contacts when ener- 20 tional unidirectional leakage flux to result in a sufficient 

gized, is connected between reed switch 18 and the differential. The actual amount of the differential can be 

anode of SCR Q2. A capacitor CI is.connected between by the shape md thickness of the shield 28 

the anode, and cathode of SCR Q2 to prevent voltage rfKJwn in pj GS 2 and 3, 

transients from ^dentally forcing Q2 into conduc- A n alternate embodiment of the invention is shown in 

tton. Set coil 244 which closes contacts ,24a and 246 25 FIG 4 ^ drcuit ^ mustrated * to ^ 

when energized b connect^ between node Nl and a m FIQ t t ^ a Iow voltage sensor has 

momentary switch SW2, which connects the set coil ^ ^ to ^ 14 fa * e event ^ 

CU ^ o nf ^ ^it hr^kPr r,i a v ^ h* * massive overload draws the voltage of the DC source 

The operation of this circuit breaker relay can be ^ ^ ^ 

described as follows: Assuming latching relay 24 is 30 * u UC1V . W ^ c .T. " m ¥W,wi b c uctulc 

closed, closing the switch SW1 closes the main relay 14, dd^ circuit opens the relay. 

and opting the switch opens the relay. Closing switch ™* voltege sensor circuit mcludes a resistor R7 

SW1 also causes capacitor C2 to charge. The purpose of connected to node Nl, and connected through acapaci- 

capacitor C2 is to provide current to the time delay <* to node N2. Connected to the junction between 

circuit and trip circuit in case the voltage level of the 35 ™r R7 and capacitor C4 are^e anode of a diode 

DC supply 10 falls too low to do so due to an overload. ^A^jhe ^ te of ™* Q 3 ; ™ e °[ 

Resistor R6 is a low. level resistance put into the circuit ™I 15 ^nnected in par^d vnth ^e cathode of 

to fuse open should capacitor C2 short out, so that C2 PUT Ql to the gate of SCR Q2 TTie^thode of diode 

would then be removed from the circuit. D6 to the anode of PUT Q3 to form a node 

On the occurence of a predetermined overload level 40 N6 The cathode of a diode D5 is connected tonodeN*. 

of current, the dual reed current sensor closes due to the w ^ e ***** » connected to node N2^ A^pacitor 

force created in the coil surrounding the reed switches. « » connected in paralld with diode D5. Finally a 

This energizes the time dday circuit such that the volt- TC ^ i0T R8 * connected between node N6 and override 

age at the gate of PUT Ql is set at the voltage across switch SW3. . 

resistor R5 whereas the voltage across capacitor C3, 45 ^ operation, the voltage of the DC source 10 appears 
which is the anode voltage of PUT Ql, begins to in- across capacitor C4, that is, between the gate of PUT 
crease. The time required for the voltage across capaci- Q 3 and node N2 - Meanwhile, a constant voltage, less 
tor C3 to reach the voltage across R5 is determined by ^an the DC source voltage, regulated by zener diode 
the values of R3, R4, R5 and C3. When that voltage is D5, appears between the anode of PUT Q3 and node 
reached, PUT Ql sends a pulse of current to the gate of 50 N2. When the DC source voltage drops to less than the 
SCR Q2 which, in turn, energizes the trip coil 24c of the voltage across zener diode D5, as could happen during 
latching rday 24, opening relay 24, which finally opens a severe fault, PUT Q3 becomes conductive, allowing 
main rday 14 by de-energizing its coil 14c capacitor C5 to force a pulse of current into the gate of 
In addition, latching relay 24 has another set of SCR Q2, making it conductive. This energizes the trip 
contacts 24e and 24/ which are always open when 55 cou* 24c opening the main relay 14 as previously de- 
contacts 24a and 24b are closed, and vice versa. One of scribed. 

these contacts 24c and 24/ is connected to DC source It should be recognized and understood that various 

10, while the other is connected through a lamp 26 to modifications of the invention herein described are pos- 

ground the function of which is to indicate a tripped sible without departing from the scope of the appended 

condition when contacts 24a and 2Ab open, since 60 claims, 

contacts 24e and 24/ would then be closed. What is claimed is: 

Another momentary switch SW3 is connected 1. A circuit breaker relay, comprising: 
through a diode D2 to the node N5 between the main an electrical DC battery power supply source; 
relay coil 14c and latching rday contact 24a, and a load circuit including power switching means con- 
through another diode D3 to node N4 to shunt the time 65 trollable to connect said source to a load; 
delay circuit to ground and reset the same. Switch S W3 a pilot switch operable to control said power switch- 
is an "override" switch. When this switch is closed, the ing means for energization and deenergization of 
main relay coil 14c is directly energized, and the main said load; 
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current sensing ^ means, comprising normally open 
reed relay contact means operable to close for 
indicating that the' current flowing in said load, 
circuit has reached a predetermined level; and . 

circuit control means connected through said reed 
relay contact means 4o the power supply source 
side of said, power switching means, for opening 
said, power switching means in response to said 
indication from said current sensing means that said 
current has reached said predetermined level; 

said circuit control means comprising a time delay 
circuit and a trip circuit normally without supply 
power, said time delay circuit responding to clo- 
sure of said contact means for precisely providing a 
' predetermined time delay , and then signaling said 
trip circuit, which in turn deenergizes said power 
switching means, disconnecting said load from said 
source; 

and energy, .storage means connected to the power 
. supply source side of said, power switching means 20 

for. supplying operating voltage, through said reed 
v ; relay contact means to said time delay circuit and 
said trip circuit in the event the voltage of said* DC 
. . battery source should drop low on a high overload. 

2. A circuit breaker relay as recited in claim 1, further 25 
comprising low voltage trip means for sensing the volt- 
age of said source and signaling said trip circuit to deen- 
ergize said power switching means when the voltage of 
said source falls below a predetermined low level, re- 
gardless of the indication of said current sensing means 
and the signal of said time delay circuit 

3. A circuit breaker relay as recited in claim 2 
wherein said trip circuit comprises: 

visual indication means for indicating that said power 
switching means has been deenergized by said trip 
circuit; 

: a latching relay having two sets of contacts arranged 
such that whenever one set of contacts is closed, 
the other .set is open, the first set of contacts being 
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terminal, said- cathode terminal being connected to 
the gate terminal of said trip control semiconductor 
switching roeang of said trip circuit; 

voltage divider means for supplying a constant volt- 
age to said gate terminal of said time delay semi- 
• conductor switching means; 

and resistance-capacitance means connected to said 
anode terminal of said time delay semiconductor 
switching means such that when the voltage across 
said capacitance reaches the voltage supplied to 
said gate terminal thereof, a pulse of current is sent 
. from said cathode terminal thereof to said trip 
control semiconductor switching means of said trip 
circuit, said pulse of current constituting said signal 
from said time delay circuit to said trip circuit 

6. A circuit breaker relay as recited in claim 5 
wherein said low voltage trip means comprises: 

low voltage control semiconductor switching means 
having a gate terminal, an anode terminal and a 
cathode terminal, said cathode terminal thereof 
being connected to the gate terminal of said trip 
control semiconductor switching means of said trip 
circuit; and 

a zener diode for supplying a constant voltage to said 
anode terminal of said low voltage control semi- 
conductor switching means; 
said DC battery power supply source being con- 
nected to said gate terminal of said low voltage 
. semiconductor switching means such that when 
the voltage supplied to said gate terminal thereof 
by said source drops below that supplied to said 
anode thereof, a pulse of current is sent from said 
cathode terminal thereof to said trip control semi- 
conductor switching means of said trip circuit, said 
pulse of current constituting said signal from said 
voltage trip means to. said trip circuit 
. 7. A circuit breaker relay as recited in claim 1, further 
comprising unidirectional conducting means connected 



connected to energize said power switching means, 40 between said energy storage means and said DC battery 



and the second set of contacts being connected to 
. energize said visual indication means; 
trip control semiconductor switching means having 

.anode, cathode and gate terminals; 
a trip coil connected in series with said semiconduc- 45 
. tor switching means such that on receipt by said 
.. semiconductor switching means of said signal from 
said time delay circuit or said low voltage trip 
means, said trip coil is energized, opening said first 



source for preventing return of the energy from said 
energy storage means to said source. 

8. A circuit breaker relay as recited in claim 1 further 
comprising an impedance in series with said energy 
storage means for fusing open in the event that said 
energy storage means shorts, such that said energy stor- 
age means is removed from the circuit 

9. A circuit breaker relay as recited in claim 1 
wherein said current sensing means comprises a reed 



SntoU° ntacte and dos|n8 860004 ** of 50 ^ tawta » a for tea ^ s ,he c ? rrent insaidload 

manual switching means; 

a reset coil connected in series with said manual 



switching means, such that when said .manual 
* switching means is closed,, said reset coil is ener- 
gized, closing said first set of contacts and opening 
said second set of contacts. 
.4* A circuit breaker relay as recited in claim 3 further 
comprising a coil on said power switching means, and 
an override circuit including an override switch con- 
nected to said coil of said power switching means, such 
that when said override switch is closed, said coil is 
energized regardless of the condition of said first set of 
contacts of said latching relay. 

5. A circuit breaker relay as. recited in claim 3 
wherein said time delay circuit comprises: . 
time delay semiconductor switching means having a 
. gate, terminal, an anode terminal and a cathode 
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circuit and said normally open contact means serving as 
a switching means. 

10. A circuit breaker relay as recited in claim 9 
wherein said normally open contact means comprises a 
pair, of reed switches connected in series and having 
reed elements, the reed elements of one of said reed 
switches being arranged in perpendicular relation with 
-respect to the reed elements of the other of said reed 

60 switches, such that said normally open contact means is 
more resistant to closure due to vibration than a single 
reed switch or a plurality of reed switches having paral- 
lel elements. 

11. A circuit breaker relay as recited in claim 10 
wherein said current sensing means comprises: 
. a source of unidirectional magnetic flux providing a 

differential between the trip currents in opposite 
. directions in said load circuit; 
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. wherein said; reed . s witehes' are- pliysidally' located - fcjiiirent sensing meahs^foi 1 indicating that the current 

.sufflcientlyclose tovsaid^sdurce.-of unidireetional * flowingin said load circuit has reached a predeter- 

flux that its operation :is, affected >by saidiflux;- 'mined Overload' level- 

an&magnetic shielding means betweefosaid source of said current sensing me^ns: comprising a reed relay 

. unidirectional flux an4 5a;i4-xced»celay-foF control- 5 l •= r; having a coil connected to the power supply source 

ling the degree that^aid.r^iswitehesjar^ affected -side of said power swltchingnneans for serisirigthe 

by said flux. ; . v . ; ,, „ :r y\ -overload cuirenVm^saibVloafd eircuifand a pair of 

12. A circuit breaks relay as recited in. claim 11 " reed switches connected hi 'series and having the - 
wherein said source of undirectional .flux comprises a plane of closure motion of the reed elements of one 
coil connected across said DC source/or providing said 10- of said reed switches arranged at a right angle 

flu *l " , ^ elati vet0 * e P Ian <* ° f closure motion of the reed 

13. A circuit breaker relay as recifed in claim 11 ;■' ^elements of the other reed switch so as to be effec- 
wherein said power switching; means is a relay having " tively. -shock and vibration resistant; 

normally open switching means and a.coil wjiich pro- circuit control means connected to the power supply 

duces flux including leakage ftyx, said coil being said iS * - source side of saidp&wer switching means for 

source of umdirectional magnetic flux. M ^ "'Opening the latter on syndication from said reed 

14. A circuit breaker .relay as recited, in claim 7 relay that said current has reached said- predeter- 
wherein said source of unic^irectiona} flux comprises a mined overload level; yi 
permanent magnet for providing saia^ffi& . . ; ' <vandi said drbuit^ntroF'ineans comprising "a time 

15. -( A circuit breaker relay comprising: 1 ' . ; 20 w delay circuit ' ater a^trip'' circuit, said time delay 
an electrical DC power supply source; ; ' * - icircait comprising imeans for precisely providing a 
a load circuit including power switching means con- ** r predetermined- time delay and then signaling said 

trbUable to connect said source to a load; 1 ■ trip circuit 1 which • thereupon* deenergizes said 

a pilot switch operable to control said power switch- s«. power switching means whereby to disconnect 

irig means for energization and deenergizatidn of 25 - said load from said'Source. •> , r - 

said load;' ' " ' , ' '* * 
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ABSTRACT 



The safety barrier system prevents a person from being 
caught under a wheel of a vehicle and is provided with 
a sensing system to inform the driver of the presence of 
the person on the barrier during start up. The sensing 
system combines a first sensor (for example, a pressure 
sensor) with an infrared sensor, and includes a snow 
switch for selectively using the first sensor and/or the 
infrared sensor depending on the weather conditions. 
The barrier is mounted to the vehicle by a motor drive 
mechanism to lower the barrier when stopped and to 
raise the barrier after the vehicle has travelled a given 
distance. The system is particularly suitable for school 
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VFHin F whfpt cAPTTv t> a c,™, J* 8 "! 61 * ^ snow woald detected as an object 
wSmm^^m^^SX by ^ system. For example, ultrasonic or mi- 

USING PRESSURE AND INFRARED SENSORS crowave detectors detect snow much as they detect 

ftpi n nPTm:TMin=vmAVT people. Infrared detectors most commonly detect 

HELD OF THE INVENTION 5 changes in a total amount of infrared radiation received 

The present invention relates to a vehicle wheel bar- fr° m *** optically divided viewing or detection zone, 

rier system for preventing people from being caught Thus, motion in the zone by an object emitting infrared 

beneath a vehicle wheel and being injured as the vehicle radiation at a different level than that of the background 

starts up. In particular, the present invention may be will cause a change in the total amount of infrared radia- 

applied to school buses to prevent children from being 10 tion received, and in this way motion is detected, 

caught by the wheels as the school bus starts up after Infrared sensing systems do not react to the motion of 

making a drop off. objects having the same infrared emitting characterise 

BACKGROUND OF THE INVENTION tics * cir background, and the infrared system of the 

"... . , , , present invention has a chosen sensitivity such that the 

It is a known problem with school buses that as chfl. " accumulation of snow on the barrier is not detected as 

dren are let off after school at the various stops that the motion in front of the barrier. On the other hand, infra- 

to monitor the movements of all children SgofT Ae £ and to make use of 

bus is virtually impossible, and even with the best mir- f m ° r f effecUve means > such « pressure, 

ror systems, there is no guarantee that a child does not 25 ^t^und, microwave, and light beam interrupt which 
slip under the bus and out of the view of the mirror P^cal presence of objects independently of 

system. emission characteristics, under clear conditions 

As early as 1959 in British Patent Specification wh A en such detection means are unaffected by snow. 
809,624, it was known to provide safety devices fitting According to the invention there is provided a vehi- 
in front of wheels on buses .and cars in order to provide 30 cJe wnee * safety barrier system comprising a barrier 
a barrier preventing a pedestrian from being caught member for blocking an object from reaching at least 
underneath the wheels of the vehicle. These devices one wheel of toe vehicle as it is moving; motor mount 
were fixed in nature, and were not particularly practi- means for raising and lowering the barrier member, and 
cal. US. Pat. Nos. 4,688,824 and 4,877,266 are examples for connecting the barrier member to a frame of the 
of more recent safety devices for school buses which 35 yeaicle; first sensing means for detecting when the ob- 
serve to prevent children from being caught under the comes in contact with or near the barrier member 
wheels which are of a more practical construction. U.S. for producing an output signal; infrared sensing 
Pat No. 4,688,656 describes a barrier safety device in means for detecting infrared radiation in a zone in front 
which contact with the device activates means for turn- °/ the barrier member and for producing an output 
ing off the motor vehicle. 40 signal; selecting means for providing a climate condi- 

In the prior art systems, no effective combination of a t*on signal indicative of a weather condition outside the 
safety barrier and a detecting means to indicate the vehicle; and means to generate a warning alarm when 
presence of a person or an object in closed proximity or toe barrier member is lowered, as a function of the 
in contact with the safety barrier has been constructed. climate condition signal and the output signals of the 
It is important for such safety barriers to completely 45 first sensing means and the infrared sensing means. In 
eliminate the possibility that a child or object be caught this way, the generating means ignore the output signal 
imder the wheels and also to prevent that the child be of the infrared sensing means under weather conditions 
pushed or dragged. unsuitable for infrared radiation detection, and of the 

SUMMARY OF THE INVENTION first sensing means under weather conditions unsuitable 

, . 50 for detection using the first sensing means. 

It is an object of the present invention to provide a „«t^ ™~ 
vehicle wheel safety barrier system having a safety BRIEF DESCRIPTION OF THE DRAWINGS 
barrier and means to detect the presence of a person or The invention will now be better understood by way 
child m contact wdth and/or in close proximity to the of the following detailed description of a preferred 
salety barrier m order to signal the driver to stop the 55 embodiment with reference to the appended drawings 
vehicle. To achieve this object, in all climate conditions, in which: ^ 
rt is an object to provide a vehicle wheel safety barrier FIG. 1 shows a front view of a school bus equipped 
system wmch is able to operate when the roads are clear with a safety barrier system according to the Deferred 
and hot as well as when the roads are covered with embodiment; piwerrea 
snow. This object is achieved by combining an infrared 60 FIG. 2 is a side view of a front portion of a school bus 
sensing system able to detect a person's presence near equipped with the safety barrier system according to 
the barrier when snow conditions are prevailing with the preferred embodiment* 

another sensing system which is able to detect the pres- FIG. 3 is a f low chart of the electronic control svs- 

ence of an object near the barrier more effectively tern according to the preferred embodiment- 

under clear or warm conditions. 65 FIG. 4 shows a full side view of a school bus 

wonld ESS k 2 r m ^\ sens ?* T tCmS ^PP* ^ system according to 

would deectAebutid up of snow on the safety barrier the preferred embodiment ttavelling on a road surf aS 
as contact with the barrier or movement in front of the with snow thereon- 
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FIG. 5 shows a full side view of a school bus pro- system off, however, a warning light (51) will remain on 
vided with the safety barrier system according to the while the system is off. Next, the 'snow on road switch' 
preferred embodiment with children on the side and in (52) is read to determine its state. Now, once the system 
front of the bus; is activated, either by manual activation, opening the 

FIG. 6 is a front view of a child being pushed by the 5 bus door, stopping for a predetermined time period, or 
safety barrier system at a front of the bus; turning on the stop signals of the school bus, the system 

FIG. 7 is a partially cross-section side view of the begins to lower the front and rear barrier members (22) 
safety barrier system provided on the rear wheel set of and (22*). 

a school bus; The motors (42) are turned on to lower the barriers 

FIG. 8 shows a plan view of the barrier safety system 10 (22) and (22*) for a given time period. If a current over- 
installed at the rear wheels of the bus; load is detected, it is assumed that there is an object 
FIG. 9 shows a partly cross-sectional view of the under the barrier (22^20 and the operator is given a 
barrier motor mount system in the raised position; warning alarm (57) to check the barrier. The barriers 
FIG. 10 shows a view similar to FIG. 9 with the (22, 220 are then raised. Once the timer indicates that 
barrier lowered; and 15 the barriers have fully descended, the system uses a 
FIG. 11 is a block diagram of the electromechanical distance meter (60) to determine if the bus (20) has 
system according to the preferred embodiment travelled a required distance. The required distance 
DETAILED DESCRIPTION OF THE may ^f 5 Httle 88 6 meters, although 12 meters may be 
PREFERRED EMBODIMENT U !f d * Stance meter may be part of the vehicle's 

20 odometer. 

In the preferred embodiment, the safety barrier sys- Until the bus (20) travels the required distance, the 
tern comprises a front vertically movable fiberglass system selectively uses the first detecting means (45) 
barrier member (22) mounted to the front part of the Cue. the pressure sensing means) or the infrared detector 
frame of a school bus (20) (see FIGS. 1 and 2), as well means (30) to determine if a person has made contact 
as a rear barrier member (220 mounted to a rear wheel 25 with the barrier (22^20, in which case alarm (59) is 
well of the bus (20). (see FIGS. 7 to 10) A flexible plas- triggered. In the preferred embodiment, the system uses 
tic or rubber skirt (23) is fitted to the bottom of barriers the infrared detection (30) when the snow switch is on 
(22, 220. At the front of the bus 20, the member 22 is and the pressure detection (45) whenever the switch 
mounted between front bumper 24 and the tires 26. (50) indicates there is no snow on the road (this is of 

Motor mount means (40) each comprise a DC electric 30 course controlled by operator input). In this way, false 
drive motor (42) for turning a threaded shaft (44) which alarms that would be generated by the pressure detec- 
a nut (43) turns, the nut (43) being connected to the tion (45) when snow and ice on the road pushes against 
barrier (22, 220. Upper and lower gaiters (46) cover the barrier (22^20 are eliminated. During snow condi- 
each upper and lower part of the shaft (44) to protect it tions, the infrared detector (30) works effectively with- 
from the elements. The nuts (43) are connected to the 35 out false alarms being generated by snow being 
barriers (22,220 by a spring mount (48) which allows a ploughed by the barrier (22,220- During hot tempera- 
small amount of resilient ride up of barrier (22,220 on tures, and during full insolation, the risk that pockets of 
the nuts (45) in case there is a small rock or clump of ice warm air rising from the road surface (32) cause false 
2S.r e ^ surface f 32 )- If ^ ob J ect the barrier alarms in the infrared detector (30) is diminated by 
(22) or (220 is large enough to interfere with descent in 40 ignoring the infrared detector (30). 
spite of the spring mount (48), the motor (42) will 'over- As shown in FIG. 4, when the road surface (32) is 
load .i.e. it will draw a large current, and as will be covered with snow the barrier members (22 and 220 
described below, the overload is to be detected and a will push or plow the snow when the barrier members 
warning alarm will sound. The motor (42) will then go are lowered and the bus begins to start up. As shown in 
into reverse and thus raises the barrier (22, 220. 45 FIG. 5, children surrounding the bus may be in danger 

The shaft (44) is mounted between motor (42) and a if the child slips in front of the bus or underneath the bus 
bearing (47) at the bottom of a C-shaped channel mem- at the side near the rear. Children standing uprieht at 
ber (49) connected to bus (20). Pressure transducers (45) the side of the bus behind the exit doors or on we other 
provided inside the barrier (22, 220 are used to generate side of the bus are in less danger due to the driver's 
an electrical signal when an object contacts the barrier. 50 ability to see the children using standard mirrors. As 
Transducers (45) are preferably passive transducers shown inFIG.d, a child fallen in front of the bus would 
which convert the pressure or change in pressure on the be pushed by barrier (22) as the bus starts up. 
barrier (22, 220 into an electrically measurable charac- As shown in FIG. 11, the preferred electronic control 
tenstic such as resistance, capacitance or voltage, as is system uses a programmable logic controller (PLC) for 

r^^^- ♦ ~r . 55 controlling the safety barrier system. The system is 

The safety barrier system according to the invention . activated for example using the stop sign switch which 
uses an infrared detector means (30) to detect the pres- will cause the programmable logic controller to carry 
ence of a person immediately in front of the barriers (22) out the sequence of steps shown in FIG. 3. In addition 
and (22 ). As shown, the infrared detector (30) observes to the step shown in FIG. 3, other components are 
infrared I »d»1u» ma curtain' 28 the full width of the 60 activated as will be described below. The programma- 
barrier (22) or (22 ) and sees' only the barrier or object ble logic controller, and the entire system is shut down 
placed very near or on it if the manual override switch (50) is switched on giving 

With reference to FIG. 3, the operation of the pre- power only to the warning indicator (51). When the 
ferred embodiment will now be described. When the override switch is ofT control is given to the program- 
bus is turned on, power is provided to the safety sys- 65 mable logic controller. The state of the snow on road 
tern s electronic controls. A manual override switch switch (52) is recorded by the programmable logic 
(50), which may be part of a keypad command entry controller. When the state of the snow flag is set to 
system, is provided to allow the bus driver to turn the YES, the system prepares the infrared detectors (30) by 
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turning on the infrared sensor heaters both at the front 
arid the rear. An infrared heater's light is turned on to 
show that the heaters are working. 

Whenever the stop sign switch is activated, the sys- 
tem signals the front and rear motor timers to activate 5 
the front and rear motor forward contactors to lower 
the front and rear barriers by activating both front and 
rear motors. If either the front or rear motors draw an 
excess current, motor current overload sensors provide 
a signal to the PLC which will signal the appropriate 10 
motor timer to reverse the motors until raised If a cur- 
rent overload is detected, it is assumed that there is an 
object blocking the descent of the barrier and the mo- 
tors overload alarm buzzer is activated while either the 
front or rear motor overload alarm light is turned on in 15 
order to request the driver to go outside and check 
what is blocking the barrier from being lowered. Once 
the barriers are lowered, and there is snow on the road 
according to switch (52), the infrared sensor shutters 
are activated in order to expose the infrared detectors 20 
(30) to the field of view in front of barriers (22 and 22% 
The shutters provide a means to prevent the lens of the 
infrared detectors from becoming clouded by dust or 
soiled water or ice. . Should there be then an object 
detected in front of the barriers by the infrared sensors, 25 
the appropriate front or rear barrier infrared sensor 
alarm light will be turned on along with the alarm 
buzzer to indicate that a potentially dangerous situation 
has occurred. In the absence of snow and when the 
snow on road switch is turned off, the infrared sensor 30 
shutters remain closed and the front and rear barrier 
pressure sensors are read in order to determine if an 
object has struck one of the barriers (22 or 22^. In such 
case, the appropriate front or rear barrier pressure sen 



temperature to disable the infrared system at elevated 
outdoor temperatures when the detection could become 
unreliable. In this way, both the first sensing means and 
the infrared sensing means could operate over a given 
intermediate range of weather conditions. 
What is claimed is: 

1. A vehicle wheel safety barrier system comprising: 
a barrier member for blocking an object from reach- 
ing at least one wheel of the vehicle as the vehicle 
is moving; 

motor mount means for raising and lowering the 
barrier member, and for connecting the barrier 
member to a frame of the vehicle; 
first sensing means for detecting when an object 
comes in contact with the barrier member and for 
producing a first output signal in response to the 
presence of an object; 
infrared sensing means for detecting infrared radia- 
tion in a zone in front of the barrier member and for 
producing an infrared output signal in response to 
the presence of an object; 
selecting means for providing a climate condition 
signal indicative of at least a first and second 
weather condition outside the vehicle; and 
means for generating a warning alarm when the bar- 
rier member is lowered, as a function of the climate 
condition signal wherein said generating means is 
responsive to the infrared output signal of the infra- 
red sensing means when the first weather condition 
is selected and said generating means is responsive 
to the first sensing means when the second weather 
condition is selection. 
Z The barrier system as claimed in claim 1, wherein 



nib a^Aw^iiaic uuui or rear oamer pressure sen- uoi*iei ayaiuu as cjannea in cjaim i, wni 

sor alarm light is turned on and the alarm buzzer is also 35 ^ rst sensing means is pressure sensing means. 



activated. This process of reading the appropriate sen- 
sor (30 or 45) depending on the state of the switch (52) 
continues until distance meter (60) indicates that the 
appropriate distance has been travelled, at which time 
the PLC signals the front and rear motor timers to raise 40 
the front and rear motors (42) until fully retracted. 

Of course, it is possible to replace the various alarm 
lights and indicator lights illustrated in the block dia- 
gram of FIG. 11 by an appropriate display, such as an 



3. The barrier system as claimed in claim 2, wherein 
said first sensing means comprise a pressure transducer 
for generating said first output signal in a response to an 
object contacting said barrier member. 

4. The barrier system as claimed in claim %, wherein 
the first weather condition comprises the presence of 
snow proximate the barrier member. 

5. The barrier system as claimed in claim 2, wherein 
the second weather condition comprises the absence of 



LCD or LED character display for displaying appro- 45 snow proximate the barrier member 



priate messages as set by the PLC (Programmable 
Logic Controller). 

In the preferred embodiment, the first sensing means 
comprise a pressure transducer (45) provided in the 
barrier to detect when the barrier (22,22*) flexes as a 50 
result of being pushed. Of course, pressure can be de- 
tected in other ways such as measuring barrier deflec- 
tion or acoustic coupling and detecting means. The first 
sensing means may also comprise other detecting means. 



6. The barrier system of claim 1 wherein said generat- 
ing means is response to the infrared sensing means and 
the first sensing means when a third weather condition 
is selected by the selecting means. 

7. The barrier system as claimed in claim 1, wherein 
said motor mount means comprise at least two electric 
motors each mounted to the frame of the vehicle for 
driving a pair of threaded shaft, the barrier member 
connected to said threaded shafts by means of nuts 



- j,"-"""*"" w^iwi-umg uic*ma> ^ui^viwu w »tuu ujj caucu snaris oy means of nuts 

which can work effectively in a given range of climate 55 threaded onto said shafts for being raised and lowered 

Conditions. Such that th#» rnmSmot^n rsf :~r a K„ r .t:&. ^ . . 



conditions, such that the combination of the infrared 
with the first sensing means covers the full range of 
climate conditions. For example, in the absence of 
snow, other conventional detection systems may be 



effectively adapted to work with the safety barrier 60 member is provided. 



by rotation of said shafts, and a gaiter covering each 
said threaded shaft 

8. The barrier system as claimed in claim 7, wherein 
a spring connection between said nuts and said barrier 



(22^7). Ultrasound transceiver systems, microwave 
transceiver systems, laser beam interrupt systems, are 
examples of systems which may be adapted to work 
with the safety barrier (22,22*). 

In the preferred embodiment, the snow switch (52) 65 
causes disabling of the infrared detection (30) when 
there is no snow. Alternatively, there can be provided a 
temperature , probe to measure the outdoor ambient 



9. The barrier system as claimed in claim 7, wherein 
said first sensing means comprise a pressure transducer 
for use in generating a signal in response an object con- 
tacting said barrier member. 

10. The barrier system of claim 1 wherein the select- 
ing means is a switch for manually indicating at least the 
first and .second weather conditions. 

* * * * • 
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[57] ABSTRACT 

A mobile antenna system features passive repeater oper- 
ation to transfer energy between a radio transceiver 
located inside a vehicle and an external radiator 
mounted on the outside thereof. By this arrangement, a 
user of the radio transceiver can gain benefit from the 
external radiator without the hinderance of a physical, 
wired connection linking the transceiver to the antenna 
assembly. In a preferred embodiment, the antenna sys- 
tem operates without any electrical cable extending 
inside the vehicle from the external radiator. 

9 Claims, 2 Drawing Sheets 
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viding an on-glass vehicle antenna with an auxiliary 
VEHICLE ANTENNA SYSTEM antenna inside the vehicle. Signals are passed to and 

from the external antenna portion of the on-glass an- 
This is a continuation of application Sen No. tenna by transmission of signals between the telephone's 
07/447,720, filed Dec. 8, 1989, U.S. Pat. No. 5,099,252. 5 own antenna and the internal auxiliary antenna portion 

of the on-glass antenna. 

FIELD OF THE INVENTION It ^ ^ recognized that the invention may be lik- 

The present invention relates to the field of cellular ened to so called "passive repeaters." Such repeaters are 
telephony, and more particularly relates to mobile an- known in a number of fields, including relay stations to 
tennas used with cellular telephones. 10 provide cellular telephone coverage in areas that would 

otherwise be inaccessible to radio signals, such as inside 
BACKGROUND AND SUMMARY OF THE tunnels. In this application, a high gain antenna, typi- 

INVENTION cally a parabolic dish, is mounted outside of the tunnel 

Cellular telephony has grown at an exponential rate and is directed towards the nearest cellular broadcast- 
in recent years. No longer are car phones the exclusive 15 ing station. This parabolic antenna is connected by co- 
domain of the limousine set Now they are becoming axial cable or waveguide to one or more antennas inside 
commonplace in all types of vehicles. the tunnel, thereby providing radio coverage inside the 

The associated technology has advanced at a dizzy- tunnel, 
ing pace as well. No longer are car phones heavy units While passive repeaters are a well known technol- 
bolted to the floors of vehicles. Rather, they are now 20 ogy, no one, to applicants* knowledge, has heretofore 
small lightweight units which take a number of forms. applied it to the problem of conveniently using portable 
So called "mobile** phones usually are permanently and transportable telephones from within the passenger 
installed in a vehicle. These units must be connected to compartments of vehicles. Others skilled in this art 
both the vehicle battery and to an external antenna failed to arrive at the present invention despite massive 
(which is typically mounted on the windshield of the 25 research and development efforts in the cellular tele- 
vehicle). "Portable" phones are adapted to be hand phony field by industry leaders in the U.S., Europe and 
carried and include their own battery packs and anten- Japan. The nonobviousness of the present invention is 
nas. A hybrid form of phone, termed a 'transportable** illustrated by the unanimity with which it has been 
can be connected to a vehicle's battery and external overlooked. 

antenna, or it may be disconnected and removed from 30 The above-described features and advantages of the 
the vehicle, relying on an internal battery pack and its present invention will be more readily apparent from 
own antenna for operation. the following detailed description thereof, which pro- 

In strong signal areas, all of these units perform well. ceeds with reference to the accompanying drawings. 
In fringe area* however, the associated antennas Mb* BRIEF DESCRIPTION OF THE DRAWINGS 
come more critical. To maintain good communications 35 

from a transportable phone at a fringe location, the unit FIG. 1 is a schematic illustration of an antenna system 
must generally be connected to the vehicle-mounted according to one embodiment of the present invention, 
antenna, rather than rely on its own. If a portable phone FIG. 2 is a schematic illustration of the antenna sys- 
is used from a fringe location, it is best to operate the tern of FIG. 1 used in the passenger compartment of a 
unit outside of the vehicle, with the phone's antenna in 40 vehicle in conjunction with a portable cellular tele- 
the clear. If either a portable or transportable is oper- phone. 

ated inside the passenger compartment of a vehicle FIG. 3 is an illustration of an antenna system accord- 
using its built-in antenna, fringe area performance suf- ing to a second embodiment of the present invention, 
fers, since the metal surrounding the passenger com- FIG. 4 is an illustration of an antenna system accord- 
partment interferes with transmission of the radio sig- 45 ing to a third embodiment of the present invention. 

nals - _ DETAILED DESCRIPTION 

It will be recognized that it is tedious to connect and 

disconnect a transportable telephone to a vehicle an- To provide a comprehensive disclosure without un- 

tenna each time the phone is taken inside or outside a duly lengthening this specification, applicants incorpo- 

car. However, such action is necessitated in fringe ar- 50 rate by reference the disclosures of U.S. Pat. Nos. 

eas. Similarly, it is troublesome for a user of a portable 4,862,183, 4,804,969, 4,794,319, 4,764,773 (Larsen), 

phone to stop the vehicle, get out, and position the 4,658,259 (Blaese), 4,238,799 (Parfitt), 4,089,817, 

portable's own antenna in the clear in order to maintain 4,028,704, 2,829,367 and 2,206,820. 

clear communications. However, this is the present As illustrated by the above-referenced patents, vehi- 

state of the art 55 cle mounted antennas are typically coupled to the radio 

The present invention overcomes these problems. It transceiver units with which they are used by one of 

permits users of transportable and portable telephones two techniques: direct feed or through- the glass cou- 

to gain the benefit of a vehicle-mounted antenna with- pling (inductive or capacitive). In direct feed systems, 

out requiring that tedious connections be made or bro- there is an electrical connection from the feed line to the 

ken each time the telephone is moved into or put of a 60 antenna. This connection is usually made by a cable that 

car. The invention even permits portable telephones- passes through a hole drilled in the vehicle body, 

which have no provision for connection to an external Through-the-glass coupling is most commonly used for 

antenna to gain the benefit of an external, vehicle cellular vehicle antennas since no hole need be drilled in 

mounted antenna. the vehicle 

In accordance with the present invention, signals are 65 Through-the-glass coupling systems usually take one 

coupled between a vehicle mounted antenna and a eel- of two forms. In the first, a low impedance presented by 

lular telephone by radio rather than by wire In one the transmission line (connecting to the telephone) is 

embodiment of the invention, this is achieved by pro- transformed up to match a high impedance presented by 
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i .„.. o -r»,» t ,~ n ntiH Parfitt patents tively, a capacitive or inductive coupling arrangement 
the external antenna. The Larsen and I Partin .parents y, P component 26 attached 

snsK? £ a^eSs ssss*. —p— » ^ ^ -r .he ^ 

glass coupling fe perfonned at a low imp^ce.In^Ae 5 ^ m ^ ^ fowg0 . .. 

^!SS*S3^X£^^ »C"V coupling from the interna, an- 
dance is performed on uie sine 01 uic »•» ° , external radiator by a transmission line, or 

vehicle; the through-the-glass coupling . performed at Janata ^g^J^ components mounted on 

8 ffiSSSJtype of through-the-glass coupling, a 10 opposite sides of the glass), no powered circuitry is 
, t Sented by the transmission line is involved. In other words, the coupling is passive. 

l0W SPSS, Wow Spe^^mtenna without If desired, a vehicle may be provided with two or 
coupled direcUy to a ^ ™pooancc according to the present mven- 

any impedance transformation. The Blaese patent wus- more y Qf ^ systeffiSj a 

trates this technique. .... ^ , ^ , 5 directional radiation pattern is achieved. Unlike most 

The presen » 1 J to TtradiS S arrays, the directional characteristics here are 

StSTfiutror^siS dependent £ only on the spacing , of the _ radiators 

direct feed wjBmo^ ZtlfZTth reference to the Lar- relative to each other, but also on the location of the 
invention will be illustrated with reference to the Ur ^ble or transportable telephone's antenna within the 

Se ^, S f StC ^„ ,„ Fir. 1 an antenna system 10 according 20 array of internal antennas. By moving the telephone 
to the preseni ™y™ u ™ ' 16 f ing the radiators are altered, changing the net radiation 

S^eSSTBE^ " * ?SEi em- pattern. Thus, by use of a plurality of antenna systems 
P™? 1 ** X^ten^uriHary antenna comprises a according to the present invention, it is possible to pro- 
p^nfa tw resonant tope- 25 vide a steerable ph^ array-steerable simply by mov- 
See in^Tcdlular tetephone frequency band. Each ing the telephone ms.de the vehicle, 
leg 14a, 14* of the dipole is connected to an inside ca- CONCLUSION 
^L^tt^^^^^- It will be recognized that the foregoing embodiments 
f^SoffvdiiSe vKudd ™ 30 permit transportable phones to gam the benefit of an 

f 1L* ™JdS external vehicle-mounted antenna without havuig to 

onS the irSde Coupling plates 18a, 18ft, are connect or disconnect the antenna each bme the tele- 
opv °fl outside caoacitive coupling phone is moved to or from the vehicle. The invention 

"^^^^^^t^^^ to similarly permits portable phones, which often cannot 
Kp^n^'trSrLtton network 28. which here 35 connect to an external antenna even by cable, to easily 
«,mnrises a series-coupled inductor 30 and capacitor utilize an external antenna. 

?2 Tnclduclo^ tuned to match a high remnant Having described and illustrated the prmcples of our 
So^cVpre^ited by the external radiator 12 to the invention with reference to several embodiments 
Zl^ctcoupl Jthrough the vehicle windshield thereof, it will be apparent that the mventoon , can be 
CmTh^ tolpedance internal auxiliary antenna 14. 40 modified in arrangement and detail widiout departing 
ReSTno^ to FIG. 2. the antenna 10 of the pres- from such principles. For example, while themvenuon 
^rSf n^sbown mounted on the rear windshield has been illustrated with reference to an embodiment m 
?. Z^T^Z&^rcwvtrtmntotte which the internal auxiliary ^tenna «j . -*p* -£ 
vehichTis a portable or transportable telephone 36 with presents a low impedance, m other embodiments other 
to own an£na 38. SignaUbroadcast from the tele- 45 interior antenna conHgurations may be used, some of 
nho^!enM38 are picked up by the internal auxiliary which present high impedances. Simflarly. while the 
antennTliTd nScast outside the passenger com- invention has been illustrated with reference to an em- 
mrZL ustoa the external radiator 12. Similarly, sig- bodiment in which an mductor/capacitor matching 
SaSvTbyfteexSradiatorl2arerebroadcalt network is used outside the gtass, a vanety of other 
SdeTe vdudeby the antenna 14 and received by the 50 matching arrangements may be used on either side of 
« the glass, or no matching network at all may be re- 

t£ fctSTuSary antenna may be oriented to quired. Of course, the invention may also be applied to 
achieve Sal or horizontal polarization. Surpris- direct feed antennas by directly conneenng the mternal 
SrbJt^sults are often achieved with horizontal auxiliary antenna to the external radiator, as was noted 
Srization. despite the fact that the telephone antenna 55 in connection with the second erabodiment^imilarly if 
w^tiT^Wch h k sonicating is generally vertically a vehicle is provided wrth a direct feed radiator 
irirad mounted on the vehicle trunk, an auxiliary antenna may 

In anoiher embodiment of the invention. (FIGS. 3 be positioned within the passenger compartment of the 
and 14), the antenna system may be adapted for remov- vehicle and connected to the external radiator by ca- 
able mounting on the top of a vehicle window. A 60 Ming. .. . , . .. • . . . t . 
sprmfrplastic U-shaped clip 50 can slide down over the In view of the vanety of embodiments to which ^the 
tcTedge of a partially-rolled down window 52. The principles of our invention may be applied, it should be 
L^ernd auxiUarVantenna can be mounted to the inside recognized that the detaded embodiment are ulustra- 
nortion 54 of the clip. The external radiator can be tive only and should not be taken as limiting the scope 
Counted to the outside portion 56 of the clip. Coupling 65 of our invention. Instead, we chum asour invention aD 
from the internal antennVto the external radiator can be such embodiments as may come withm the scope and 
accomplished by a transmission line 58 molded into the spirit of the followmg chums and equivalents thereto, 
plastic clip that connects the two (FIG. 3). Alterna- We claim: 
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1. A method of operating a radio transceiver inside 
the passenger compartment of a vehicle, the radio trans- 
ceiver transmitting and receiving signals in a frequency 
band, the vehicle including a windshield, the method 
comprising the steps: 

when transmitting: 

broadcasting a first signal from the transceiver mside 
the passenger compartment using an antenna con- 
nected to the radio transceiver, 

receiving the first signal using an internal auxiliary 
antenna mounted on an inside surface of the wind- 
shield but not connected to the radio transceiver, 
said internal auxiliary antenna being resonant in the 
frequency band; 

coupling the first signal from the internal auxiliary 
antenna through the windshield and to an external 
radiator without an electrical cable extending be- 
tween the internal antenna and the external radia- 
tor, the external radiator being mounted on an 
outside surface of the windshield, the external radi- 
ator being resonant in the frequency band; and 
reradiating the first signal from the external radiator, 
and 

when receiving: 

receiving a second signal using the external radiator, 
coupling the second signal from the external radiator 
through the windshield and to the internal antenna 
without an electrical cable extending between the 
external radiator and the internal antenna; 
reradiating the second signal inside the passenger 
compartment using the internal auxiliary antenna; 
and 

receiving the reradiated second signal using the an- 
tenna connected to the radio transceiver. 

2. The method of claim 1 in which the coupling steps 
each includes capacitively coupling a signal between 
the internal auxiliary antenna and the external radiator 
and through the windshield without an electrical cable 
extending therebetween. . 

3. A method of operating a cellular telephone inside 
the passenger compartment of a vehicle, the cellular 
telephone transmitting signals to and receiving signals 
from a cellular system, the method comprising the steps: 

when transmitting: < 
broadcasting a first signal from the telephone inside 
the passenger compartment using an antenna con- 
nected to the cellular telephone; 
receiving the first signal using an internal auxiliary 
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without an electrical cable extending between the 
external radiator and the internal auxiliary antenna; 
reradiating the second signal inside the passenger 
compartment using the internal auxiliary antenna; 
and 

receiving the reradiated second signal using the an- 
tenna connected to the cellular telephone. 
4. A vehicle mounted antenna system for use with a 
cellular telephone comprising: 
an external radiator tuned for operation in the cellular 
telephone frequency band for mounting on the 
exterior of a vehicle; 
means adapted for mounting the radiator on a first 
surface of an insulating glass window associated 
with the exterior of the vehicle; and 
an internal auxiliary antenna for mounting in a pas- 
senger compartment of the vehicle, said internal 
auxiliary antenna being coupled to the external 
radiator through the insulating glass window with- 
out an electrical cable extending therebetween; 
wherein no wired connection links the antenna sys- 
tem with the cellular telephone with which it is 
used. 

5. The antenna system of claim 4 in which the exter- 
25 nal radiator is oriented vertically and the internal auxil- 
iary antenna is oriented horizontally. 

6. An antenna assembly adapted for mounting on a 
glass surface of a motor vehicle and adapted for use 
with a portable cellular telephone, characterized by: 

an external radiator positioned outside the vehicle 
and resonant in the cellular telephone frequency 
band; 

an auxiliary radiator coupled with the external radia- 
tor; 

the absence of a feedline coupling said antenna assem- 
bly with the portable cellular telephone with 
which it is to be used; and 
the absence of a feedline coupling the external radia- 
tor to the auxiliary radiator, 
wherein a user of the portable cellular telephone can 
gain benefit from the external radiator without the 
hindrance of a physical, wired connection between 
the telephone and the antenna assembly. 
7. In a method of transmitting cellular telephone 
45 signals using a portable cellular telephone and a vehicle 
mounted antenna assembly, the portable cellular tele- 
phone being positioned inside a vehicle, the vehicle 
mounted antenna assembly including an external radia- 
tor that is positioned outside the vehicle and is mounted 
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antenna located inside the passenger compartment 50 on an exterior glass surface thereof, the method incJud- 
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but not connected to the cellular telephone, the 
internal antenna being tuned for resonance in the 
cellular telephone frequency band; 

coupling the first signal from the internal auxiliary 
antenna and to an external radiator through an 55 
insulating material extending therebetween and 
without an electrical cable extending between the 
external radiator and the internal auxiliary antenna, 
the external radiator being tuned for resonance in 
the cellular telephone frequency band; and 

reradiating the first signal from the external radiator 
to the cellular system; and 

when receiving: 

receiving a second signal from the cellular system 
using the external radiator; 

coupling the second signal from the external radiator 
and to the internal auxiliary antenna through the 
insulating material extending therebetween and 
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ing coupling cellular telephone signals to the external 
radiator from the portable cellular telephone, an im- 
provement comprising: 
coupling the cellular telephone signals to the antenna 
assembly from the portable cellular telephone 
through an auxiliary antenna coupled to the exter- 
nal radiator, without an electrical cable extending 
between the portable cellular telephone and the 
antenna assembly, and without an electrical cable 
extending from the external radiator to inside the 
vehicle, wherein a user of the portable cellular 
telephone can gain benefit from the antenna assem- 
bly without the hindrance of a physical, wired 
connection between the telephone and the antenna 
assembly, and wherein no wired connection needs 
to be established from the external radiator to in- 
side the vehicle. 
8. The method of claim 7 which further includes: 
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providing an internal auxiliary antenna, said internal 
auxiliary antenna being resonant in the cellular 
telephone frequency band; 

positioning the internal auxiliary antenna inside the 5 
vehicle; 

coupling cellular telephone signals to the internal 
auxiliary antenna from an antenna of the cellular 
telephone without an electrical cable extending 10 



8 

between the cellular telephone and the internal 
auxiliary antenna; and 
coupling cellular telephone signals to the external 
radiator from the internal auxiliary antenna with- 
out an electrical cable extending therebetween. 
9. The method of claim 8 in which the coupling of 
cellular telephone signals to the external radiator from 
the internal auxiliary antenna is effected by capacitive 
coupling. 

* * * * * 
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